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OCHOBHbIE XapaKTePUCTUKU

HapexHas 3awmTta cetun

TexHOMorna camocToATENbHON ONTUMU3aLIK U
BOCCTaHOBJIEHWSI B COYETAHUM C METOLOM
pesepBUpPOBaHMs 6ECNPOBOAHBLIX KOHTPOSNEPOB
4+4 1 ckaHUPOBaHMEM PaAMOYACTOTHBIX KaHaroB
obecneunBatot 6ecnepeboiHyto paboTty cetu

D-Link owc-r000

Jlerkoe ynpaBneHue rocteBbIM JOCTYNOM
leHepauusa y4eTHbIX 3anuncen, Bbigada 6uneTos,
MOHWUTOPUHT MoMb3oBaTesnen 1 npoasieHne
ceccuii obecneymBaloT yaobHoe ynpasneHue

6ecnpoBogHOM CEThIO D-Link owe-1000

uses usB2

Macwrabupyemas ceTeBasi apXuTekTypa ‘H \ﬁ
[ina ynoBneTBopeHWs pacTyLumx TpeboBaHui K = =
CEeTN KONMMYECTBO YNPaBnsieMblX TOYEK AoCTyna
MOXET ObITb yBEnu4yeHo ¢ 12 go 66 Ha

KOHTpOsinep

DWC-1000
BecnpoBoagHoun KoHTponnep ¢ 6 noptamu 10/100/1000Base-T n 2 USB-noptamu

XapakTepucTuku BecnposogHoi koHTponnep DWC-1000 ocyLlecTBnsSeT LeHTpanu3oBaHHOe ynpasreHne
CeTeBas apxuTeKTypa ycTpoucTBammn B 6ecnpoBogHoii cetn LAN. YC'[ponCTBo SABMsieTcs
o [0 12 ynpaBrsieMbIx Touek 4OCTYNa; BO3MOXKHOCTb MOMNHOMYHKUMOHASIbHBIM N 3KOHOMWUYHLIM pEeLleHnMeM Ans CceTeil Manoro u cpegHero

oBHOBMeHMs 40 66 T/ Ha KoHTponsep 6usHeca 6narogaps BO3MOXHOCTM ynpasneHust oT 6 Ao 24 6ecnpoBOgHLIMKU TOYKaMM

poctyna ans DWC-1000 annapatHoi Bepcun A1 1 oT 12 go 66 Toukamu gocTyna Ans
DWC-1000 annapatHoi Bepcun C1, a Takke Gnarogapsi BO3MOXHOCTU 06beauHEHUs [o
4 koHTponnepoB B obuyto rpynny (knactep). PyHKUMM aBTOMaTUYECKOro OBHapyXeHus!
TO4YeK [JoCTyna W LEeHTpanvM3oBaHHOMO YnpaBrieHWs MO3BOMSAT  MoNb30oBaTensm
npuobpecTn cucteMy KopropaTuBHOrO krnacca 6e3 3aTpaT Ha BbINONHeHWe MacLuTabHbIX

. MakcumanbHoe konuyecTso T[ nocne obHoOBNEHNs B
Knactepe u3 4 KOHTponnepos — 264!

. PesepBupoBaHmne 8 6ecnpoBoaHbIX KOHTPONEpoB ANst
HagexHon paboTbl (Cxema akTUBHbIX/pe3epBHbIX 4+4)

HapexHasn 3awuta cetn N CROXHbIX KOHGUrypauuin. bnarogaps HageXHONW U MHOroyHKUMOHaNbHONW cucteme

e  Wireless Intrusion Detection System (WIDS) 6e3onacHocT DWC-1000 obecneuvBaeT 3awuty OT  MOTeHUMarnbHbIX — atak

e OGHapyxeHve u knaccudukaums HeaBTOPM3OBaHHbIX NONb3oBaTenemn 1 yCTpoUcTB B 6ecrnpoBoaHO ceTu.
HeCaHKLMOHMPOBaHHbIX TOYeK JocTyna

. AAaI'ITI/IBHbIVI nopran HaAe)KHaH n onTumMmanibHasi paGOTa cetTu

e WPA Personal/Enterprise, WPA2 Personal/Enterprise, =~ DWC-1000  nogaepxvBaeT  yHKUMM  CaMOCTOSITENbHOW  ONTUMMU3ALMM 1
WEP BOCCTaHoBreHusi, 4to obecneunBaetr 6GecnepeboiHyto paboTy 6ecrnpoBogHOW CceTU.

o TIONUTMKM MEXCETEBOTO SKpaHa? Bnarogaps nepuognyeckn BbINOMHAEMOMY CKaHWPOBAHWIO PaJMo4acTOTHBIX KaHanoB u

. IPSec/PPTP/L2TP/SSL VPN-cepeep? aHanusy npoussogutensHocth DWC-1000 aBTOMaTuyecku BbIGMpaeT kaHanbl U

perynmpyert MOLLHOCTb, YTODObl n3bexartb nomex u obecneyunTtb GecnepeboinHyto paboty
ceTn. Ans Toro, 4Tobbl BOCMOMHUTL HEAOCTATO4HYIO 30HY MOKPbLITUS B pe3ynsraTe BbIXoAa
13 cTpost Toukm goctyna, DWC-1000 aBToMaTM4ecku yBenNMUMBaET BbIXOOHYH MOLLHOCTb
nepepaTyvka CocefHMX Todek JoCTyna, YTobbl YBENUYMTL UX 30HY MOKPBITUS.

. dunsrpauns Web-cogepxumoro?

OTKa30yCTOM4YNBOCTb
. Mopt Option ans cosgaHua pesepBHOrO KaHana?

e  BanaHcupoBka Harpyakw?
P 24 PacwmpeHHble hyHKLuuM 6e3onacHoCcTh

DWC-1000 siBnsieTcsl MHOro(pyHKLUMOHAmNbHLIM peLleHneM Mo obecneveHuio 3alumnTbl
cetein. YctpownctBo nopaepxuBaeT dyHkumio Wireless Intrusion Detection System
(WIDS), npegHa3HayeHHyl Ansi obHapyXeHWst HeaBTOPWU3OBaHHbIX TOYEK AOCTyna u
KMMEHTOB, a Takke pa3nuyHblXx Yrpo3 6Ge3onacHocTn GecnpoBogHOW ceTn U
HeCcaHKLUMOHMPOBaHHOro goctyna. Nomumo atoro, ycTponcTso nogaepxusaet WEP, WPA
Personal/Enterprise, WPA2 Personal/Enterprise, ayTeHTUdwuKaumilo Ha OCHOBe
MAC-agpecoB U1 co3gaHve afanTUMBHOIO MopTana, yHKUMIO, MNO3BONSIOLLYO
6rokmpoBaTb AOCTYN KIMEHTOB [0 TeX Mop, Moka OHW He ByayT uaeHTUULMPOBaHbI.
HaHHas OByxypoBHeBasi ayTeHTUdukauma n aBTopusauus obecrneymBaeT HafexHyto
3aLUUTy OT CeTeBbIX aTak.



D-Link

Building Networks for People

MacwTtabupyeMocTb, BOCTYNHOCTb U TMGKOCTb

MHorne KomMnaHwM 4acTo CTankuBalTCH C HeOBXOAUMMOCTbIO WM3MEHEHUS
MacwtaboB 1 CTPYKTYpbl NpeanpusiTuid. [Ans yAoBNeTBOPEHUS MOCTOSHHO
MeHsowuxcs TpebosaHun DWC-1000 npepnaraer HoBelllee pelleHue:
nuueHsuio  Business Wireless Plus, obecneuvBaiowyto obHoBneHune
YHKUMOHAnNbHbIX ~ BO3MOXHOCTeN  yctponcTtBa. Komnanuma  D-Link
npegnaraet gsa tuna nuueH3un Business Wireless Plus: ans o6HoBneHus
nuueHsun T n ans o6HoBneHus nuueHsumn VPN,

O6HoBneHve muueH3uM T[l  no3BonsieT  yBENWYWUTb  KONMUYECTBO
ynpaBnsiemblx Todek goctyna: DWC-1000 annapatHonm Bepcum A1
ynpaensetr 6 Toukamu AocTyna no yMonyaHuio M 24 Toykamu goctyna
nocne pnobGaBrneHWs MakcumanbHOro KonuyectBa nuueHsuin; DWC-1000
annapartHo# Bepcun C1 — 12 Toukamu poctyna no ymonyaHuio u 66
ToykaMu focTtyna nocrie AobaBneHWs  MakcUMarnbHOTO  KonmuyecTBa
TULIEH3UI.

Mocne o6HoBneHus nuueHsun VPN koHTponnep DWC-1000 peanusyer
dyHkumoHan VPN, maplipyTu3atopa U MeXCEeTeBOro akpaHa. PyHkuuu
MEeXCETEBOro 3KpaHa Mo3BOMAIT aAMUHUCTPATOpaM KOHTPONMpPOBaTb
ceTeBOM AOCTYN C MOMOLLbI NONMUTUK Kraccudpmkauum. Moptel Option
obecneynBaeT 0TKa30yCTOMYMBOCTb KaHana cBA3n U pe3epBHbI kaHan Ans
WHTepHeT-coeanHeHus, 4tobbl obecneunTb AoCTyn B MIHTEpHET.

DWC-1000

BecnpoBoaHon KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m

2 USB-noptamu

®dyHkumm VPN obecneuvBaloT  3allulleHHOe YyAaneHHoe YynpaslieHue
To4kamu foctyna B cunuanax oducos. [Npu noctpoeHnn VPN-TyHHenen
ucnonb3ytotca npotokonbl IPSec (IP  Security), PPTP (Point-to-Point
Tunneling Protocol) wnu L2TP (Layer 2 Tunneling Protocol) ans
YMpOLEHNs YCTAHOBKM COeAMHEHUs Mexay unuanoM U OCHOBHbIM
ocucom 4Yepes sawmMdpoBaHHble BUPTyarbHble KaHanbl. [lomumo 3Toro,
ucnonb3oBaHne Secure Sockets Layer (SSL) VPN  TyHHenen
obecneuynBaeTr MODOWMbHBIM  MOMb3OBaTENAM  YAANEHHbIM  AOCTYN K
LieHTPanu3oBaHHOW koprnopaTuBHol 6ase AaHHbIX.

MpocToe ynpaBneHune

®YHKUMM LEHTPaNM30BaHHOTO YAANEeHHOro YnpaeneHus oGecneynBatoT
aBTOMaTuyeckoe OGHapyXeHWe COBMECTUMbIX GecnpoBOAHBIX TOYEeK
poctyna D-Link, ux foGaBneHue B CNMCOK ynpaBnsieMblX To4ek JocTyna u
GbICTPYIO HACTPOVIKY C TEMU e NapameTpamu, YTo U Yy NpeablayLmux Todek
poctyna. bBnarogapsi BO3MOXHOCTM OObEAMHEHUS KOHTPOMNepoB B
Knactep, aAMWHMCTPATOPbl MOTYT BbINOMHUTL HACTPOMKYy W ynpaBreHue
BCEN rpynnbl C NOMOLLbLIO OAHOTO KOHTponnepa. BeneHue HaGniogeHus 3a
TOYKaMy JOCTyna W MOAKIIOYEHHBIMU CTaHUMSMU B PEXUME peanibHoro
BpeMeHn obecrieuvBaeT  3PEKTUBHOE  UCMOMNb30BaHUE  CETeBbIX
pecypcoB. [pegynpexgeHus o6 onacHoCTM UK cBop  CTaTUCTUKM
3HAUUTENbHO YMPOLLalT YMNpaBlieHue W MO3BOMSAKT ONTUMU3MPOBATb
CETEBYI0 NPOV3BOAUTENBHOCTb.

TexHu4ecKkne xapakTepucTukn

DWC-1000/A1

DWC-1000/C1

Mpoueccop

Cavium 5010 (500 MI'u)

Cavium 7020 (800 MI'u, ABYXbAAEPHbIN)

OnepatuBHas namsaTb 256 Mb, DDR 1l

1024 MB, DDR 11

Flash-namsaTtb 32 Mb, NOR-Flash

128 MB, NOR-Flash

WHTepdpenc Ethernet: 4 nopta 10/100/1000Base-T
2 nopta 10/100/1000Base-T Option®
2 nopta USB 2.0
KoHconbHbIn nopt RJ-45
MHankaTopbl Speed (Ha nopT 10/100/1000Base-T)
CraHpapThbl IEEE 802.3
IEEE 802.3u
IEEE 802.3ab
MakcumanbHoe KONM4ecTBO ToYeK Mo ymonyaHuio: 6 Mo ymonyaHuio: 12
[0CTyna Ha yCTpOWCTBO Mocne o6bHoBneHUs: 24 Mocne o6HoBREHUS: 66
MakcumanbHoe KONM4ecTBO ToYeK Mo ymonuanuio: 24 Mo ymonyaHwuio: 66
JocTyna B knactepe u3 4 Mocne obHoBneHus: 96 Mocne obHoBneHus: 264
KOHTpPONIepoB
KonuuyecTBo nonb3oBareneu, 512 1024
OHOBPEMEHHO MPOXOASALLMX
ayTeHTUMKaLUo Ha afanTUBHOM
noprane
BbiaeneHHble TyHHenn VPN IPSec? 70
BblgeneHHble TyHHenn VPN PPTP/ 25
L2TP?
BbiaeneHHble TyHHenn SSL VPN? 20

Pa3mepsbi (O x LW x B)

280 x 180 x 44 mm
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DWC-1000

BecnpoBoaHon KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m

2 USB-noptamu

MutaHne BHyTpeHHWI nCTouHMK NuTaHus: 12 B nepemeHHoro BHewwHu nctouHuk nutanus: 12 B nepemeHHoro Toka /
Toka/2,5A 25A
Makc. norpebnsemas MOLLHOCTb 19,3 BTt 12,6 BT

Temnepatypa Pabouas: ot 0 oo 40 °C
XpaHenus: ot -20 no 70 °C

BnaxHocTb OT1 5 00 95% (6e3 koHaeHcaTa)
EMI FCC Class B

VCCI

IC
CE Class B

C-Tick

BesonacHocTb cUL

LVD (EN60950-1)

KomnnekT nocrtaBku

BecnpoBogHoit koHTponnep DWC-1000/A1
Kabenb nutaHus
KoHconbHbI kabenb (RJ-45 n DB-9)
Ethernet-kabenb (CAT5 UTP/npsimoit)
CD-aunck
2 KpOHLUTENHA AN MOHTaXa B CTONKY

BecnpoBogHoit koHTponnep DWC-1000/C1
ApanTtep nuTaHus
KoHconbHbI kabenb (RJ-45 n DB-9)
Ethernet-kabens (CAT5 UTP/npsimoit)
CD-guck
2 KpoHLITEeNHa ANt MOHTaXka B CTONKY

VPN u SSL VPN

Lliugpposarue VPN* DES
3DES
AES
Twofish
Blowfish
Cast-128
NULL
Lllugpposarue SSL VPN* DES
3DES
AES
IPSec NAT Traversal + +
IP Encapsulating Security Payload + +
(ESP)
VPN Tunnel Keep Alive + +
Hub and Spoke + +
Ob6HapyxeHue Hedellcmeayouux + +
y3aros
IP Authentication Header (AH) + +
SSL VPN Message Integrity MD5
SHA1
VLAN
lpynna VLAN Lo 64 3anucen
VLAN Ha ocHose nodcemeli + +
802.1Q VLAN Tagging + +
VLAN Ha ocHose nopma + +
YcTaHoBKa ceTu
Pe3sepeHbili Mapuwpym + +
BanaHcuposka Hazpy3Ku + +
PoymuHr
Bbicmpbiti poyMuHe + +
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DWC-1000

BecnpoBoaHon KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m

2 USB-noptamu

lNoddepsxka npomokonos 802.11k 802.11k, 802.11v, 802.11r (ansa Bepcum N0 4.7.5.1 n
yrny4qweHusi poyMuHaa BbllWwe, Ana Moaenewn Tovek goctyna DWL-6620APS,
DWL-7620AP, DWL-8620AP, DWL-6720AP, DWL-
8720AP, DWL-X8630AP)
PoymuHz mex0y KoHmporsepamu u + +
moykamu docmyna,
OOKITHHYEHHBIMU K OOHOMY
KOHmpornnepy
BHympu- u mexcemeeoli poymuHe + +
MexceTeBoW aKkpaH
Monumuku Moppepxka 100 npaBun Ana Kaxaown gyHKLum
[o 600 npaBun MexceTeBoro akpaHa
Gunbmpauusi Web-codepxumozo + +
JuHamuyeckul mapwpym RIPv1/v2
JHuHamuyeckul DNS + +
NAT, PAT + ¥
Be3onacHocTb
Be3onacHocmb 6ecripogodHoU WEP
cemu Dynamic WEP
WPA Personal/Enterprise

WPA2 Personal/Enterprise

BesonacHocmb LAN

Ynpaenenue goctynom 802.1x Ha ocHoBe noptoB n Guest VLAN

Llnto3b1 On1s onnamsl

Paypal
Authorize.net

Cucmema obHapyxeHusi amak 8
6ecnpoeodHoli cemu (WIDS)

Knaccudukauns HeaBTOpU30BaHHbLIX U AeNCTBUTENbHBIX TOYEK 4ocTyna

Rogue AP Mitigation

AymeHmucbukayus AJanTuBHbIN nopTan
AyTteHTudukaums no MAC-agpecam
YnpaBneHue
Web-uHmepgpelic HTTP
SNMP v1/v2civ3 + +
UHmepghelic komaHOHOU CmpoKu + +
YnpaBneHue Toukamu goctyna
Modenu ynpasnsiembix T4 DWL-8710AP DWL-X8630AP (ans sepcum MO 4.7.5.x u BbiLe)
DWL-8610AP DWL-8720AP (ans sepcun MO 4.7.4.2 v Bblwwe)
DWL-6700AP DWL-8710AP
DWL-6610AP DWL-8620AP (ans sepcuun MO 4.7.x.X 1 BblLLE)
DWL-2600AP DWL-8610AP
DWL-7620AP (ans sepcuun MO 4.7.X.X 1 BbILLE)
DWL-6720AP (ans sepcun MO 4.7.4.2 v Bblwwe)
DWL-6700AP
DWL-6620APS (ans sepcuwn MO 4.7.x.X 1 BbILLE)
DWL-6610AP
DWL-3610AP (ans sepcuun MO 4.6.x.X 1 BblLLE)
DWL-2600AP
O6Hapy>xeHue u ynpaeneHue T Layer 2
Layer 3
MoHumopu+e T/ Ynpasnsemas T[]
HeasTopusoBaHHasa T[]
T, He npoweaLwas ayTeHTudnkaumo
ABTOHOMHasa T[
MoHumopuHe knueHma AyTEHTUDPULNPOBAHHbBIV KITMEHT
HeaBTOpU30BaHHbLIN KNNEHT
KnuneHT, He npoweawmnn ayTeHTudmKaLmo
KnnenT Ad-hoc
lMod0epxka ueHmMpanu3oeaHHoO20 + +

ynpaeneHusi monumukou
6e3onacHocmu / RF
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DWC-1000
BecnpoBoaHon KoHTponnep ¢ 6 noptamu 10/100/1000Base-T m
2 USB-noptamu

Modernb

OnucaHue

DWC-1000/C1

BecnposoaHol koHTponnep ¢ 6 nopramu 10/100/1000Base-T3 n 2 USB-noptamu

DWL-X8630AP®

ByxananasoHHasa yHuduumpoBaHHas Wi-Fi 6 Touka goctyna AX3600 ¢ nogaepxkon PoE

DWL-8720AP®

BHewwHsa 6ecnpoBogHas AByxAuanasoHHas yHuduumposaHHas Todka goctyna AC1300 ¢ nopaepxkon PoE

DWL-8620AP°

BecnpoBogHas AByxavana3oHHas yHUdMLMpoBaHHas Touka goctyna AC2600 Wave 2 ¢ nogaepxkorn MU-MIMO un
PoE

DWL-7620AP®

BecnpoBogHas AByxavanasoHHas yHUGMUupoBaHHasa Touka goctyna AC2200 Wave 2 ¢ TpeMsa pagvoMonynsiMu,
nopaepxkoi MU-MIMO u PoE

DWL-6620APS®

BecnpoBogHas AByxavanasoHHas yHuduMumupoBaHHas Touka goctyna AC1300 Wave 2 ¢ nogaepxkont MU-MIMO un
PoE

DWL-8710AP®

BHewwHssa yHudnumpoBaHHasa AByxAnana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-8610AP

YHucmumpoBaHHas AByxaunanasoHHas Todka goctyna 802.11a/b/g/n/ac

DWL-6720AP®

BHewwHss 6ecnpoBogHas AByxananas3oHHas yHudbuumpoBaHHas Todka goctyna AC 1300 ¢ nopaepxkoin PoE

DWL-6700AP®

BHewwHsa yHudnumpoBaHHasa AByxanana3oHHasi Touka goctyna 802.11a/b/g/n

DWL-6610AP®

YHucumumpoBaHHas aByxamnanasoHHas Todka goctyna 802.11a/b/g/n/ac

DWL-2600AP

YHucmumpoBaHHas Todka goctyna 802.11b/g/n

DWL-3610AP®

BecnpoBogHasn aByxavanasoHHas yHumumnpoBaHHas Touka goctyna AC1200 ¢ nogaepxkoin PoE

DWC-1000-AP18-LIC

YnpaeneHue 18 gononHuTenbHbIMW ToO4Kamu goctyna

DWC-1000-AP6

YnpasneHue 6 AONOMHUTENbHBIMUM TOYKaMK JOCTyna

DWC-1000-VPN

dyHkuum VPN, MapLupyTr3aropa 1 MexXceTeBoro akpaHa

DWC-1000-WCF

dyHKUMA DubTpaumm Be6-CoaepKMMOoro o Kareropusim (noanucka Ha 12 mecsues)’

1KonunyecTBO ynpaensieMbix TOHeK AOCTyNa MOXeT ObITb yBENIMYEHO 3a CYET NPUOBPETEHUS NULLEH3VUN ANns 0BHOBNEHWS.

2dyHKUMM AOCTYNHBI MOcne NprobpeTeHnst NMLUeH3Mn ansa peanusauun dyHkunin VPN/MapLupyTsaTopa/MexceTeBoro akpaHa.
3Moptbl Option ByayT BKIOYEHBI NOCIe YCTaHOBKU NULLEH3UW ANst peanu3aumn dyHkumin VPN/MapLipyTuaatopa/MexceTeBoro akpaHa.
4B npowmBkax ans Poccun 4ocTyneH Tornbko anroputm wudposarusi DES.

5Bepcus MO ans DWC-1000/C1 He Huxe 4.7.1.1.

6Bepcus MO ans DWC-1000/A1 He Hwxe 4.4.1.2.

"Mepen npuobpeteHrem nuueHsnm WCF HeobxoamMmo akTuBMpoBaTh nuueHauio VPN,

8Bepcus MO ans DWC-1000/C1 He Huxe 4.6.0.1.

» ®
D-Lin
Building Networks for People
Xapakmepucmuku mo2ym 6bimb UsMeHeHbl 6e3 yeedoMeHusl.
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