QTECH TexHn4yeckoe onucaHue

MWP OOCTYNHEE

Ethernet kommyTaTopbl gocTyna L2+

cepusa QSW-3750 rev. R

OnucaHue

Cepua QSW-3750 rev. R — 3710 cepunss MHOrogyHKUMOHAmMbHbIX BbICOKONPOU3BOAUTENBbHbIX
KOMMYTaToOpoB C MOBbIWEHHON 6e3onacHocTbio. KommyTaTtopbl gaHHOM cepuu obrnagatoT
NPEBOCXOAHbIM KOHCTPYKTMBHbBIM UCMOMHEHNEM, HAAEXHOCTBIO U MPOCTOTON UCNOSb30BaHWS

KomMyTaTopbl OCYyLIECTBMAST MNOAKMIOYEHNE KOHEYHbIX Monb3oBaTenen K CeTu KPYMHbIX
NpeanpuATUA, NpeanpUATUIA Manoro 1 cpegHero busHeca. [laHHas cepus ABNAETCS OTUYHBIM
peLleHnem Ans NOCTPOEHMsT YacCTHbIX, 3aLLMLLEHHbIX CETEN.

KnroyeBble 0COOEHHOCTMU:

KomnriekcHbln Qo0S, obecneynBaloT HaMBLICLUMIA MPUOPUTET AN TaKUX KPUTUYECKM
BaXXHbIX OaHHbIX, Kak BUAEO M roriocoBon Tpaduk;

dyHKumoHan Voice-VLAN no3BonuMT aBTOMaTUYeCKM NPUOPUTU3NPOBATbL BECH
roniocoBow Tpacmk aboHEHTOB;

MOLLHblEe cpeacTBa 3awwmThl, kak IP source guard, DHCP snooping n ARP inspection,
no3sonsaT  adpdekTMBHO  OBHapyxumBaTb W GrokupoBaTb CeTeBble  aTaku
3M10YMbILLNIEHHUKOB.

Bo3amMoXxHoCTHU

TexHonorua Green Ethernet

KommyTtatopbl  cepum  QSW-3750 rev. R noggepxuBaloT  TEXHOSOMUKO
aHeprocbepexeHusi Green Ethernet.

Mcnonb3ys MHHOBALMOHHYIO (DYHKLMIO OTKIIOYEHMS MopTa B criyYae HeaoCTYNHOCTU
CBSI3aHHOrO CETeBOro  YCTPOWCTBA, afgMUHUCTPATOpP MOXET  KOHTPONMpoBaTb
aHeprocbepexeHne B COOTBETCTBUM C HY>KAaMMU CETU.

KOHCTpyKUMS KOMMYTaTOPOB B MOSIHOW Mepe yunTbiBaeT TpeboBaHWsi HU3KOro Liyma
OKpy>KatoLLen cpeapl.
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Mopenu BbINOMHSATCA B 9PrOHOMUYHOM Kopryce 6e3 BEHTUNSITOPOB UMK UCMOSb3YT
YMHbIA  PEXUM  YNpaBfeHUss BEHTUMATOPaMM B  COOTBETCTBMM C  TEKyLUMU
TemnepaTypamMu, YTO NO3BOMSAET YMEHbLUUTL BHELLHUIA LWYM U NPOASIUTL CPOK CryXObl
CUCTEMbI OXaXAEHNSI KOMMYTaTOPOB.

MpocToTa 1 rMbKkocTb B 3KCNyaTauum, ynpaBrneHUuu n o6¢cnyxmBaHum

Moppepxka dyHKkumn Dying GASP, koTopas no3BonseT MrHOBEHHO U rapaHTUPOBaHHO
yBEJOMUTb afiMUHMCTPaTOpPa O BHELLTATHOM MNpepbiBaHUM MOAAYN SMNEKTPONUTaHUA Ha
KOMMyTaTop.

MonHaa nopoepxka OAM Ethernet (ctanpapt IEEE802.3ah/802.1ag), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrne dyHkunmn onst ObicTporo obHapy»xeHus c6oeB B
CeTM W YMEHbLUEHNs CMOXHOCTEM B Mpouecce aKchnyataumm u obcnyxunBaHus
KOMMYTaTOpOB.

YcuneHHasa 6e3onacHoOCTb

KommyTtatopbl cepum QSW-3750 rev. R nogaepxuBatoT pasnuuyHble CcTaHAapTbl A5
obecneyeHns 6e3onacHOCTN CeTU, Takmne kak npegoTepaweHne atak SYN Flood, Land,
ICMP Flood n gpyrne texHonorun DOS-knacca, a takke BPDU Guard n Root Guard
ONA nNpefoTBpalleHus co3daHust neTenb B TOMOSOrMM U HECaHKLMOHMPOBAHHOMO
AocTyna B CeTb.

Mopoepxka ctaHgapta |[EEE 802.1X gna ayTteHTudumkaumm nonb3oBaTenen npu
nomowm RADIUS-cepeepa.

Moppepxka ACL (nuctbl gocTyna), UCNONb3YLWMXCA AN OrpaHuyYeHus [ocTyna K
pecypcam ceTu NocpeacTBOM OTKMOHEHUS U uUnbTpaLun NaketoB B COOTBETCTBUM C
3agaHHbIMY NONIUTUKAMMU.

Mcnonb3oBaHne DHPC Snooping ansa npepotepaileHns DHCP-atak n npumeHeHus
nogaeneHblx DHCP-cepBepoB npu nomowm ycrtaHoBku trust- u  untrust-nopTos.
Bbnarogaps ncnone3oBaHmto DHCP Snooping 1 option82, noaBnaetca BO3MOXHOCTb
KOMOVHMpOBaHUA Takux mogynen, kak dot1 n ARP, nnbo HesaBucumasi peanusaumsi
OYHKUMM KOHTPONS AOCTYyNa nosib3oBaTenen.

Mopoepxka dyHKunn Ge3onacHocTn ypoBHA L2, Takmx kak ARP guard, Anti-ARP
scanning n apyrux ARP n MAC ¢yHkunin 6esonacHocTv Ans 3alintbl CETU.

Bbicokasa HapeXHoOCTb

KommyTaTtopbl cepun QSW-3750 rev. R nmetotr go 4 Uplink-nopToB, 4TO nossonsieT
NOCTPOUTb N3ObITOYHbIE COEANHEHMS AN PE3EPBUPOBAHNA Nepeaayn LaHHbIX.

Mopnepxka npotokona G.8032, nmetowero 50 Mc nepnoa BOCCTAHOBIIEHUA KOIMbLA.
Takke kommyTaTtopbl nopgaepxuBatoT G.8032 v2 u MoryT ObiTb UCNONb30OBaHbl B
pasnun4yHbIX TOMOMOMMAX KonbLa, Takux Kak single ring, tangent ring, intersection rings,
double rings v ap.

BcTpoeHHas anekTpomarHuTHas 3awimTa nopToB.

Ocob6eHHocTn VLAN

KommyTaTtopbl cepun QSW-3750 rev. R nogaepxumsatot ctaHgapT 802.1Q n cosgaHue
VLAN Ha ocHoBe noptos, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN n Protocol VLAN.

LLinpokas nogaepxka TexHonornm QinQ, skntovaeT Normal QinQ un Selective QinQ, yto
AaeT MakcMMarbHYy rMBKoCTb B HAacTporikax nonuTuk QinQ.

Moppepxka doyHkumm N:1 VLAN Translation, nossonstowas nepegaBatb HECKOMbKO
TaroB VLAN BO dhpeirimax oT nopTa goctyna B ykasaHHbin Tar VLAN, 4Tto nossondet
OCYLLECTBIIATb HAAEXHYH TEXHUYECKYIO NOAAEPKKY CXOANUMOCTM NOnNnTnK QosS.
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OcobeHHocTH Multicast

o [loppepxka npotokona MVR (Multicast VLAN Register), nossonstoLiero BeiI6OpoOYHO
nepegasatb multicast-tpadomk mexagy pasnmyHbiMn VLAN B uendax yrnydweHus
nponyckHon cnocobHocTn cetn u 6esonacHocTn. dyHkuma MVR Trunk nossonser
npuBsasbiBaTh Multicast VLAN k TpaHkoBOMY NOPTY U 06beanHATE KOMMYyTaTopy TpadmK
VLAN B 04MH KaHarm, YTO 3Ha4YNTESTbHO 3KOHOMUT PecypCbl CETU.

e T[lopgaepxka IGMP Snooping no3sonseTt npegotepatuTb donya B multicast Tpaduke.

TexHu4yeckune xapakrepuctuku moaesneu ¢ POE

Mopenu c
nopaepxkon PoE

QSW-3750-10T-POE-AC-R

QSW-3750-28T-POE-AC-R

UHTepdenchl

10/100/1000 BASE-T

24

Combo
100/1000
BASE-T
BASE-X SFP

100/1000
BASE-X SFP

MopTbl ynpaBneHus

1 KOHCONbHbIN NOPT

I'Ipousso,qMTen bHOCTb

KommyTauunoHHasa
€MKOCTb

20 ouTt/c

56 Mowut/c

CkopocTb nepegaym

15 Mnak/c (Mpps)

42 Mnak/c (Mpps)

Tabnmya MAC 16K 16K
Tabnuuya VLAN 4K

Jumbo frame 10 K6ant 12 K6awnt
Tabnuua ACL 1400 2048
Tabnunua ARP 128

Tabnuua 128

MapLIpyTM3aumm

Kon-Bo o4epenen Ha 8

nopt

Flash namate 32 M6
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Mopenu c
nopaepxkon PoE

QSW-3750-10T-POE-AC-R

QSW-3750-28T-POE-AC-R

OnepaTtmBHas namaTb

128 M6

dusnyeckune napameTpbl

IEEE 802.3at PoE+ (30 BT)

Pa3wmepsl, 330%x230x44 442x280%44

(WxxB), mm

Macca, Kkr <22 <39

AnekTponuTtaHue 100 -240B AC, 50 -60 Iy

MoTpebnsemas <144 Bt <390 BTt

MOLLHOCTb

OxnaxgeHue naccuBHoe aKTUBHOE

MTBF > 80 000 yacos

Temnepatypa Pabouas TemnepaTtypa: ot 0 °C go +50 °C
Temnepatypa xpaHeHus: ot =40 °C go +70 °C

OTHOCUTENbHAsA 5 % — 95 %, 6e3 koHaOeHcaTa

BIAXXHOCTb

EMC safety CE, RoHS

MonHunesawmTa 4 KB

PoE IEEE 802.3af PoE (15,4 BT)

BrogxeT mowHocTn 124 Bt

BrogkeT mowHocTtn 370 BT

PYHKUMOHANbHOCTb

MeToa KoMmmyTaumm

Store-and-Forwarding

VLAN IEEE802.1Q, Voice VLAN, Port-based VLAN,
Protocol-based VLAN, MAC-based VLAN
Private VLAN, QinQ, VLAN Mapping 1to 1, Nto 1, GVRP
DHCP IPv4/IPv6 DHCP Client, IPv4/IPv6é DHCP Server, |IPv4/IPv6
DHCP Snooping
DHCP Relay Option 82, DHCPv6 Relay Option 37/38
QinQ Normal QinQ, Selective QinQ
3epkanupoBaHue Port Mirror, CPU Mirror, RSPAN
nopToB
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Mopenu c
nopaepxkon PoE

QSW-3750-10T-POE-AC-R QSW-3750-28T-POE-AC-R

Cratunyeckada
MapLUpyTu3aumns

Multicast

IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave,
MVR
MLD v1/v2 snooping

ACL

IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 standard ACL, IPv6 extended ACL, IPv6 multicast ACL
MAC standard ACL, MAC extended ACL
MAC-IP extended ACL, Time based ACL

QoS

8 ouepepnen Ha nopT

MapkupoBska Tpaduka 802.1p/DSCP/TOS
Anroputmbl obpaboTkm ovepeaen: SP, WRR, WDRR,
SP+WRR, SP+WDRR

MeTopa congestion avoidance: Tail drop
OrpaHuyeHne Tpaduka Ha nopTax

OyHKUUK
©e3onacHocTH

Storm Control Ha ocHoBe nakeToB 1 6anToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard,
TC-protection, Loopback-detection

Port Security, Dynamic ARP Inspection, Anti-ARP-Scan, IP
Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting
Radius, TACACS+, RADIUS

YnpasneHue u

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, Dying Gasp

obcnyxuBaHue CLI (Console/Telnet/SSH), Web/SSL
Public & Private MIB interface RMON (1,2,3,9), Ping, Trace
Route
Syslog, SNTP/NTP, Dual IMG, Multiple Configuration Files,
VCT, DDM; ULDP, LLDP/LLDP MED
HapexHocTb
[MpoTokonsbl 802.1D STP, 802.1W RSTP, 802.1S MSTP.
pe3epBMpoBaHUS LACP, MRPP, ERPS, CFM
MSTP Instances 64
ArpernpoBaHue 8 rpynn/8 noptoB 16 rpynn/8 nopToB
KaHarnos

OdononHutenbHO

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)
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TexHn4yeckune xapakrepuctmku moaersneun 6es POE

QSW-3750-10T-AC-

QSW-3750-28T-

QSW-3750-52T-

Mopenu R AC-R AC-R
UHTepdencol

10/100/1000 8 24 48
BASE-T
Combo - - -
100/1000
BASE-T
BASE-X SFP
100/1000 2 4 4
BASE-X SFP
[MopTbl ynpasneHnst | 1 KOHCONbHbIA NOPT

MponssoauTenbLHOCTL
KommyTaunoHHas 20 I'éut/c 56 but/c 104 I'duT/c
eMKOCTb

CkopocTb nepegaym

15 Mnak/c (Mpps)

42 Mnak/c (Mpps)

78 Mnak/c (Mpps)

Tabnuya MAC 8K 16K

VLAN Tabnuua 4K

Jumbo frame 10 K6ant 12 Kbant 12 K6ant
Tabnunua ACL 1400 2048 2048
Tabnuua ARP 128 128 128
Tabnuua 128 128 128
MapLUpyTu3aumnm

Kon-Bo o4vepenen 8

Ha nopT

Flash namatb 32 Mb6ant

OnepaTtnBHas 128 M6ant

namsaTb
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QSW-3750-10T-AC-

QSW-3750-28T-

QSW-3750-52T-

Moaenu R AC-R AC-R
Pusnyeckme napameTpbl
Paamepbl 335%220x44 440%200x44 440%x220%44
(WxxB), mm
Macca, kr <17 <272 <28
onekTponuTaHme 100 — 240 B AC, 100 — 240 B AC, 100 — 240 B AC,
50-60Tu 50-60Tuy 50-60Tu
MoTpebnsemas <20 Bt <20 Bt <40 Bt
MOLLHOCTb
OxnaxgeHue naccuBHOE naccmBHOE aKTUBHOE
MTBF > 80 000 yacos
Temnepatypa Paboyas Temnepatypa: ot 0 °C go +50 °C
Temnepatypa xpaHeHusi: ot —40 °C go +70 °C
OTHOCUTENbHAsA 5 % — 95 %, 6e3 KoHAeHcaTa
BIAXXHOCTb
EMC safety CE, RoHS
MonHuesawmnTa 4 KB 4 KB 4 KB
Paamep 6ydepa 1,5 Mbant* 1,5 MGant 1,5 MGant
nopTa
*DRAM mode
PYHKLNOHANbHOCTb

MeToa kommyTaumm

Store-and-Forwarding

VLAN IEEE802.1Q, Voice VLAN, Port-based VLAN, Protocol-based
VLAN, MAC-based VLAN Private VLAN, QinQ, VLAN Mapping
1to1, Nto 1, GVRP

DHCP IPv4/IPv6 DHCP Client, IPv4/IPv6é DHCP Server, IPv4/IPv6
DHCP Snooping
DHCP Relay Option 82, DHCPv6 Relay Option 37/38

QinQ Basic QinQ, Selective QinQ
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Mopenu

QSW-3750-10T-AC- QSW-3750-28T- QSW-3750-52T-

R AC-R AC-R
3epkanupoBaHue Port Mirror, CPU Mirror, RSPAN
nopToB
MpoTokonbl MapwpyTU3auum
CraTtnyeckas +
MapLupyTusaums
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
MLD v1/v2 snooping
ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 standard ACL, IPv6 extended ACL, IPv6 multicast ACL
MAC standard ACL, MAC extended ACL
MAC-IP extended ACL
Time based ACL
QoS 8 ouepepen Ha nopT
MapkupoBska Tpaduka 802.1p/DSCP/TOS
Anroputmbl o6paboTku ovepegen: SP, WRR, WDRR,
SP+WRR, SP+WDRR
MeTtop congestion avoidance: Tail drop
OrpaHunyeHmne Tpadumka Ha noptax
OyHKUUK Storm Control Ha ocHoBe nakeToB 1 6anToB
6e3onacHocTn BPDU Guard, BPDU Filter, Root Guard, Loop Guard,

TC-protection, Loopback-detection

Port Security, Dynamic ARP Inspection, Anti-ARP-Scan,

IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting Radius,
TACACS+, RADIUS

YnpasneHve n
obcnyxuBaHue

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, Dying Gasp

CLI (Console/Telnet/SSH), Web/SSL

Public & Private MIB interface RMON (1,2,3,9), Ping, Trace
Route

Syslog, SNTP/NTP, Dual IMG, Multiple Configuration Files,
VCT, DDM

ULDP, LLDP/LLDP MED

HapexHocTb

lMpoTokonsbl
pe3epBunpoBaHus

802.1D STP, 802.1W RSTP, 802.1S MSTP
LACP, MRPP, ERPS, CFM

MSTP Instances

64
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Monenu QSW-3750-10T-AC- QSW-3750-28T- QSW-3750-52T-
g R AC-R AC-R
ArpernposaHue 8 rpynn/8 nopToB 16 rpynn/8 noptoB | 16 rpynn/8 nopToB
KaHanos
[MpoTokonel MRPP
pe3epBMpoBaHUS ITU-T G.8032
Loopback Detection Fast Link

OdononHutenbHO

Green Ethernet IEEE 802.3az (Energy Efficient Ethernet)

Cxembl npUuMeHeHus

Apnpo
 QSW-6910/6900
Arperaums
QSW-6200 fNe2= el QSW-6910
focryn

QSW-3750 | Crex QSW- 3310

Monb3oBaTtenu, IP-renecoHkl, 6ecnpoBoAHLIe TOYKKU A0CTYNA,
KaMepbl BUAEOHabNoAeHUA 1 Apyrue OKOHeYHbIe YCTPOMCTBA

UHdopmauma ana 3akasa

Mopenb OnucaHue

QSW-3750-10T-AC-R Ynpasnsgembii KOMMYTaTop YpoBHSA L2+, 8 nopToB
10/100/1000 BASE-T, 2 nopta 100/1000

BASE-X SFP, 4K VLAN, 8K MAC agpecos,
KOHCOJSIbHbIN MOPT, BCTPOEHHbIN Bl pasbem nutaHus
Ha nepenHen naHenu, 100 — 240 B AC, pa3mepsbl
LWxxB (335%220%44 mm)

QSW-3750-10T-POE-AC-R | YnpaBnsembin KOMMyTaTop YpoBHSA L2+ ¢
nopaepxkon PoE 802.3af/at, 8 noptos 10/100/1000
BASE-T, 2 nopta kom60 1000 BASE-T/SFP, 4K
VLAN, 8K MAC agpecoB, KOHCOSIbHbIN NOPT,
BCTpPOeHHbIN Bl pazbem nutaHusa Ha nepegHen
naHenu, 100 — 240 B AC, pa3mepsl LLx[xB
(335x220x44 mm)
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Moaenb OnucaHue

QSW-3750-28T-AC-R YnpaBnsiembli KOMMyTaToOp YPOBHSA L2+, 24 nopTta
10/100/1000 BASE-T,4 nopta 100/1000 BASE-X
SFP, 4K VLAN, 16K MAC agpecoB, KOHCOMbHbIN
nopT, BCTPOeHHbIN Bl pasbem nutaHna Ha nepenHen
naHenu, 100 — 240 B AC, pa3mepsl LLx[xB
(440%200%44 mm)

QSW-3750-28T-POE-AC-R | YnpaBnsemblin KOMMYTaTop ypoBHS L2+ C
nogaepxkon PoE 802.3af/at, 24 nopta 10/100/1000
BASE-T, 4 nopta 100/1000 BASE-X SFP, 4K VLAN,
16K MAC agpecoB, KOHCOSbHbIN MOPT, BCTPOEHHbIN
Bl pasbem nuTaHna Ha NnepegHen naHenu,

100 — 240 B AC, pasmepsbl LUXMxB (440%x200%44 mm)

QSW-3750-52T-AC-R Ynpasnsembin KOMMyTaTop ypoBHSA L2+, 48 nopToB
10/100/1000 BASE-T, 4 nopta 100/1000

BASE-X SFP, 4K VLAN, 16K MAC agpecos,
KOHCOIbHbIW NOPT, BCTPOEHHbIN Bl pasbem nutaHns
Ha 3agHen naHenu, 100 — 240 B AC, pa3smepsl
LWxxB (440%220%44 mm)

O6was nudopmaumns

3amMeyaHusA 1 npeasioXeHus

Mbl Bcerga cTpemMumcst ynyudlwuTb Hawy OOKYMEHTauuio M noMouvb BaMm paboTaTtb nyulle,
NO3TOMY Mbl XOTUM YycrbilaTb Bac. Mbl Bcerga pagbl 06paTHol CBSI3W, B 0COBEHHOCTH:

e OLUMOKM B COAEpXKaHUU, HEMOHATHbIE UMW NPOTUBOPEYaLLIME MECTA B TEKCTE;
e naeu no yny4yweHuo AoOKyMeHTaumm, YTobbl HaxoanTb MHopMaLUIo BbiCTpee;
e HepaboTaloLMe CChINKM 1 3aMedaHNs K HaBuraLum no JOKYMEHTY.

Ecnu Bbl XOTUTE HanncaTb HaMm NO NOBOAY AAHHOIO AOKYMEHTa, TO UCNONb3ynTe, NoXarnyncra,
dopMy obpaTHOM CBA3U Ha canTe gtech.ru.

FapaHTUA U cepBuUC

Mpouenypa n Heobxoanmble AEUCTBMSA NO BONpOcaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «logaepxka» —> « apaHTUNHOE OGCNYKMBAHUEY.

O3HakoMUTbCA C MHOpMaLMen No Bonpocam TeCTUpPOBaHMUsS 060pyaoBaHMUS MOXHO Ha canTe
QTECH B pasgene «[logaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTb HanpsMyto B Cryby cepBuca no aneKkTpoHHOW noyvte sc@qtech.ru.

TexHu4eckas noaanepxka

Ecnn Bam Heobxoaumo copencteve B BOMpPOCax, KacalLMxca Hawero obopyaoBaHus, TO
MOXeTe BOCMOSb30BaTbCs Halle aBTOMaTU3NPOBAHHOMW CUCTEMOM 3anpoCcOB TEXHUYECKOro
cepsuc-LeHTpa helpdesk.qtech.ru.

TenedoH TexHnyeckon nogaepxkun +7 (495) 797-33-11 nob. 0

www.qtech.ru 10


https://www.qtech.ru/company/contacts/
https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://helpdesk.qtech.ru/

aﬂeKTpOHHaﬂ Bepcus AOKyMeHTa
Hata ny6nukaumm: 17.01.2022

https://files.gtech.ru/upload/switchers/QSW-3750/QSW-3750_revr_datasheet.pdf
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