. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

Ethernet-kommyTaTopbl arperauum L3

cepua QSW-3310

OnucaHue

Ethernet-kommyTtaTopbl QTECH npegHasHayeHbl A5 NOCTPOEHUST MYMbTUCEPBUCHBIX CETEN,
pewas nobble 3agadv 3akasumka. BHegpeHwe KOMMNNEKCHbIX WMHTErpMPOBaHHbLIX PeLLeHWU
Nno3BosiieT pasBepHyTb MYNbTUCEPBUCHYIO CeTb C TpebyembiM (PyHKLMOHANoOM B KpaTyavwme
cpoku. NepepoBble TexHONOMMM, NpumMeHsieMbl B kommyTaTopax QTECH, no3BonstoT NoBbICUTL
NpoV3BOAUTENBHOCTbL MOKanbHOM CeTU U obecneynTb MOBbILEHHbIN YpoBeHb Ge3onacHoCTU.
Ynpaensiemble rurabutHele L3-kommyTaTopbl cepun QSW-3310 paspabotaH cneuunanbHO OJs
onepatopoB cBaA3M Kn ceten MAN. KommyTaTtopbl cepun nogaepXuMBaloT Crieayowmn
dyHKLUMOHanN:

e KOMMMNEKCHbIN QOS;

e pacwwmpeHHble pyHkumn VLAN (VLAN VPN, Voice VLAN, QinQ v gp.);

e ynpasneHne Nnonocor NponycKaHus,;

e VHTEeNnekTyanoHoe ynpasneHne 6e30nacHOCTbIO;

e cTtangaptbl Ethernet OAM (Operations, Administration, Maintenance);

e yHKUMM ynpaBneHuss u cepsucbl Triple Play, ynoenetBopsiowme TpeboBaHuaM,
npeabsBrsieMbIM K onepaTopckum cetam u cetsm MAN.

Bo3mMoxHoCTH

MpocToTa 1 rMGKOCTbL B 3KCNNyaTauuu, ynpaBrneHUn u o6cnyxmBaHmum

e [lonHasa nopgepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n apyrux dyHKUmMIA ans 6eicTporo obHapyxeHns cooeB B
CeTU N YMEHbLUEHUS CIOXKHOCTEW B MNpOLIEcCe 3KcnnyaTaumm u  obCnyXxuBaHUs
KOMMYTaTOpOB.

*OyHKLMOHAN HaxoouTcsa Ha cTaauu paspaboTku
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YcuneHHas 6e3onacHOCTb

KommyTtatopbl cepun QSW-3310 nopgepkvmBaloT OOLIMPHBLIN HAbOp WHCTPYMEHTOB AN
oGecneyveHnsa 6e30nacHOCTN ceTu:

BPDU Guard n Root Guard gnsi npegoTBpalleHusi co3gaHust neTenb B TOMNOMOrMn 1
HeCaHKLMOHMPOBAHHOro 4OCTYyNa B CETh;

nogoepxka crtaHgapta |EEE 802.1X pgna ayteHTudukauMm W aBTopu3aumun
nonb3oBartenen npu nomowm RADIUS-cepBepa;

nogaepxka texHornormm MAB gng ayteHTUdmkaumm u aBTopusaumm YCTPOWCTB MO
MAC-agpecy;

nogaepxka B3ammopenctems ¢ nnargopmon Cisco ISE, B Tom umcne npodumnupoBaHme
noaKrYaeMblX YCTPOMCTB € UCNosib3oBaHneM npotokonos LLDP, DHCP;

yrnpaBneHne AOCTYNOM MOLKIOYEHHbIX YCTPOWCTB 3a CYEeT MNPUMEHEHUS K HUM
pasnu4HbIX NOANTUK, Taknx Kak anHamndeckne VLAN n anHammnyeckne ACL;

nogaepxka yHkumoHana RADIUS Change of Authorization;

nogaepixxka ACL, NCNOoNb3yrLWNXCA ON1A orpaHnydyeHna OocTtyna K pecypCamM CceTu
nocpeacTtBOM OTKITOHEHUA WU (*)VIJ'IpraLI,I/II/I NnakeToB B COOTBETCTBMM C 3adaHHbIMU
NONMUTUKaMW;

ncnons3osaHne DHCP Snooping ans npepotspaweHns DHCP-atak n npumeHeHus
nogaenbHbix DHCP-cepBepoB npu nomoLum yctaHoBkM trust- n untrust-nopTos;

nogaepxka dyHkumn G6esonacHoctu yposBHsa L2, Takmx kak Dynamic ARP inspection,
Port-security n gpyrux ARP- n MAC-¢yHKunin 6e3onacHoCTv A4ns 3awunTbl CeTH.

Bbicokas HaAéXHOCTb

Mognepxka npotokonoe STP, RSTP, MSTP, Root Guard, BPDU Filtering, Stack n 1.4.

OcobeHHocTn VLAN

KommyTtatopsl cepumn QSW-3310 nogaepxmsatoT ctaHaapT 802.1Q u cosganne VLAN
Ha ocHoBe nopToB, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN n Protocol VLAN.

Lnpokass nogaoepxka texHonormm QinQ, Bkntodas Basic QinQ n Selective QinQ, yto
AaéT MakcMManbHy TMOKOCTb B HAacTporkax nonutuk QinQ.

Moppepxka cdoyHkumm VLAN Translation, nossonstowasa nepegaBatb HECKOMbKO TAroB
VLAN BO (hperimax OT nopTa goctyna B ykaszaHHbiM Tor VLAN, 41O nossonsaeTt
OCYLUECTBIATb HAOEXHYH TEXHUYECKYIO NOAAEPKKY CXOANMMOCTM NONNTUK QOS.

Bo3moxHoctu Multicast

Mopnepxka npoTtokona MVR (Multicast VLAN Register), nossonstowero BbI6opoyHo
nepegasatb multicast-tpadmk mexgy pasnuyHbiMim VLAN B uUendax ynyyweHus
NPOMNYCKHOM CNOCOBHOCTM ceTh 1 6e3onacHOCTH.

Mognepxka IGMP Snooping no3sonseT npegoTepatutb donyg B multicast-tpaduke.

Mopnepxka IGMP Filtering no3sonseT co3gatb NpaBuna, orpaHuMYMBarOLiMe OOCTYN
nonb3oBaTtenen kK onpegenerHHsliM multicast-rpynnam.

TexHn4YecKkue xapakTepucTUKn

Cepus QSW-3310 BkntoyaeT B cebs cneaytowme mogenu: QSW-3310-28F-AC, QSW-3310-28F-
AC-AC, QSW-3310-28F-AC-DC, QSW-3310-28F-DC, QSW-3310-28F-DC-DC.
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Mopenu

QSW-3310-28F-xx(-xx)

UHTepdencsl
100/1000 BASE-X 24
SFP
10GbE BASE-X SFP+ | 4

MopTbl ynpaBrneHus

1 KOHCONbHbLIN NOPT

MpousBoauTenbHOCTb
|"<OMMyTaLl,I/IOHHaFI 128 ['buT/c
€MKOCTb
CkopocTb nepegaym 96,2 Mnak/c
Tabnmua MAC 16K
VLAN-Tabnuua 4K
Jumbo frame 9K
Tabnuua ACL 1K
Tabnuua ARP 1024/512 (IPv4/IPv6)
Tabnuua 512
MapLipyTM3aumm
Kon-Bo o4epenen Ha 8
nopT
Flash-namatb 64 Mb
OnepatuBHada namate | 512 Mb

Pusnyeckme napameTpbl

Pasmepbl 435%x240%x44

(WxxB), mm

Macca, kr <4

OnekTponuTaHue Mogenu goctynHbl ¢ 6nokamm nutaHna AC n DC
100-240B AC,50-60Twu, 36 —-72B DC

MoTpebnsemasn <65 BT

MOLLHOCTb

OxnaxaeHue aKTMBHOE
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Mopenu QSW-3310-28F-xx(-xx)

MTBF > 80 000 vyacos

Temnepatypa Pabouas Temnepatypa: ot 0 °C go +50 °C
Temnepatypa xpaHeHus: ot —40 °C go +70 °C

OTHOCcUTENbHasA 5% — 95 %, 6e3 koHOeHcaTa
BITAXXHOCTb
MakcumanbHoe 4
KONMYecTBO NOPTOB
10GE
®YHKLNOHANbHOCTb
MeTog KoMmyTaumnm Store-and-Forward
VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol
VLAN, Voice VLAN, MAC VLAN, VLAN Translation
DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server,
IPv4/1IPv6 DHCP Snooping, DHCP Relay Option 82
QinQ Basic QinQ, Selective QinQ
3epkanupoBaHune Port Mirror, RSPAN
nopToB
CraTtunyeckas +
MapLupyTusaums
(IPv4/IPv6)
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave,
MVR
ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL

IPv6 extended ACL, MAC-IP extended ACL,
Time based ACL

QoS 8 ouepenen Ha nopT

Mapknposka Tpaduka 802.1p/DSCP/TOS
Anroputmbl 06paboTkn ouepenen: SP, RR, WRR
MeTtopg congestion avoidance: Tail drop
OrpaHudeHne Tpadurka Ha nopTax
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Mopenu

QSW-3310-28F-xx(-xx)

DyHKUMM
6e3onacHocTH

Storm Control Ha ocHOBe nakeToB 1 6anToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard,
TC-protection, Loopback-detection

Dynamic ARP Inspection, IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting,
TACACS+, RADIUS VCM (onoBeLieHue 0 kpaxe kabens,
paboTaeT TONbKO Ha MeAHbIX NopTax), Noaaepkka
B3anmopgenctemsa ¢ Cisco ISE

YnpasneHue u

TFETP/FTP, SNMPv1/v2c/v3, SNMP Trap, Dying Gasp

obcnyxuBaHue CLI (Console/Telnet/SSH), Web/SSL,
Public & Private MIB interface, RMON (1,2,3,9), Ping,
Trace Route, Syslog, SNTP, Multiple Configuration Files,
DDM, ULDP, LLDP/LLDP MED
HapexHocTb
[MpoTokonsbl 802.1D STP, 802.1W RSTP, 802.1S MSTP Stack, LACP,
pe3epBUpoBaHUs MRPP, (R)PVST+compatible
CtekmpoBaHue 8
(makcmmanbHoe
KONM4eCTBO YCTPOUCTB
B CTeke)
MSTP Instances 64

ArpervpoBaHue
KaHanos

48 rpynn/8 nopTos

[JononHuTenbHO

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)
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Cxembl npuMeHeHus

QSW-6910/6900 QSW-6910/6900

o QSW-6910

QSW-3750 | Crex QSW- 3310

Monb3oBartenu, IP-tenedoHbl, 6ecnpoBoAHbIE TOYKM AOCTYNA,
Kamepbl BUAeOHabnoaeHUs U Apyrue oKOHeYHble YCTPOMCTBa

UHdopmauusa ana 3akasa

Mopenb OnucaHue

QSW-3310-28F-AC Ynpasnsembi CTEKUPYEMbIN KOMMYTaTOpP YPOBHSA L3,
24 nopta 100/1000 BASE-X SFP, 4 nopta

10GbE BASE-X SFP+, 4K VLAN, 16K MAC-agpecos,
KOHCOJIbHbIM MNOPT, BCTPOEHHbIN Bl pazbem nutaHuna
Ha 3agHen naHenn, 220 B AC, pasmepsi LLx[MxB
(435%240%44 mm)

QSW-3310-28F-AC-AC Ynpasnsembi CTEKUPYEMbIN KOMMYTaTOpP YPOBHSA L3,
24 nopta 100/1000 BASE-X SFP, 4 nopTa

10GbE BASE-X SFP+, 4K VLAN, 16K MAC-agpecos,
KOHCOJIbHbIM NOPT, 2 BCTPOEHHbIX Bl pasbem
nMTaHusa Ha 3agHen naHenu, 220 B AC-AC, pasmepbl
WxMxB (435%240x44 mm)

QSW-3310-28F-AC-DC Ynpasnsembi CTEKUPYEMbIN KOMMYTaTOpP YPOBHSA L3,
24 nopta 100/1000 BASE-X SFP, 4 nopTa

10GbE BASE-X SFP+, 4K VLAN, 16K MAC-agpecos,
KOHCOJTbHbIM NOPT, 2 BCTPOEHHbIX Bl paszbem
nMTaHusa Ha 3agHen naHenun, 220 B, 48 B AC-DC,
pasmepbl LxIMxB (435%240x44 mm)

QSW-3310-28F-DC Ynpasnsembi CTEKUPYEMbIN KOMMYTaTOp YPOBHSA L3,
24 nopta 100/1000 BASE-X SFP, 4 nopTa

10GbE BASE-X SFP+, 4K VLAN, 16K MAC-agpecos,
KOHCOJIbHbIM MNOPT, BCTPOEHHbIN Bl pazbem nutaHmna
Ha 3agHen naHenn, 48 B DC, pa3smepsbl LUx[xB
(435%240x%44 mm)
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Mopenb OnucaHue

QSW-3310-28F-DC-DC YnpaBnaembin CTEKMPYEMbI KOMMYTaTOp YPOBHS L3,
24 nopta 100/1000 BASE-X SFP, 4 nopTa

10GbE BASE-X SFP+, 4K VLAN, 16K MAC-agpecos,
KOHCOJbHbIN MOPT, 2 BCTPOEHHbIX Bl pazbem
nMTaHna Ha 3agHen naHenun, 48 B DC-DC, pasmepbl
LWxMxB (435%240x44 mm)

O6wasn nHcpopmauusa

3ame4yaHusa n n peanoXxeHus

Mbl Bcerga CTpemMuMCsa YhyudlnTb Hawy AOKYMEHTauuio M NomMovb BaM paboTatb nydlue,
NO3TOMY Mbl XOTUM YCrblWwaTte Bac. Mbl Bcerga pagbl oOpaTHON CBA3W, B OCOOEHHOCTU:

e OWWOKM B coaepKaHnM, HEMOHATHbIE UMK NPOTUBOPEYaLLNE MeCTa B TEKCTE;

e naeun no ynyudweHuo AoKyMeHTaummn, 4Tobbl HaxXoauTb MHOpMaLMIO ObICTpeE;

e HepaboTaroLmne CCbINKM U 3aMeYaHns K HaBuUraumm no AOKYMEHTY.
Ecnn Bbl XOTUTE HanMcaTb Ham MO NOBOAY AAHHOrO JOKYMEHTA, TO UCMOMb3ynTe, NoXanymcra,
dopMy obpaTHOM CBA3N Ha canTe gtech.ru.

rapaHTMﬂ n cepBuc

Mpouenypa n HeobxoanMbIE OEWNCTBMS MO BOMPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «[lMogoepxka» —> «[apaHTUNHOE OBCNYKUBAHMUE Y.

O3HakoMnUTbCS C MHpopMaLmMen no Bonpocam TecTupoBaHus 0b6opygoBaHUA MOXHO Ha canTe
QTECH B pasgene «lNogaepxka» —> «B3saTb 000pyaoBaHWe Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B Cy>0y cepBuca No 3NeKTPOHHOM noYvte sc@dgtech.ru.

TexHu4YecKas noaaepxka

Ecnn Bam HeobxoaMmo cogencTeBMe B BOMPOCAaX, KacaroLMxcd Hawero obopygoBaHus, TO
MOXEeTe BOCMOJIb30BaTbCs Halle aBTOMaTU3UMPOBAHHOW CUCTEMOM 3arpOCOB TEXHWYECKOro
cepBuc-LUeHTpa helpdesk.qgtech.ru.

TenedoH TexHuyeckon nogaepxkn +7 (495) 797-33-11 gob. 0

AneKTpoHHaA BepCUA AOKYMEHTa
Hata nybnukaumn: 23.09.2022

https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_agr_datasheet.pdf
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