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Intended Readers

Typographical Conventions
Notes, Notices and Cautions

The DGS-3120 Series Web Ul Reference Guide contains information for setup and management of the Switch.
This manual is intended for network managers familiar with network management concepts and terminology.

Typographical Conventions

Convention

Description

(]

In a command line, square brackets indicate an optional entry. For example: [copy
filename] means that optionally you can type copy followed by the name of the file.
Do not type the brackets.

Bold font

Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File
menu and choose Cancel. Used for emphasis. May also indicate system messages
or prompts appearing on screen. For example: You have mail. Bold font is also
used to represent filenames, program names and commands. For example: use the
copy command.

Boldface Typewriter
Font

Indicates commands and responses to prompts that must be typed exactly as
printed in the manual.

Initial capital letter

Indicates a window name. Names of keys on the keyboard have initial capitals. For
example: Click Enter.

Menu Name > Menu
Option

Menu Name > Menu Option Indicates the menu structure. Device > Port > Port
Properties means the Port Properties menu option under the Port menu option that
is located under the Device menu.

Notes, Notices and Cautions

‘.

\ A NOTE indicates important information that helps make better use of the device.

« > ANOTICE indicates either potential damage to hardware or loss of data and tells how to avoid the

problem.

,.'-"! "_\ A CAUTION indicates a potential for property damage, personal injury, or death.
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Chapter 1  Web-based Switch Configuration

Introduction
Login to the Web Manager
Web-based User Interface
Web Pages

Introduction

Most software functions of the DGS-3120 Series switches can be managed, configured and monitored via the
embedded web-based (HTML) interface. Manage the Switch from remote stations anywhere on the network
through a standard browser. The browser acts as a universal access tool and can communicate directly with the
Switch using the HTTP protocol.

Login to the Web Manager

To begin managing the Switch, simply run the browser installed on your computer and point it to the IP address you
have defined for the device. The URL in the address bar should read something like: http://123.123.123.123, where
the numbers 123 represent the IP address of the Switch.

&
\ NOTE: The factory default IP address is 10.90.90.90.

This opens the management module's user authentication window, as seen below.

The server 10.90.90.90 at requires a usernarme and password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection]).

| User name

| Paszword

Remember my credentials

oK | [ Cancel

Figure 1-1 Enter Network Password window

Leave both the User Name field and the Password field blank and click OK. This will open the Web-based user
interface. The Switch management features available in the web-based manager are explained below.

Web-based User Interface

The user interface provides access to various Switch configuration and management windows, allows you to view
performance statistics, and permits you to graphically monitor the system status.
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Areas of the User Interface

The figure below shows the user interface. Three distinct areas divide the user interface, as described in the table.

o = =
DLink TIEOM lnk Ak T AT AV AV AV 4%
xStack Power 1 HH Hic)
Console 5.2
G .
RES Fan

Master S:DI ] 30 Card
120-24TC

Console

HEL B0 (5

.

- |— System Configuration
i Management

+|- i L2 Features

+]-[ L3 Features

-l Qo5

- ACL

@ security

&) Network Application
[ oam
(-l Monitoring

AREA 1

Device Information
Device Type
Systern Name
System Location
System Contact

Device Status and Quick Configurations

SNTP Disabled
Spanning Tree Disabled
SHNMP Enabled
Safeguard Engine Disabled
System Log Disabled
8sL Disabled
GVRP Disabled
Password Encryption Enabled
Telnet Enabled
Web Enabled
VLAN Trunk Disabled
DVMRP Disabled
RIPng Disabled
0SPF3 Disabled
P Disabled

DGS-3120-24TC Gigabit Ethernet Switch

Boot PROM Version Build 3.00.501
Firmware Version Build 3 10512
Hardware Version B1

Serial Number PYTS3CB000

Seftings
Seftings
Settings
Seftings
Seftings
Seftings
Seftings
Settings
(TCP 23) Seflings
(TCP 80) Setftings
Seftings
Seftings
Seftings
Seftings
Seftings

MAC Address

IP Address

Mask

Gateway
Management VLAN
Login Timeout (min)
System Time
Firmware Type

Jumbo Frame

MLD Snooping

IGMP Snooping

MAC Notification
802.1x

85H

Port Mirror

gingle IP Management
CLI Paging

HOL Blocking Prevention
DHCP Relay

RIP

08PF

VRRP

PIM for IPvG

10-BF-48-D0-E0-E0

10.90.90.90 (Static)

255.0.0.0

0000

default

10

15/12/2013 08:23:47 (System Clock)
Rl

Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Enabled Settings
Enabled Settings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings

AREA 3

Figure 1-2 Main Web-Manager page

Function

Select the menu or window to display. Open folders and click the hyperlinked menu buttons
Area 1l and subfolders contained within them to display menus. Click the D-Link logo to go to the D-

Link website.

Presents a graphical near real-time image of the front panel of the Switch. This area displays
Area 2 the Switch's ports, console and management port, showing port activity.

Some management functions, including save, reboot, download and upload are accessible

here.
Area 3 Presents switch information based on user selection and the entry of configuration data.
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Web Pages

When connecting to the management mode of the Switch with a web browser, a login screen is displayed. Enter a
user name and password to access the Switch's management mode.

Below is a list of the main folders available in the Web interface:

System Configuration - In this section the user will be able to configure features regarding the Switch’s
configuration.

Management - In this section the user will be able to configure features regarding the Switch’'s management.

L2 Features - In this section the user will be able to configure features regarding the Layer 2 functionality of the
Switch.

L3 Features - In this section the user will be able to configure features regarding the Layer 3 functionality of the
Switch.

QoS - In this section the user will be able to configure features regarding the Quality of Service functionality of the
Switch.

ACL - In this section the user will be able to configure features regarding the Access Control List functionality of the
Switch.

Security - In this section the user will be able to configure features regarding the Switch’s security.

Network Application - In this section the user will be able to configure features regarding network applications
handled by the Switch.

OAM - In this section the user will be able to configure features regarding the Switch’s operations, administration
and maintenance (OAM).

Monitoring - In this section the user will be able to monitor the Switch’s configuration and statistics.

‘:\\ NOTE: Be sure to configure the user name and password in the User Accounts menu before

connecting the Switch to the greater network.
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Chapter 2

Device Information

System Information Settings
Port Configuration

PoE

Serial Port Settings

Warning Temperature Settings
Trap Settings

System Log Configuration
Time Range Settings

Port Group Settings (Rl and EI Mode Only)
Time Settings

User Accounts Settings
Command Logging Settings
Configuration Trap Settings
Stacking (El and SI Mode Only)

System Configuration

Device Information

This window contains the main settings for all the major functions for the Switch. It appears automatically when you
log on to the Switch. To return to the Device Information window after viewing other windows, click the DGS-3120
Series link.

The Device Information window shows the Switch’s MAC Address (assigned by the factory and unchangeable), the
Boot PROM Version, Firmware Version, Hardware Version, and many other important types of information. This is

helpful to keep track of PROM and firmware updates and to obtain the Switch’s MAC address for entry into another
network device’s address table, if necessary. In addition, this window displays the status of functions on the Switch
to quickly assess their current global status.

Many functions are hyper-linked for easy access to enable quick configuration from this window.

ey = J = L

Device Information

Device Type DGS-3120-24TC Gigabit Ethernet Switch MAC Address 10-BF-48-D0O-EQO-EQ
System Mame IP Address 10.90.90.90 (Static)
System Location Mask 255.0.0.0

System Contact Gateway 0.0.0.0

Boot PROM Version Build 3.00.501 Management VLAN default

Firmware Version Build 3.10.512 Login Timeout (min} 10

Hardware Version B1 System Time 15M2/2013 08:23:47 (System Clock)
Serial Number PVT93CBO00... Firmware Type Rl

Device Status and Quick Configurations

SNTP Disabled Settings Jumbo Frame Disabled Seftings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings
SHNMP Enabled Settings IGMP Snooping Disabled Settings
Safeguard Engine Disabled Settings MAC Maotification Disabled Settings
System Log Disabled Settings 802.1X Disabled Settings
S8L Disabled Settings S8H Disabled Settings
GVRP Disabled Settings Port Mirror Disabled Settings
Password Encryption Enabled Settings Single IP Management Disabled Settings
Telnet Enabled (TCP 23) Settings CLI Paging Enabled Settings
Web Enabled (TCP 80) Settings HOL Blocking Prevention Enabled Settings
WLAN Trunk Disabled Settings DHCP Relay Disabled Settings
DVMRP Disabled Settings RIP Disabled Settings
RIFng Disabled Settings OSPF Disabled Settings
OSPFv3 Disabled Settings VRRP Disabled Settings
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Figure 2-1 Device Information window (Rl Mode Only)
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Device Information
Device Type
System Mame
System Location
System Contact
Boot PROM Version
Firmware Version
Hardware Version
Serial Number

DG5-3120-24TC Gigabit Ethernet Switch

Build 3.00.501
Build 3.10.512
B1

PVT93CBO00...

Device Status and Quick Configurations

MAC Address

IP Address

Mask

Gateway
Management VLAN
Login Timeout {min}
System Tim