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Intended Readers

Intended Readers

Typographical Conventions

Notes, Notices and Cautions

Safety Instructions

General Precautions for Rack-Mountable Products
Protecting Against Electrostatic Discharge

The DGS-3000 Series Web Ul Reference Guide contains information for setup and management of the Switch. This
manual is intended for network managers familiar with network management concepts and terminology.

Typographical Conventions

Convention Description

[]

In a command line, square brackets indicate an optional entry. For example: [copy
filename] means that optionally you can type copy followed by the name of the file.
Do not type the brackets.

Bold font

Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File
menu and choose Cancel. Used for emphasis. May also indicate system messages
or prompts appearing on screen. For example: You have mail. Bold font is also
used to represent filenames, program names and commands. For example: use the
copy command.

Boldface

Indicates commands and responses to prompts that must be typed exactly as printed

Typewriter Font in the manual.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial capitals. For

example: Click Enter.

Option

Menu Name > Menu Menu Name > Menu Option Indicates the menu structure. Device > Port > Port

Properties means the Port Properties menu option under the Port menu option that
is located under the Device menu.

Notes, Notices and Cautions

|

A\

A NOTE indicates important information that helps make better use of the device.

A NOTICE indicates either potential damage to hardware or loss of data and tells how to avoid the
problem.

A CAUTION indicates a potential for property damage, personal injury, or death.
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Safety Instructions

Use the following safety guidelines to ensure your own personal safety and to help protect your system from potential

damage. Throughout this safety section, the caution icon (&) is used to indicate cautions and precautions that need
to be reviewed and followed.

Safety Cautions

To reduce the risk of bodily injury, electrical shock, fire, and damage to the equipment observe the following
precautions:

Observe and follow service markings.
Do not service any product except as explained in the system documentation.

Opening or removing covers that are marked with the triangular symbol with a lightning bolt may expose the
user to electrical shock.

o0 Only a trained service technician should service components inside these compartments.

If any of the following conditions occur, unplug the product from the electrical outlet and replace the part or
contact your trained service provider:

o Damage to the power cable, extension cable, or plug.

An object has fallen into the product.

The product has been exposed to water.

The product has been dropped or damaged.

The product does not operate correctly when the operating instructions are correctly followed.
Keep your system away from radiators and heat sources. Also, do not block cooling vents.

Do not spill food or liquids on system components, and never operate the product in a wet environment. If the
system gets wet, see the appropriate section in the troubleshooting guide or contact your trained service
provider.

Do not push any objects into the openings of the system. Doing so can cause fire or electric shock by shorting
out interior components.

Use the product only with approved equipment.
Allow the product to cool before removing covers or touching internal components.

Operate the product only from the type of external power source indicated on the electrical ratings label. If
unsure of the type of power source required, consult your service provider or local power company.

To help avoid damaging the system, be sure the voltage selection switch (if provided) on the power supply is
set to match the power available at the Switch’s location:

o 115 volts (V)/60 hertz (Hz) in most of North and South America and some Far Eastern countries such
as South Korea and Taiwan

0 100 V/50 Hz in eastern Japan and 100 V/60 Hz in western Japan
0 230 V/50 Hz in most of Europe, the Middle East, and the Far East
Also, be sure that attached devices are electrically rated to operate with the power available in your location.

Use only approved power cable(s). If you have not been provided with a power cable for your system or for any
AC-powered option intended for your system, purchase a power cable that is approved for use in your country.
The power cable must be rated for the product and for the voltage and current marked on the product's
electrical ratings label. The voltage and current rating of the cable should be greater than the ratings marked
on the product.

To help prevent electric shock, plug the system and peripheral power cables into properly grounded electrical
outlets. These cables are equipped with three-prong plugs to help ensure proper grounding. Do not use
adapter plugs or remove the grounding prong from a cable. If using an extension cable is necessary, use a 3-
wire cable with properly grounded plugs.

Observe extension cable and power strip ratings. Make sure that the total ampere rating of all products
plugged into the extension cable or power strip does not exceed 80 percent of the ampere ratings limit for the
extension cable or power strip.

To help protect the system from sudden, transient increases and decreases in electrical power, use a surge
suppressor, line conditioner, or uninterruptible power supply (UPS).

O O O O

2
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e Position system cables and power cables carefully; route cables so that they cannot be stepped on or tripped
over. Be sure that nothing rests on any cables.

¢ Do not modify power cables or plugs. Consult a licensed electrician or your power company for site
modifications. Always follow your local/national wiring rules.

e When connecting or disconnecting power to hot-pluggable power supplies, if offered with your system, observe
the following guidelines:

o Install the power supply before connecting the power cable to the power supply.
o Unplug the power cable before removing the power supply.

o If the system has multiple sources of power, disconnect power from the system by unplugging all
power cables from the power supplies.

¢ Move products with care; ensure that all casters and/or stabilizers are firmly connected to the system. Avoid
sudden stops and uneven surfaces.

CAUTION: Risk of explosion if the battery is replaced by an incorrect battery type. Dispose of used
/ batteries according to the instructions.
i ! E ATTENTION: Risque d'explosion si la batterie est remplacée par un type incorrect. Jetez les piles
usagées selon les instructions.

AR WRERAEMEZ BN E AR R - SHREUERE A E RS ot -

General Precautions for Rack-Mountable Products

Observe the following precautions for rack stability and safety. Also, refer to the rack installation documentation
accompanying the system and the rack for specific caution statements and procedures.

e Systems are considered to be components in a rack. Thus, "component" refers to any system as well as to
various peripherals or supporting hardware.

CAUTION: Installing systems in a rack without the front and side stabilizers installed could cause the rack
to tip over, potentially resulting in bodily injury under certain circumstances. Therefore, always install the
i ! E stabilizers before installing components in the rack. After installing system/components in a rack, never
pull more than one component out of the rack on its slide assemblies at one time. The weight of more than
one extended component could cause the rack to tip over and may result in serious injury.

e Before working on the rack, make sure that the stabilizers are secured to the rack, extended to the floor, and
that the full weight of the rack rests on the floor. Install front and side stabilizers on a single rack or front
stabilizers for joined multiple racks before working on the rack.

e Always load the rack from the bottom up, and load the heaviest item in the rack first.
o Make sure that the rack is level and stable before extending a component from the rack.

e Use caution when pressing the component rail release latches and sliding a component into or out of a rack;
the slide rails can pinch your fingers.

e After a component is inserted into the rack, carefully extend the rail into a locking position, and then slide the
component into the rack.

e Do not overload the AC supply branch circuit that provides power to the rack. The total rack load should not
exceed 80 percent of the branch circuit rating.

e Ensure that proper airflow is provided to components in the rack.
e Do not step on or stand on any component when servicing other components in a rack.

o NOTE: A qualified electrician must perform all connections to DC power and to safety grounds. All
\‘ electrical wiring must comply with applicable local or national codes and practices.

installed ground conductor. Contact the appropriate electrical inspection authority or an electrician if

CAUTION: Never defeat the ground conductor or operate the equipment in the absence of a suitably
i ] E
- uncertain that suitable grounding is available.
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CAUTION: The system chassis must be positively grounded to the rack cabinet frame. Do not attempt to

jl connect power to the system until grounding cables are connected. Completed power and safety ground
= wiring must be inspected by a qualified electrical inspector. An energy hazard will exist if the safety

ground cable is omitted or disconnected.

Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside the system. To prevent static damage, discharge static
electricity from your body before touching any of the electronic components, such as the microprocessor. This can be
done by periodically touching an unpainted metal surface on the chassis.

The following steps can also be taken prevent damage from electrostatic discharge (ESD):

1. When unpacking a static-sensitive component from its shipping carton, do not remove the component from
the antistatic packing material until ready to install the component in the system. Just before unwrapping the
antistatic packaging, be sure to discharge static electricity from your body.

2. When transporting a sensitive component, first place it in an antistatic container or packaging.

3. Handle all sensitive components in a static-safe area. If possible, use antistatic floor pads, workbench pads
and an antistatic grounding strap.
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Chapter 1 Web-based Switch Configuration

Introduction
Login to the Web Manager
Web-based User Interface
Web Pages

Introduction

Most software functions of the DGS-3000 Series switches can be managed, configured and monitored via the
embedded web-based (HTML) interface. Manage the Switch from remote stations anywhere on the network through a
standard browser. The browser acts as a universal access tool and can communicate directly with the Switch using
the HTTP protocol.

Login to the Web Manager

To begin managing the Switch, simply run the browser installed on your computer and point it to the IP address you
have defined for the device. The URL in the address bar should read something like: http://123.123.123.123, where
the numbers 123 represent the IP address of the Switch.

.
&‘ NOTE: The factory default IP address is 10.90.90.90.

This opens the management module's user authentication window, as seen below.

Windows Security Lﬁj

The server 10.90.90.90 is asking for your user name and password. The
server reports that it is from .

Warning: Your user narme and password will be sent using basic
authentication on a connection that isn't secure,

| Llser name |

| Password |

[C] Remember my credentials

| ok || Cancel

Figure 1-1 Web Ul Login Window

Leave both the User Name field and the Password field blank and click OK. This will open the Web-based user
interface. The Switch management features available in the web-based manager are explained below.

Web-based User Interface

The user interface provides access to various Switch configuration and management windows, allows you to view
performance statistics, and permits you to graphically monitor the system status.
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Areas of the User Interface

The figure below shows the user interface. Three distinct areas divide the user interface, as described in the table.

D-Lhdr_unkm:t 136'3»3"' Link = At PoE: un Eﬂ HE BW BHE Er 1,. mm HIEE EE o0 efresh Interval
A Y aY A [

Tirk = et ,. v i

u l!J l!J l!J

System Up Time” 00 Days 0174574,

:
(- System Configuration
@ Management Device Information
[ L2 Features Device Type DGS-3000-28XMP Gigabit Ethernet Switch MAC Address FO-7D-68-15-10-00
[ L3 Features System Name IP Address 10.90.90.90 (Static)
u Qo3 System Location Mask 255.0.0.0
- ACL . System Contact Gateway 0.0.0.0
o ﬁe;:m):( i Boot PROM Version Build 4.00.001 Management VLAN default
' - OZMW Application Firmware Version Build 4.00.014 Login Timeout (min) Never
e 3 Hardware Version B1 System Time 04/011/2018 09:58:01 (System Clock)
[ Monitoring ;
Serial Number DGS-3000-2...

Device Status and Quick Configurations

SNTP Disabled Settings

Jumbo Frame Disabled Settings Spanning Tree Disabled Seftings

MLD Snooping Disabled Seftings SNMP Disabled Settings

IGMP Snooping Disabled Seftings Safeguard Engine Disabled Settings

MAC Nofification Disabled Settings Sysiem Log Enabled Setfings

802.1X Disabled Settings 8sL Disabled Settings

S55H Disabled Seftings GVRP Disabled Setlings
AREA 1 Part Mirror Disabled Seftings Password Encryption Disabled Settings

Single IP Management Enabled Seftings Telnet Enabled (TCP 23) Settings

CLI Paging Enabled Seftings Web Enabled (TCP 380) Seitings

HOL Blocking Prevention Enabled Seftings VLAN Trunk Disabled Settings

DHCP Relay Disabled Settings DNS Resolver Disabled Settings

AREA 3

Figure 1-2 Main Web-Manager page

Area Function

Number

Select the menu or window to display. Open folders and click the hyperlinked menu buttons and

Area l subfolders contained within them to display menus. Click the D-Link logo to go to the D-Link
website.
Presents a graphical near real-time image of the front panel of the Switch. This area displays the
Area 2 Switch's ports, console and management port, showing port activity.

Some management functions, including save, reboot, download and upload are accessible here.

Area 3 Presents switch information based on user selection and the entry of configuration data.
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Web Pages

When connecting to the management mode of the Switch with a web browser, a login screen is displayed. Enter a
user name and password to access the Switch's management mode.

Below is a list of the main folders available in the Web interface:

System Configuration - In this section the user will be able to configure features regarding the Switch’s configuration.
Management - In this section the user will be able to configure features regarding the Switch’s management.

L2 Features - In this section the user will be able to configure features regarding the Layer 2 functionality of the
Switch.

L3 Features - In this section the user will be able to configure features regarding the Layer 3 functionality of the
Switch.

QoS - In this section the user will be able to configure features regarding the Quality of Service functionality of the
Switch.

ACL - In this section the user will be able to configure features regarding the Access Control List functionality of the
Switch.

Security - In this section the user will be able to configure features regarding the Switch’s security.

Network Application - In this section the user will be able to configure features regarding network applications
handled by the Switch.

OAM - In this section the user will be able to configure features regarding the Switch’s operations, administration and
maintenance (OAM).

Monitoring - In this section the user will be able to monitor the Switch’s configuration and statistics.

«‘ NOTE: Be sure to configure the user name and password in the User Accounts menu before

connecting the Switch to the greater network.
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Chapter 2  System Configuration

Device Information

System Information Settings
Port Configuration

PoE

Serial Port Settings

Warning Temperature Settings
System Log Configuration
Time Range Settings

Time Settings

User Accounts Settings
Command Logging Settings
Auto Backup Settings

Device Information

This window contains the main settings for all the major functions for the Switch. It appears automatically when you
log on to the Switch. To return to the Device Information window after viewing other windows, click the DGS-3000
Series link.

The Device Information window shows the Switch’s MAC Address (assigned by the factory and unchangeable), the
Boot PROM Version, Firmware Version, Hardware Version, and many other important types of information. This is
helpful to keep track of PROM and firmware updates and to obtain the Switch’s MAC address for entry into another
network device’s address table, if necessary. In addition, this window displays the status of functions on the Switch to
quickly assess their current global status.

Many functions are hyper-linked for easy access to enable quick configuration from this window.

Device Information

Device Type DGS-3000-28XMP Gigabit Ethernet Switch MAC Address FO-7D-68-15-10-00

System Name IP Address 10.90.90.90 (Static)

System Location Mask 255.0.0.0

System Contact Gateway 0.0.00

Boot PROM Wersion Build 4.00.001 Management VLAN default

Firmware Version Build 4.00.014 Login Timeout (min}) Never

Hardware Version B1 System Time 04/01/2018 09:59:01 (System Clock)
Serial Number DGS-3000-2...

Device Status and Quick Configurations

SNTP Disabled Settings

Jumbo Frame Disabled Settings Spanning Tree Disabled Seftings

MLD Snooping Disabled Seftings SNMP Disabled Settings

IGMP Snooping Disabled Settings Safeguard Engine Disabled Seftings

MAC Notification Disabled Settings System Log Enabled Setfings

a02.1x Disabled Settings S5L Disabled Settings

SSH Disabled Seftings GWVRP Disabled Settings

Port Mirror Disabled Settings Password Encryption Disabled Zetlings

Single IP Management Enabled Seftings Telnet Enabled (TCP 23) Settings
CLI Paging Enabled Seftings ‘Web Enabled (TCP 30) Seftings
HOL Blocking Prevention Enabled Seftings WLAN Trunk Disabled Seftings

DHCF Relay Disabled Settings DNS Resolver Disabled Settings

Figure 2-1 Device Information window

Click the Settings link to navigate to the appropriate feature page for configuration.

System Information Settings

The user can enter a System Name, System Location, and System Contact to aid in defining the Switch.
To view the following window, click System Configuration > System Information Settings as shown below:

8
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\ = & ALl = *

MAC Address FO-7D-68-15-10-00
Firmware Version Build 4.00.014
Hardware Version B1

System Name [ |

System Location [ |
System Contact [ |

Figure 2-2 System Information Settings window
The fields that can be configured are described below:
Parameter Description
System Name Enter a system name for the Switch, if so desired. This name will identify it in the Switch
network.
System Location Enter the location of the Switch, if so desired.
System Contact Enter a contact name for the Switch, if so desired.

Click the Apply button to implement changes made.
Port Configuration

DDM

This folder contains windows that perform Digital Diagnostic Monitoring (DDM) functions on the Switch. There are
windows that allow the user to view the digital diagnostic monitoring status of SFP modules inserting to the Switch and
to configure alarm settings, warning settings, temperature threshold settings, voltage threshold settings, bias current
threshold settings, Tx power threshold settings, and Rx power threshold settings.

DDM Settings

The window is used to configure the action that will occur for specific ports when an exceeding alarm threshold or
warning threshold event is encountered.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Settings as shown
below:




DGS-3000 Series Gigabit Ethernet Switch Web Ul Reference Guide

LU = 0
Trap State () Enabled (®) Disabled
Log State (®) Enabled () Disabled
Port DDM State Shutdown
25 Enabled MNone
26 Enabled None
27 Enabled MNone
23 Enabled MNone

Note: The Port(s) 1-24 is{are) not SFP Pori(s).

Figure 2-3 DDM Settings window

The fields that can be configured are described below:
Parameter Description

Trap State Specify whether to send the trap, when the operating parameter exceeds the alarm or
warning threshold.

Log State Specify whether to send the log, when the operating parameter exceeds the alarm or
warning threshold.

From Port / To Port | Select a range of ports to be configured.

State Use the drop-down menu to enable or disable the DDM state.

Shutdown Specify whether to shut the port down, when the operating parameter exceeds the Alarm or
Warning threshold.

Alarm - Shutdown the port when the configured alarm threshold range is exceeded.
Warning - Shutdown the port when the configured warning threshold range is exceeded.

None - The port will never shutdown regardless if the threshold ranges are exceeded or
not. This is the default.

Click the Apply button to accept the changes made for each individual section.

DDM Temperature Threshold Settings

This window is used to configure the DDM Temperature Threshold Settings for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Temperature
Threshold Settings as shown below:
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High Alarm Low Alarm High Warning Low Warning
FEDFGE ORI (-128-127.996) (-128-127.996) {-128-127.996) (-128-127.996)
[ v] [28 V] | celsius [ cesis [ ceisiss [ cesius
Port High Alarm {Celsius) Low Alarm (Celsius) High Warmning (Celsius) Low Waming {Celsius)

Note: The Port(s) 1-24 is(are) not SFP Port(s). (A) means that the threshold is administratively configured.

Figure 2-4 DDM Temperature Threshold Settings window

The fields that can be configured are described below:

Parameter

From Port / To Port

Description

Select a range of ports to be configured.

High Alarm (-128-
127.996)

This is the highest threshold for the alarm. When the operating parameter rises above this
value, action associated with the alarm will be taken.

Low Alarm (-128-
127.996)

This is the lowest threshold for the alarm. When the operating parameter falls below this
value, action associated with the alarm will be taken.

High Warning (-128-
127.996)

This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (-128-
127.996)

This is the lowest threshold for the warning. When the operating parameter falls below this
value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM Voltage Threshold Settings

This window is used to configure the DDM Voltage Threshold Settings for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Voltage Threshold
Settings as shown below:
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High Alarm Low Alarm High Waming Low Warmning
AR (R Lo (0-6.55) (0-6.55) (0-6.55) (0-6.55)
5 v [ v | voit [ Jvor [ Jvet [ vt
Port High Alarm (Volt) Low Alarm (Volt) High Warning (Volt) Low Warning (Volt)

Note: The Port(s) 1-24 is(are) not SFP Port(s). (A) means that the threshold is administratively configured.

Figure 2-5 DDM Voltage Threshold Settings window

The fields that can be configured are described below:

Parameter

From Port / To Port

Description

Select a range of ports to be configured.

High Alarm (0-6.55)

This is the highest threshold for the alarm. When the operating parameter rises above this
value, action associated with the alarm will be taken.

Low Alarm (0-6.55)

This is the lowest threshold for the alarm. When the operating parameter falls below this
value, action associated with the alarm will be taken.

High Warning (O-
6.55)

This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (0-
6.55)

This is the lowest threshold for the warning. When the operating parameter falls below this
value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM Bias Current Threshold Settings

This window is used to configure the threshold of the bias current for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Bias Current
Threshold Settings as shown below:

12



DGS-3000 Series Gigabit Ethernet Switch Web Ul Reference Guide

High Alarm Low Alarm High Waming Low Warmning
AR (R Lo (0-131) (0-131) (0-131) (0-131)
5 v B v | LY S — Y S e— S a—
Port High Alarm (maA) Low Alarm (mA) High Warning (maA) Low Warning {mA)

Note: The Port(s) 1-24 is(are) not SFP Port(s). (A) means that the threshold is administratively configured.

Figure 2-6 DDM Bias Current Threshold Settings window

The fields that can be configured are described below:

Parameter Description
From Port / To Port Select a range of ports to be configured.
High Alarm (0-131) This is the highest threshold for the alarm. When the operating parameter rises above

this value, action associated with the alarm will be taken.

Low Alarm (0-131) This is the lowest threshold for the alarm. When the operating parameter falls below this
value, action associated with the alarm will be taken.

High Warning (0-131) | This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (0-131) This is the lowest threshold for the warning. When the operating parameter falls below
this value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM TX Power Threshold Settings

This window is used to configure the threshold of Tx power for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM TX Power
Threshold Settings as shown below:
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High Alarm Low Alarm High Waming Low Warmning
AR (R Lo (0-6.5535) (0-6.5535) (0-6.5535) (0-6.5535)
5 v B v | L e A — A —
Port High Alarm {m\\) Low Alarm (mW) High Waming (m\W) Low Warning {m'W)

Note: The Port(s) 1-24 is(are) not SFP Port(s). (A) means that the threshold is administratively configured.

Figure 2-7 DDM TX Power Threshold Settings window

The fields that can be configured are described below:

Parameter

From Port / To Port

Description

Select a range of ports to be configured.

High Alarm (O- This is the highest threshold for the alarm. When the operating parameter rises above this
6.5535) value, action associated with the alarm will be taken.

Low Alarm (O- This is the lowest threshold for the alarm. When the operating parameter falls below this
6.5535) value, action associated with the alarm will be taken.

High Warning (O-
6.5535)

This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (0-
6.5535)

This is the lowest threshold for the warning. When the operating parameter falls below this

value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM RX Power Threshold Settings

This window is used to configure the threshold of RX power for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM RX Power
Threshold Settings as shown below:
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High Alarm Low Alarm High Waming Low Warning
IRE (o BT (0-6.5535) (0-6.5535) (0-6.5535) (0-6.5535)
5 o [~ v [ Jmw [ Jmw [ Jmw
Port High Alarm {m\W) Low Alarm (mW) High Waming (mW) Low ‘Warning {m'W)

Note: The Port(s) 1-24 is(are) not SFP Port(s). (A) means that the threshold is administratively configured.

Figure 2-8 DDM RX Power Threshold Settings window

The fields that can be configured are described below:

Parameter Description

From Port / To Port | Select a range of ports to be configured.

High Alarm (0- This is the highest threshold for the alarm. When the operating parameter rises above this
6.5535) value, action associated with the alarm will be taken.

Low Alarm (0- This is the lowest threshold for the alarm. When the operating parameter falls below this
6.5535) value, action associated with the alarm will be taken.

High Warning (0- This is the highest threshold for the warning. When the operating parameter rises above
6.5535) this value, action associated with the warning will be taken.

Low Warning (0- This is the lowest threshold for the warning. When the operating parameter falls below this
6.5535) value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM Status Table

This window is used to display the current operating digital diagnostic monitoring parameters and their values on the
SFP module for specified ports.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Status Table as
shown below:
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LD D
| Port Temperature {Celsius) Voltage (V) Bias Current (mA) TX Power (mW) RX Power (m\/\)
25 - - - - -
26
27
28

Note: The Port(s) 1-24 is{are) not SFP Port(s). (A) means that the threshold is administratively configured.

Figure 2-9 DDM Status Table window

Port Settings

This page used to configure the details of the switch ports.
To view the following window, click System Configuration > Port Configuration > Port Settings as shown below:
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& = .
From Port To Port State Speed/Duplex Flow Control  Address Learning MDIX Medium Type
[01 v|[o1 w|[Enabled  w][ Auto v|[Disabled “|[Enabled | [Auto  ~|[Copper V|
Port State Speed/Duplex Flow Control Connection MDIX Address Learning
01 Enabled Auto Disabled 100M/Full/None Auto Enabled
02 Enabled Auto Disabled Link Down Auto Enabled
03 Enabled Auto Disabled Link Down Auto Enabled
04 Enabled Auto Disabled Link Down Auto Enabled
05 Enabled Auto Disabled Link Down Auto Enabled
06 Enabled Auto Disabled Link Down Auto Enabled
o7 Enabled Auto Digabled Link Down Auto Enabled
03 Enabled Auto Disabled Link Down Auto Enabled
09 Enabled Auto Disabled Link Down Auto Enabled
10 Enabled Auto Disabled Link Down Auto Enabled
11 Enabled Auto Disabled Link Down Auto Enabled
12 Enabled Auto Disabled Link Down Auto Enabled
13 Enabled Auto Disabled Link Down Auto Enabled
14 Enabled Auto Disabled Link Down Auto Enabled
15 Enabled Auto Disabled Link Down Auto Enabled
16 Enabled Auto Disabled Link Down Auto Enabled
17 Enabled Auto Disabled Link Down Auto Enabled
13 Enabled Auto Disabled Link Down Auto Enabled
19 Enabled Auto Disabled Link Down Auto Enabled
20 Enabled Auto Disabled Link Down Auto Enabled
21 Enabled Auto Disabled Link Down Auto Enabled
22 Enabled Auto Disabled Link Down Auto Enabled
23 Enabled Auto Disabled Link Down Auto Enabled
24 Enabled Auto Disabled Link Down Auto Enabled
25 Enabled Auto Disabled Link Down Auto Enabled
26 Enabled Auto Disabled Link Down Auto Enabled
27 Enabled Auto Disabled Link Down Auto Enabled
28 Enabled Auto Disabled Link Down Auto Enabled

Figure 2-10 Port Settings window
To configure switch ports:
1. Choose the port or sequential range of ports using the From Port and To Port drop-down menus.

2. Use the remaining drop-down menus to configure the parameters described below:

The fields that can be configured are described below:

Parameter Description

From Port / To Port | Select the appropriate port range used for the configuration here.

State Toggle the State field to either enable or disable a given port or group of ports.

Speed/Duplex Select the speed and full-duplex/half-duplex state of the port. When Copper is selected in
Medium Type, the available options are Auto, 10M Half, 10M Full, 100M Half, 100M Full,
1000M Full_Master, and 1000M Full_Slave. When Fiber is selected in Medium Type, the
available options are Auto, 100M Full, 1000M Full, and 10G Full.

Flow Control Displays the flow control scheme used for the various port configurations. Ports configured
for full-duplex use 802.3x flow control, half-duplex ports use backpressure flow control, and
Auto ports use an automatic selection of the two. The default is Disabled.

Address Learning Enable or disable MAC address learning for the selected ports. When Enabled, destination
and source MAC addresses are automatically listed in the forwarding table. When address
learning is Disabled, MAC addresses must be manually entered into the forwarding table.
This is sometimes done for reasons of security or efficiency. See the section on
Forwarding/Filtering for information on entering MAC addresses into the forwarding table.
The default setting is Enabled.

MDIX Auto - Select auto for auto sensing of the optimal type of cabling.

Normal - Select normal for normal cabling. If this option is selected, the port is in the MDIX
mode and can be connected to a PC’s NIC using a straight-through cable or a port (in the
MDIX mode) on another switch through a cross-over cable.

Cross - Select cross for cross cabling. If this option is selected, the port is in MDI mode,
and can be connected to a port (in the MDIX mode) on another switch through a straight
cable.

Medium Type Select the type of transport medium to be used. Options to choose from are Copper and
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Fiber.

Click the Apply button to implement changes made.
Click the Refresh button to refresh the display section of this page.

Port Description Settings

The Switch supports a port description feature where the user may name various ports.

To view the following window, click System Configuration > Port Configuration > Port Description Settings as
shown below:

From Port To Port Medium Type Description
(01 v| [ot v| [copper v | |
Port Description

Figure 2-11 Port Description Settings window

The fields that can be configured are described below:
Parameter Description

From Port / To Port | Select the appropriate port range used for the configuration here.

Medium Type Specify the medium type for the selected ports. If configuring the Combo ports, the Medium
Type defines the type of transport medium to be used, whether Copper or Fiber.

Description Users may then enter a description for the chosen port(s).

Click the Apply button to implement changes made.

Port Error Disabled

The following window displays the information about ports that have been disconnected by the Switch when a packet
storm occurs or a loop was detected.

To view the following window, click System Configuration > Port Configuration > Port Error Disabled as shown
below:
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Port I Port State | Connection Status I Reason

Figure 2-12 Port Error Disabled

The fields that can be displayed are described below:
Parameter Description

Port Display the port that has been error disabled.

Port State Describe the current running state of the port, whether enabled or disabled.

Connection Status Display the uplink status of the individual ports, whether enabled or disabled.

Reason Describe the reason why the port has been error-disabled, such as it has become a
shutdown port for storm control.

Port Media Type

The following window displays the information about the port media type.

To view the following window, click System Configuration > Port Configuration > Port Media Type, as shown
below:

| Port Type Vendor Name / QUI FN [ Rev SN / Date Code Compatibility
1 1000Base-T
2 1000Base-T
3 1000Base-T
4 1000Base-T
5 1000Base-T
3] 1000Base-T
T 1000Base-T
& 1000Base-T
9 1000Base-T
10 1000Base-T
11 1000Base-T
12 1000Base-T
13 1000Base-T
14 1000Base-T
15 1000Base-T
16 1000Base-T
17 1000Base-T
13 1000Base-T
19 1000Base-T
20 1000Base-T
21 1000Base-T
22 1000Base-T
23 1000Base-T
24 1000Base-T
25 10GBase-R
26 10GBase-R
27 10GBase-R
23 10GBase-R

Figure 2-13 Port Media Type window

Jumbo Frame Settings
The Switch supports jumbo frames. Jumbo frames are Ethernet frames with more than 1,536 bytes of payload. The
Switch supports jumbo frames with a maximum frame size of up to 9,216 bytes.

To view the following window, click System Configuration > Port Configuration > Jumbo Frame Settings as
shown below:
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Jumbo Frame () Enabled @ Disabled

Apply

Current Status: The maximum size of frame is 1536 bytes.

Figure 2-14 Jumbo Frame Settings window

The fields that can be configured are described below:

Parameter Description

Jumbo Frame Use the radio buttons to enable or disable the Jumbo Frame function on the Switch. The
default is Disabled. When disabled, the maximum frame size is 1,536 bytes. When
enabled, the maximum frame size is 9,216 bytes.

Click the Apply button to implement changes made.

EEE Settings

Energy Efficient Ethernet (EEE) is defined in IEEE 802.3az. It is designed to reduce the energy consumption of a link
when no packets are being sent. EEE and ERPS are mutually exclusive functions.

To view the following window, click System Configuration > Port Configuration > EEE Settings as shown below:

B S I ———

From Port To Port State
[01 vl o1 v|  [Disabed |
Port State
1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
] Disabled
T Disabled
a8 Disabled
9 Disabled
10 Disabled
11 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled
21 Disabled
22 Disabled
23 Disabled
24 Disabled
25 NFA
26 NFA
27 NFA
25 NFA

Figure 2-15 EEE Settings window

The fields that can be configured are described below:
Parameter Description

From Port / To Port | Select the appropriate port range used for the configuration here.

State Select to enable or disable the state of this feature here.

Click the Apply button to implement changes made.
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PoE

The DGS-3000-28LP and DGS-3000-28XMP switches support Power over Ethernet (PoE) as defined by the IEEE
802.3af and 802.3at standard. Ports 1 to 24 for DGS-3000-28LP and DGS-3000-28XMP can supply about 48 VDC
power to Powered Devices (PDs) over Category 5 or Category 3 UTP Ethernet cables.

The Switch follows the standard Power Sourcing Equipment (PSE) pinout Alternative A, whereby power is sent out
over pins 1, 2, 3 and 6. The Switches work with all D-Link 802.3af capable devices.

Pin Alternative

1 Negative Vport
2 Negative Vport
3 Positive Vport
4

5

6 Positive Vport
7

8

The Switch includes the following PoE features:

e Auto-discovery recognizes the connection of a Powered Device (PD) and automatically sends power to it.
e The Auto-disable function will activate when the port current value exceeds 350mA or when a short happens.

For 802.3af capable devices, the table below contains the minimum power level per class and their respective usage

options.
Class Usage Minimum output power levels of PSE devices

0 Default 15.4 Watts

1 Optional 4.0 Watts

2 Optional 7.0 Watts

3 Optional 15.4 Watts

4 Reserved Treat as Class 0

For 802.3at capable devices, the table below contains the minimum power level per class and their respective usage

options.
Class Usage Minimum output power levels of PSE devices

0 Default 15.4 Watts

1 Optional 4.0 Watts

2 Optional 7.0 Watts

3 Optional 15.4 Watts

4 Optional 15.4 or 30 Watts

N NOTE: Class 4 devices use the following equation: Ptype=Icable x V Port_PSE min

L3
\‘ e Typel=15.4 Watts.

e Type 2 =30 Watts.

To configure the PoE features on the Switch, click System Configuration > PoE.

PoE System Settings

This window is used to assign a power limit and power disconnect method for the whole PoE system. When the total
consumed power exceeds the power limit configured in this window, PoE is disconnected to prevent overloading the
power supply.




DGS-3000 Series Gigabit Ethernet Switch Web Ul Reference Guide

To view the following window, click System Configuration > POE > POE System Settings as shown below:

50 Y — - e

Power Limit (37-370) Power Disconnect Method Legacy PD

[ ] wans [ Deny Next Port v| [Disabled w| | Apply | Refresh |
PoE System Information

Power Limit (Watts) Power Consumption (Watts) Power Remained (Watis) Power Disconnection Method Legacy FD

370 0 351 Deny Next Port Disabled

Mote: If Power Disconnection Method is set to deny next port, then the system can not utilize out of its maximum power capacity. The maximum unused watt is 19W.

Figure 2-16 PoE System Settings window

The following parameters can be configured:
Parameter Description

Power Limit Sets the limit of power to be used from the Switch’s power source to PoE ports. The user
may configure a Power Limit between 37W and 193W for DGS-3000-28LP, and between

37W and 370W for DGS-3000-28XMP.

Power Disconnect The PoE controller uses either Deny Next Port or Deny Low Priority Port to offset the power
Method limit being exceeded and keeps the Switch’s power at a usable level. Use the drop down
menu to select a Power Disconnect Method. The default Power Disconnect Method is
Deny Next Port. Both Power Disconnection Methods are described below:

Deny Next Port — After the power limit has been exceeded, the next port attempting to
power up is denied, regardless of its priority. The maximum unused power is 10W for DGS-
3000-28LP and 19W for DGS-3000-28XMP.

Deny Low Priority Port — After the power limit has been exceeded, the next port attempting
to power up causes the port with the lowest priority to shut down so as to allow the high-
priority and critical priority ports to power up.

Legacy PD Use the drop-down menu to enable or disable detecting legacy PDs signal.

Click Apply to implement changes made.

PoE Port Settings

To view the following window, click System Configuration > POE > PoE Port Settings as shown below:
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=0 =0 = ’
From Port To Port State Time Range Priority Power Limit
(01 v [0t v [Enabled ~| | v| [Low  v| [Class2  v|
| Apply | | Refresh
Port State Time Range Priority Power Limit (mW) Class Power (m\W) | Woltage (Decivolt) | Current (mA) Status
1 Enabled Low 16200(Class 0) 0 Q 0 0 OFF - Int...
2 Enabled Low 16200(Class 0) 0 0 0 0 OFF : Int..
3 Enabled Low 16200(Class 0) 0 1] 0 0 OFF - Int...
4 Enabled Low 16200(Class 0) 0 0 0 0 OFF : Int..
5 Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...
3] Enabled Low 16200(Class 0) 0 i} 1] 0 OFF - Int...
T Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...
8 Enabled Low 16200(Class 0) 0 1] 0 0 OFF : Int..
9 Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...
10 Enabled Low 16200(Class 0) 0 0 0 0 OFF : Int...
" Enabled Low 16200(Class 0) 0 1] 0 0 OFF - Int...
12 Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...
13 Enabled Low 16200(Class 0} 0 1] 0 0 OFF - Int...
14 Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...
15 Enabled Low 16200(Class 0) 0 1] 0 0 OFF - Int...
16 Enabled Low 16200(Class 0) 0 1] 0 a QFF : Int...
17 Enabled Low 16200(Class 0) 0 1] 0 0 OFF - Int...
18 Enabled Low 16200(Class 0) 0 1] i} 0 QOFF - Int...
19 Enabled Low 16200(Class 0) 0 1] 0 0 OFF - Int...
20 Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...
21 Enabled Low 16200(Class 0) 0 1] 0 0 OFF :Int...
22 Enabled Low 16200(Class 0) 0 1] 0 0 OFF - Int...
23 Enabled Low 16200(Class 0} 0 i] 0 0 OFF - Int...
24 Enabled Low 16200(Class 0) 0 0 0 0 OFF - Int...

Figure 2-17 PoE Port Settings window

The following parameters can be configured:

Parameter

From Port / To Port

Description

Select a range of ports from the drop-down menus to be enabled or disabled for PoE.

State

Use the drop-down menu to enable or disable ports for PoE.

Time Range

Select a range of the time to the port set as PoE. If Time Range is configured, the power
can only be supplied during the specified period of time.

Priority

Use the drop-down menu to select the priority of the PoE ports. Port priority determines the
priority which the system attempts to supply the power to the ports. There are three levels
of priority that can be selected, Critical, High, and Low. When multiple ports happen to have
the same level of priority, the port ID will be used to determine the priority. The lower port
ID has higher priority. The setting of priority will affect the order of supplying power.
Whether the disconnect method is set to deny low priority port, the priority of each port will
be used by the system to manage the supply of power to ports.

Power Limit

This function is used to configure the per-port power limit. If a port exceeds its power limit, it
will shut down.

For 802.3af capable devices, the minimum output power levels of PSE devices for each
class is:

Class 0 — 15.4 Watts
Class 1 — 4.0 Watts

Class 2 — 7.0 Watts

Class 3 — 15.4 Watts
Class 4 — Treat as Class 0

For 802.3at capable devices with power allocation of 0.1 Watt granularity, using the LLDP
method, the minimum output power levels of PSE devices for each class is:

Class 0 — 15.4 Watts
Class 1 — 4.0 Watts

Class 2 — 7.0 Watts

Class 3 — 15.4 Watts
Class 4 — 15.4 or 30 Watts

The following is the power limit applied to the port for these five classes. For each class,
the power limit is a little more than the power consumption range for that class. This takes
into account any power loss on the cable. Thus, the following are the typical values:
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Class 0 — 16200mW

Class 1 — 4200mwW

Class 2 — 7400mW

Class 3 — 16200mwW

User Define — 1000 to 35000mwW

Click Apply to implement changes made. The port status of all POE configured ports is displayed in the table in the
bottom half of the screen shown above.

NOTE: If the switch fails to supply power to the Powered Device (PD) that supports the IEEE 802.3at

& standard, try the following steps:
1. Check if the PD connected to the port supports the IEEE 802.3at standard.
2. Manually configure the corresponding port’'s power limit value to 30 Watts.

PD Alive Settings

This window is used to configure the PD alive check function.
To view the following window, click System Configuration > PoE > PD Alive Settings as shown below:

=0 =L Ve »
From Port To Port PD Alive State PD IP Address
B v [r_ V] [Enabes V] ]
Poll Interval({10-300 sec) Reiry Count({0-5) Waiting Time(30-300 sec) Action
Port PD Alive State PD IP Address Poll Interval(sec) Retry Count Waiting Time Action Status
1 Disabled - 30 2 90 Both -
2 Disabled 30 2 20 Both
3 Disabled 30 2 90 Both
4 Disabled 30 2 20 Both
5 Disabled el 2 90 Both
3] Disabled 30 2 20 Both
7 Disabled 3o 2 90 Both
8 Disabled 30 2 20 Both
9 Disabled 3o 2 90 Both
10 Disabled 30 2 20 Both
11 Disabled el 2 90 Both
12 Disabled 30 2 20 Both
13 Disabled El] 2 90 Both
14 Disabled 30 2 20 Both
15 Disabled el 2 90 Both
16 Disabled 30 2 20 Both
17 Disabled 30 2 20 Both
18 Disabled 30 2 20 Both
19 Disabled 30 2 20 Both
20 Disabled 30 2 90 Both
1 Disabled 30 2 40 Both
22 Disabled 30 2 90 Both
23 Disabled El] 2 40 Both
24 Disabled 30 2 90 Both

The following parameters can be configured:

Parameter

From Port / To Port

Description

Figure 2-18 PD Alive Settings

Select a range of ports from the drop-down menus.

PD Alive State

Use the drop-down menu to enable or disable the PD alive check function.

PD IP Address

Enter the IP address of the target PD for the Switch executing the ping action.

Poll Interval (10-300
sec)

Enter the interval for the system to issue ping requests to detect the target PD.

Retry Count (0-5)

Enter the retry counts of ping requests when PD has no response.

Waiting Time (30-
300 sec)

Enter the waiting time for PD to recover from rebooting.

Action

Select the action of the system when PD does not reply the ping request. Options to
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choose from are Reset, Notify, and Both.

Reset - Select to reset the PoE port state.

Notify - Select to send logs and traps to notify the administrator.

Both - Select to send log and trap first, and then reset the PoOE port state.

Serial Port Settings

This window allows the user to adjust the Baud Rate and the Auto Logout values.
To view the following window, click System Configuration > Serial Port Settings as shown below:

Baud Rate 115200 W
Data Bits 3

Parity Bits None

Stop Bits 1

Apply

Figure 2-19 Serial Port Settings window

The fields that can be configured or displayed are described below:
Parameter Description

Baud Rate Specify the baud rate for the serial port on the Switch. There are four possible baud rates to
choose from, 9600, 19200, 38400 and 115200. For a connection to the Switch using the
console port, the baud rate must be set to 115200, which is the default setting.

Auto Logout Select the logout time used for the console interface. This automatically logs the user out after
an idle period of time, as defined. Choose from the following options: 2, 5, 10, 15 minutes or
Never. The default setting is 10 minutes.

Data Bits Display the data bits used for the serial port connection.
Parity Bits Display the parity bits used for the serial port connection.
Stop Bits Display the stop bits used for the serial port connection.

Click the Apply button to implement changes made.

Warning Temperature Settings

This window allows the user to configure the system warning temperature parameters.
To view the following window, click System Configuration > Warning Temperature Settings as shown below:

Vel # = perailre = .

Set Warning Temperature

Traps State Enablad LV
Log State Enabled A

High Threshold (-500~500) [ Jeelss
Low Threshold (-500~500) [ eessius

Apply

Figure 2-20 Warning Temperature Settings window

The fields that can be configured are described below:

Parameter Description

Traps State Use the drop-down menu to enable or disable the traps state option of the warning
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temperature setting.

Log State Use the drop-down menu to enable or disable the log state option of the warning
temperature setting.

High Threshold (-500-500) | Enter the high threshold value of the warning temperature setting.

Low Threshold (-500-500) | Enter the low threshold value of the warning temperature setting.

Click the Apply button to implement changes made.

System Log Configuration

System Log Settings

The Switch allows users to choose a method for which to save the switch log to the flash memory of the Switch.

To view the following window, click System Configuration > System Log Configuration > System Log Settings as
shown below:

System Log () Enabled (@) Disabled

System Log Save Mode Settings

Figure 2-21 System Log Settings window

The fields that can be configured are described below:
Parameter Description

System Log Use the radio buttons to enable or disable the system log settings.

Save Mode Use the drop-down menu to choose the method for saving the switch log to the flash
memory. The user has three options:

On Demand — Users who choose this method will only save log files when they manually
tell the Switch to do so, either using the Save Log link in the Save folder.

Time Interval — Users who choose this method can configure a time interval by which the
Switch will save the log files, in the box adjacent to this configuration field. The user may
set a time between 1 and 65535 minutes.

Log Trigger — Users who choose this method will have log files saved to the Switch
every time a log event occurs on the Switch.

Click the Apply button to accept the changes made for each individual section.

System Log Server Settings

The Switch can send System log messages to up to four designated servers using the System Log Server.

To view the following window, click System Configuration > System Log Configuration > System Log Server
Settings as shown below:
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Add System Log Server

Server ID Severity Emergency (0) v
(®) Server IPvd Address |:| () Server IPv6 Address |:|
Facility UDP Port (514 or 6000-65535)
Status Disabled v [ apply || Deletean |
System Log Server List
erver 1D Server IP Address Severity Facility UDP Port Status
1 10.90.90.1 Emergency (D) Local 0O 514 Disabled Edit Delete

Figure 2-22 System Log Server Settings

The fields that can be configured are described below:
Parameter Description

Server ID Syslog server settings index (1 to 4).

Severity Use the drop-down menu to select the higher level of messages that will be sent. All
messages which level is higher than selecting level will be sent. The options are
Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice (5), Informational (6)
and Debug (7).

Server IPv4 Address | Click to enter the IPv4 address of the Syslog server.

Server IPv6 Address | Click to enter the IPv6 address of the Syslog server.

Facility Use the drop-down menu to select Local O, Local 1, Local 2, Local 3, Local 4, Local 5,
Local 6, or Local 7.

UDP Port (514 or Type the UDP port number used for sending Syslog messages. The default is 514.

6000-65535)

Status Choose Enabled or Disabled to activate or deactivate.

Click the Apply button to accept the changes made.

Click the Delete All button to remove all servers configured.
Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

System Log

Users can view and delete the local history log as compiled by the Switch's management agent.

To view the following window, click System Configuration > System Log Configuration > System Log as shown
below:

Log Type Emergency [_| Alert [] Critical [ Error (] Warning [] Motice [ Informational (] Debug [ Al []
Module List [ | (Log Software Module: MSTP, DHCPv6_RELAY, ...
| Find || Clear Log || Clear Attack Log

Total Entries: 12

Index  Time Level Log Text

12 2017-12-25 15:47:32 INFO(6) Successiul login through Console (Usermname: Anonymous)

11 2017-12-25 14:20:56 INFO{6) Successiul login through Web (Username: Anonymous, IP: 10.90.90.1)
10 2017-12-2512:10:12 INFO(E) ‘Web session timed out {(Username: Anonymous, IF: 10.90.90.1)

9 2017-12-25 12:00:01 INFO{E) Console session timed out (Username: Anonymous)

8 2017-12-25 11:49:18 INFO(E) Successiul login through Console (Usermname: Anonymous)

KN 2 35 > » [ [co]

Figure 2-23 System Log window

The fields that can be configured or displayed are described below:
Parameter ‘ Description
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Log Type In the drop-down menu the user can select the log type that will be displayed.

Severity - When selecting Severity from the drop-down menu, a secondary tick must be
made. Secondary ticks are Emergency, Alert, Critical, Error, Warning, Notice,
Informational and Debug. Select the All check box to view all information in the log.
Module List - When selecting Module List, the module name must be manually entered.
Available modules are MSTP, ERROR_LOG and ERPS.

Attack Log - When selecting Attack Log all attacks will be listed.

Index A counter incremented whenever an entry to the Switch's history log is made. The table
displays the last entry (highest sequence number) first.

Time Display the time in days, hours, minutes, and seconds.

Level Display the level of the log entry.

Log Text Display text describing the event that triggered the history log entry.

Click the Find button to display the log in the display section according to the selection made.

Click the Clear Log button to clear the entries from the log in the display section.

Click the Clear Attack Log button to clear the entries from the attack log in the display section.

The Switch can record event information in its own log. Click Go to go to the next page of the System Log window.

System Log & Trap Settings

The Switch allows users to configure the system log source IP interface addresses here.

To view the following window, click System Configuration > System Log Configuration > System Log & Trap
Settings as shown below:

\ = L =| & = &

System Log Source IP Interface Settings

Interface Name [ |
IPv4 Address [ |
IPv6 Address [ |

Apply Clear

Trap Source IP Interface Settings

Interface Name [ |
IPv4 Address [ |
IPV6 Address [ |

Apply Clear

Figure 2-24 System Log & Trap Settings window

The fields that can be configured are described below:
Parameter Description

Interface Name Enter the IP interface name used.
IPv4 Address Enter the IPv4 address used.
IPv6 Address Enter the IPv6 address used.

Click the Apply button to accept the changes made for each individual section.
Click the Clear button to clear all the information entered in the fields.

System Severity Settings

The Switch can be configured to allow alerts be logged or sent as a trap to an SNMP agent. The level at which the
alert triggers either a log entry or a trap message can be set as well. Use the System Severity Settings window to set
the criteria for alerts. The current settings are displayed below the System Severity Table.
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To view the following window, click System Configuration > System Log Configuration > System Severity
Settings as shown below:

= = \J = .

System severty
Severity Level Emergency (D)

System Severity Table

tem Severity Severity Level
Trap Information (6)

Log Debug (7)

Figure 2-25 System Severity Settings window

The fields that can be configured are described below:

Parameter Description

System Severity | Choose how the alerts are used from the drop-down menu. Select Log to send the alert of the
Severity Type configured to the Switch’s log for analysis. Choose Trap to send it to an SNMP
agent for analysis, or select All to send the chosen alert type to an SNMP agent and the
Switch’s log for analysis.

Severity Level This drop-down menu allows you to select the level of messages that will be sent. The options
are Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice (5), Information (6) and
Debug (7).

Click the Apply button to accept the changes made.

Time Range Settings

Time range is a time period that the respective function will take an effect on, such as ACL. For example, the
administrator can configure the time-based ACL to allow users to surf the Internet on every Saturday and every
Sunday, meanwhile to deny users to surf the Internet on weekdays.

The user may enter up to 64 time range entries on the Switch.
To view the following window, click System Configuration > Time Range Settings as shown below:

Range Name | | (Max: 32 Characters)
Hours (HH MM S8) statTime[00 v|00 ~Joo v| EndTime[00 v]|oo v[oo v
Weekdays Mon [ Tue [ Wed [ Thu (] Fri[] sat[] sun ] Select All Days [

Total Entries: 1

Time Mon, Tue, Wed, Thu, Fri 08:30:00 18:00:00

EOE [ce]

Figure 2-26 Time Range Settings window

The fields that can be configured are described below:

Parameter Description

Range Name Enter a name of no more than 32 alphanumeric characters that will be used to identify
this time range on the Switch. This range name will be used in the Access Profile table
to identify the access profile and associated rule to be enabled during this time range.

Hours (HH MM SS) This parameter is used to set the time in the day that this time range is to be enabled
using the following parameters:

Start Time - Use this parameter to identify the starting time of the time range, in hours,
minutes and seconds, based on the 24-hour time system.

End Time - Use this parameter to identify the ending time of the time range, in hours,
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minutes and seconds, based on the 24-hour time system.

Weekdays Use the check boxes to select the corresponding days of the week that this time range
is to be enabled. Select the Select All Days check box to configure this time range for
every day of the week.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Time Settings

Users can configure the time settings for the Switch.
To view the following window, click System Configuration > Time Settings as shown below:

Set Current Time
Date (DD { MM [ YY) [25n212017 |

Time (HH: MM: SS) [16:12:58 |

Apply

Figure 2-27 Time Settings window

The fields that can be configured are described below:
Parameter Description

Date (DD /MM /YYYY) | Enter the current day, month, and year to update the system clock.

Time (HH:MM:SS) Enter the current time in hours, minutes, and seconds.

Click the Apply button to accept the changes made.

User Accounts Settings

The Switch allows the control of user privileges.
To view the following window, click System Configuration > User Accounts Settings as shown below:

Add User Accounts

Uerame [ ] Password ]
Access Rig Gonfim Password ]
Encrypfion v

Note: User Name should be less than 16 characters. Password should be less than 16 characters or 35 characters.

Total Entries: 1

Access Right Password Encryption
admin Admin admin Plain Text Edit Delete

Figure 2-28 User Accounts Settings window

To add a new user, type in a User Name and New Password and retype the same password in the Confirm New
Password field. Choose the level of privilege (Admin, Operator, Power User or User) from the Access Right drop-down
menu.

Management Operator Power User
Configuration Read/Write Read/Write— Read/Write— No
partly partly
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Network Monitoring Read/Write Read/Write Read-only Read-only
Community Strings and Trap Read/Write Read-only Read-only Read-only
Stations

Update Firmware and Configuration | Read/Write Read/Write No No

Files

System Utilities Read/Write Read-only Read-only Read-only
Factory Reset Read/Write No No No
Add/Update/Delete User Accounts Read/Write No No No

View User Accounts Read/Write No No No

The fields that can be configured are described below:

Parameter Description
User Name Enter a new user name for the Switch.
Password Enter a new password for the Switch.

Confirm Password | Re-type in a new password for the Switch.

Access Right Specify the access right for this user.

Encryption Specifies that encryption will be applied to this account. Option to choose from are Plain
Text, and SHA-1.

Click the Apply button to accept the changes made.

Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

/

NOTICE: In case of lost passwords or password corruption, please refer to Appendix A Password
Recovery Procedure which will guide you through the steps necessary to resolve this issue.

»
"\1 NOTE: The username and password should be less than 16 characters.

Command Logging Settings

This window is used to enable or disable the command logging settings.
To view this window, click System Configuration > Command Logging Settings as shown below:

Command Logging Settings
Command Logging State (O Enabled (@ Disabled

Apply

Figure 2-29 Command Logging Settings window

The fields that can be configured are described below:

Parameter Description

Command Logging State | Use the radio buttons to enable or disable the function.

Click the Apply button to accept the changes made.
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»
Y
\ NOTE: When the Switch is booting, no configuration commands will be logged.

‘&‘ NOTE: When the user uses AAA authentication to log in, the username should not be changed if the

user has used the Enable Admin function to replace its privilege.

Auto Backup Settings

This window is used to configure the auto-backup function.
To view this window, click System Configuration > Auto Backup Settings as shown below:

U0 Da e = ’

Auto Backup Global Settings
Auto Backup State (JEnabled (@ Disabled
Auto Backup Log State

®)Enabled ) Disabled

Auto Backup Trap State nabled () Disabled
Auto Backup Encryption (JEnabled (@) Disabled
Auto Backup File Template "DGS-3000_%d:-Fem:-%eY_%eH:- %!
Auto Backup Mode ®saveconig O TimePeriod O Al
Auto Backup Time Schedule (O Mone
® Interval min 1-525600)
O Periadic b W * (HH MM 5S)
Weekdays Mon Tue Wed Thu Fri Sat Sun Select All Days
Auto Backup Path Settings
(®) None
O TFTP TFTP Server P - (@ IPv4
OIpve
) Domain Name
Destination File :
OFTP FTP Server IP -
Username :
Password :
Tcp Port (1-65535):
Destination File :

Figure 2-30 Auto Backup Settings window

The fields that can be configured are described below:
Parameter Description

Auto Back State Click to enable or disable the auto-backup function.

Auto Backup Log State Click to enable or disable the log state of the auto-backup function.

Auto Backup Trap State Click to enable or disable the trap state of the auto-backup function.

Auto Backup Encryption | Click to enable or disable encrypting the FTP or RCP path when using the auto-
backup function to upload the running configuration via FTP or RCP.

Auto Backup File Enter the file template of the auto-backup function.

Template

Auto Backup Mode Select the auto-backup mode.
SaveConfig - Click to upload the running configuration file to the remote server when
it is saved.
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TimePeriod - Click to upload the running configuration file to the remote server
based on the time schedule configured in Auto Backup Time Schedule.

All - Click to upload the running configuration file to the remote server for both
events.

Auto Backup Time
Schedule

Enter the time schedule of the auto-backup function.
None - Click to have no time schedule.

Interval - Click to enter the time interval, in minutes, between uploading the running
configuration.

Periodic - Click to configure the specific time to upload the running configuration.
Use the drop-down menu to set the time in the day. Use the check boxes to select
the corresponding days of the week. Select the Select All Days check box for every
day of the week.

None Click to have no backup path.
TFTP Click to enter the information of the TFTP server.
TFTP Server IP IPv4 Click the radio button to enter the TFTP
server IP address used.
IPv6 Click the radio button to enter the TFTP
server |IPv6 address used.
Domain Name | Click the radio button to enter the TFTP
server domain name used.
Destination File | Enter the file name that will be stored in the TFTP server, e.qg.
autobackup.had.
FTP Click to enter the information of the FTP server.

FTP Server IP Enter the FTP Server IP Address used.

Username Enter the appropriate Username used.
Password Enter the appropriate Password used.
TCP Port Enter the TCP Port number used.

Destination File Enter the file name that will be stored in the FTP server, e.g.

autobackup.had.

Click the Apply button to accept the changes made for each individual section.
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Chapter 3

ARP

Gratuitous ARP

IPv6 Neighbor Settings
IP Interface
Management Settings
Session Table

Session Timeout
Single IP Management
SNMP Settings

Telnet Settings

Power Saving

D-Link Discovery Protocol
ZTP Settings

NTP Settings

Management

ARP

Static ARP Settings

The Address Resolution Protocol is a TCP/IP protocol that converts IP addresses into physical addresses. This table
allows network managers to view, define, modify, and delete ARP information for specific devices. Static entries can
be defined in the ARP table. When static entries are defined, a permanent entry is entered and is used to translate IP

addresses to MAC addresses.
To view the following window, click Management > ARP > Static ARP Settings as shown below:

Global Settings
ARP Aging Time (D-85535)

[20 | min

Add Static ARP Entry

IP Address MAC Address [

Total Entries: 3

Interface Name IP Address MAC Address. Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.90.90.90 00-01-02-03-04-00 Local

System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast

Apply

Apply
Delete All

Figure 3-1 Static ARP Settings window

The fields that can be configured are described below:

Parameter Description

ARP Aging Time (0-65535) | The ARP entry age-out time, in minutes. The default is 20 minutes.

IP Address The IP address of the ARP entry.

MAC Address The MAC address of the ARP entry.

Click the Apply button to accept the changes made for each individual section.
Click the Delete All button to remove all the entries listed.

Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.
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ARP Table

Users can display current ARP entries on the Switch.
To view the following window, click Management > ARP > ARP Table as shown below:

ARDP 2 hle

intrface Name[ ] T — MAC Aderess ]

| Show Static || Clear All |

Total Entries: 4

Interface Name IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF LocalfBroadcast
System 10.90.90.5 00-23-7TD-BC-2E-18 Dynamic
System 10.90.90.90 00-01-02-03-04-00 Lecal

System 10.255.255.255 FF-FF-FF-FF-FF-FF LocallBroadeast

1] 1 [IENY

Figure 3-2 ARP Table window

The fields that can be configured are described below:

Parameter Description

Interface Name Enter the Interface name used.
IP Address Enter the IP Address used.
MAC Address Enter the MAC Address used.

Click the Find button to locate a specific entry based on the information entered.

Click the Show Static button to display only the static entries in the display table.

Click the Clear All button to remove all the entries listed in the table.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Gratuitous ARP

Gratuitous ARP Global Settings

The user can enable or disable the gratuitous ARP global settings here.

To view the following window, click Management > Gratuitous ARP > Gratuitous ARP Global Settings as shown
below:

Send On IP Interface Status Up (@ Enabled () Disabled
Send On Duplicate IP Detected (® Enabled ) Disabled
Gratuitous ARP Leamning (@ Enabled ) Disabled

Apply

Figure 3-3 Gratuitous ARP Global Settings Window

The fields that can be configured are described below:

Parameter Description

Send On IP Interface The command is used to enable/disable the sending of gratuitous ARP request packets
Status Up while the IPIF interface comes up. This is used to automatically announce the
interface’s IP address to other nodes. By default, the state is Enabled, and only one
gratuitous ARP packet will be broadcast.

Send On Duplicate IP The command is used to enable/disable the sending of gratuitous ARP request packet
Detected while a duplicate IP is detected. By default, the state is Enabled. For this command, the
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duplicate IP detected means that the system received an ARP request packet that is
sent by an IP address that match the system’s own IP address. In this case, the system
knows that somebody out there uses an IP address that is conflict with the system. In
order to reclaim the correct host of this IP address, the system can send out the
gratuitous ARP request packets for this duplicate IP address.

Gratuitous ARP Normally, the system will only learn the ARP reply packet or a normal ARP request
Learning packet that asks for the MAC address that corresponds to the system'’s IP address. The
command is used to enable/disable learning of ARP entry in ARP cache based on the
received gratuitous ARP packet. The gratuitous ARP packet is sent by a source IP
address that is identical to the IP that the packet is queries for. By default, the state is
Enabled.

Click the Apply button to accept the changes made.

o NOTE: With the gratuitous ARP learning, the system will not learn new entry but only do the update on
\ the ARP table based on the received gratuitous ARP packet.

Gratuitous ARP Settings

The user can configure the IP interface’s gratuitous ARP parameter.
To view the following window, click Management > Gratuitous ARP > Gratuitous ARP Settings as shown below:

Gratuitous ARP Trap/Log

Trap Log Interface Nams

| =

Gratuitous ARP Periodical Send Interval

Interface Name Interval Time (0-65535)

[ | [ |

Total Entries: 1

Interface Name Gratuitous ARP Trap Gratuitous ARP Log Gratuitous ARP Periodical Send Interval

System Disabled Enabled 0

Figure 3-4 Gratuitous ARP Settings window
The fields that can be configured are described below:

Parameter Description

Trap Use the drop-down menu to enable or disable the trap option. By default the trap is
disabled.

Log Use the drop-down menu to enable or disable the logging option. By default the event
log is enabled.

Interface Name Enter the interface name of the Layer 3 interface. Select All to enable or disable
gratuitous ARP trap or log on all interfaces.

Interval Time (0-65535) | Enter the periodically send gratuitous ARP interval time in seconds. 0 means that
gratuitous ARP request will not be sent periodically. By default the interval time is 0.

Click the Apply button to accept the changes made for each individual section.

IPv6 Neighbor Settings

The user can configure the Switch’s IPv6 neighbor settings. The Switch’s current IPv6 neighbor settings will be
displayed in the table at the bottom of this window.

To view the following window, click Management > IPv6 Neighbor Settings as shown below:
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~vVo Nelgnoo = .’

interace Name ]
Neighbor IPv6 Address ]
Link Layer MAC Address [ ] Add
Interface Name L ] &
State Al v Find [ clear |
Total Entries: 1
Meighbor Link Layer Address Interface Mame State Port viD
3710:2 00-11-22-33-44-55 System T NA 1

L1 1 (I EY

State: (I) means Incomplete state. (R) means Reachable state. (S) means Stale siaie.
(D) means Delay state. (P) means Probe state. (T) means Static state.

Figure 3-5 IPv6 Neighbor Settings window

The fields that can be configured are described below:
Parameter Description

Interface Name

Enter the interface name of the IPv6 neighbor.

Neighbor IPv6 Address

Enter the neighbor IPv6 address.

Link Layer MAC Address

Enter the link layer MAC address.

Interface Name

Enter the name of the IPv6 neighbor. Select the All check box to search for all current

interfaces on the Switch.

State Use the drop-down menu to select All, Address, Static, or Dynamic. When the user
selects address from the drop-down menu, the user will be able to enter an IP

address in the space provided next to the state option.

Click the Add button to add a new entry based on the information entered.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear all the information entered in the fields.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IP Interface

System IP Address Settings

The IP address may initially be set using the console interface prior to connecting to it through the Ethernet. The Web
manager will display the Switch’s current IP settings.
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sf\‘ NOTE: The Switch’s factory default IP address is 10.90.90.90 with a subnet mask of 255.0.0.0 and a

default gateway of 0.0.0.0.

To view the following window, click Management > IP Interface > System IP Address Settings as shown below:

(®) Static O DHCP CBooTP
Interface Name [ |
Management VLAN Name [gefauit |
Interface Admin State | Enabled v|
IP Address [10_][eo |[eo |
Subnet Mask s5s [0 |p o ]
catoway o e

Figure 3-6 System IP Address Settings window

The fields that can be configured are described below:
Parameter Description

Static Allow the entry of an IP address, subnet mask, and a default gateway for the Switch.
These fields should be of the form xxx.xxx.xxx.xxx, where each xxx is a number
(represented in decimal form) between 0 and 255. This address should be a unique
address on the network assigned for use by the network administrator.

DHCP The Switch will send out a DHCP broadcast request when it is powered up. The DHCP
protocol allows IP addresses, network masks, and default gateways to be assigned by a
DHCP server. If this option is set, the Switch will first look for a DHCP server to provide
it with this information before using the default or previously entered settings.

BOOTP The Switch will send out a BOOTP broadcast request when it is powered up. The
BOOTP protocol allows IP addresses, network masks, and default gateways to be
assigned by a central BOOTP server. If this option is set, the Switch will first look for a
BOOTP server to provide it with this information before using the default or previously
entered settings.

The following table will describe the fields that are about the System Interface.

Parameter Description

Interface Name Display the System interface name.

Management VLAN This allows the entry of a VLAN name from which a management station will be allowed
Name to manage the Switch using TCP/IP (in-band via Web manager or Telnet). Management

stations that are on VLANs other than the one entered here will not be able to manage
the Switch in-band unless their IP addresses are entered in the Trusted Host window
(Security > Trusted Host). If VLANs have not yet been configured for the Switch, the
default VLAN contains all of the Switch’s ports. There are no entries in the Trusted Host
table, by default, so any management station that can connect to the Switch can access
the Switch until a management VLAN is specified or Management Station IP addresses
are assigned.

Interface Admin State | Use the drop-down menu to enable or disable the configuration on this interface. If the
state is disabled, the IP interface cannot be accessed.

IP Address This field allows the entry of an IPv4 address to be assigned to this IP interface.

Subnet Mask A Bitmask that determines the extent of the subnet that the Switch is on. Should be of
the form xxx.xxx.xxx.xxx, where each xxx is a number (represented in decimal) between
0 and 255. The value should be 255.0.0.0 for a Class A network, 255.255.0.0 for a
Class B network, and 255.255.255.0 for a Class C network, but custom subnet masks
are allowed.
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Gateway IP address that determines where packets with a destination address outside the
current subnet should be sent. This is usually the address of a router or a host acting as
an IP gateway. If your network is not part of an intranet, or you do not want the Switch
to be accessible outside your local network, you can leave this field unchanged.

Click the Apply button to accept the changes made.

Interface Settings

Users can display the Switch’s current IP interface settings.
To view the following window, click Management > IP Interface > Interface Settings as shown below:

Interface Name 1

| Add | peletean |

Total Entries: 1
Interface Name VLAN Name Interface Admin State Link State
System default Enablad Link Up IPv4 Edit IPvE Edit

Figure 3-7 Interface Settings window

The fields that can be configured are described below:

Parameter Description

Interface Name Enter the name of the IP interface to search for.

Click the Find button to locate a specific entry based on the information entered.
Click the Add button to add a new entry based on the information entered.

Click the Delete All button to remove all the entries listed.

Click the IPv4 Edit button to edit the IPv4 settings for the specific entry.

Click the IPv6 Edit button to edit the IPv6 settings for the specific entry.

Click the Delete button to remove the specific entry.

'Y
.
\ NOTE: To create IPv6 interfaces, the user has to create an IPv4 interface then edit it to IPv6.

Click the Add button to see the following window.

=AW J erface = .

Interface Name |:| (Max: 12 characters)
IPv4 Address [ leg:17218211.10)
Subnet Mask [ lteg: 265255255254 0r 0-32)
WLAN Mame |:| (Max: 32 characters)

Interface Admin State Enabled e

<<Back || Apply

Figure 3-8 IPv4 Interface Settings window

The fields that can be configured are described below:
Parameter Description

Interface Name Enter the name of the IP interface being created.
IPv4 Address Enter the IPv4 address used.

Subnet Mask Enter the IPv4 subnet mask used.

VLAN Name Enter the VLAN Name used.
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Interface Admin State

Use the drop-down menu to enable or disable the Interface Admin State.

Click the Apply button to accept the changes made.
Click the <<Back button to discard the changes made and return to the previous page.

Click the IPv4 Edit button to see the following window.

IP MTU (512-1712)

Get IP From

Interface Name

IPv4 Address

Subnet Mask

VLAN Name

IPv4 State

Interface Admin State
DHCP Option12 State
DHCP Option12 Host Name
TCP Path MTU Discovery
TCP Path MTU Age Timer

[System ]

(e.0.: 172.18.211.10)

{e.0.: 255.255 255 254 or 0-32)
|:| (Max: 63 characters)

{1-30 minutes)

Apply

[ infinite

= <Back || Apply

Figure 3-9 IPv4 Interface Settings — Edit window

The fields that can be configured are described below:
Parameter Description

IP MTU (512-1712)

Enter the IP Maximum Transmission Unit (MTU) of an interface.

Get IP From

Use the drop-down menu to specify the method that this Interface uses to acquire an IP
address.

Interface Name

Enter the name of the IP interface being configured.

IPv4 Address Enter the IPv4 address used.

Subnet Mask Enter the IPv4 subnet mask used.

VLAN Name Enter the VLAN Name used.

IPv4 State Use the drop-down menu to enable or disable IPv4 State.

Interface Admin State

Use the drop-down menu to enable or disable the Interface Admin State.

DHCP Option 12 State

Use the drop-down menu to enable or disable insertion of option 12 in the
DHCPDISCOVER and DHCPREQUEST message.

DHCP Option 12 Host
Name

Enter the host name to be inserted in the DHCPDISCOVER and DHCPREQUEST
message.

TCP Path MTU
Discovery

Use the drop-down menu to enable or disable TCP Path MTU discovery.

TCP Path MTU Age
Timer

Enter the aging time for TCP Path MTU discovery. Select the Infinite check box to set
this value to have no aging time.

Click the Apply button to accept the changes made.
Click the <<Back button to discard the changes made and return to the previous page.

Click the IPv6 Edit button to see the following window.
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=Ly~ arface = ]

IPvG Interface Settings

Interface Name System IPvG State Enabled W

Interface Admin State Enabled v IPVE Network Address (e.0.: 3710:1/64) ]

DHCPVE Client Disabled
NS Retransmit Time Settings

NS Retransmit Time (0-4204967295) b ms
Automatic Link Local State Settings

Automatic Link Local Address Disabled W
View All IPv6 Address

Figure 3-10 IPv6 Interface Settings window

The fields that can be configured or displayed are described below:
Parameter Description

Interface Name Display the IPv6 interface name.
IPv6 State Use the drop-down menu to enable or disable IPv6 State.
Interface Admin State Use the drop-down menu to enable or disable the Interface Admin State.

IPv6 Network Address Enter the IPv6 global or link-local address.

DHCPv6 Client Use the drop-down menu to enable or disable DHCPV6 client.

NS Retransmit Time (0- | Enter the Neighbor solicitation’s retransmit timer in milliseconds here. It has the same
4294967295) value as the RA retransmit time in the config ipv6 nd ra command. If this field is
configured, it will duplicate the entry into the RA field.

Automatic Link Local Select to enable or disable the Automatic Link Local Address.
Address

Click the Apply button to accept the changes made for each individual section.
Click the <<Back button to discard the changes made and return to the previous page.
Click the View All IPv6 Address link to view all the current IPv6 address.

Click the View All IPv6 Address link to see the following window.

<=Back Total Entries: 0
Address Type |Pv6 Address

Figure 3-11 IPv6 Interface Settings window

Click the <<Back button to return to the previous page.

Management Settings

Users can stop the scrolling of multiple pages beyond the limits of the console when using the Command Line
Interface.

This window is also used to enable the DHCP auto-configuration and auto-image feature on the Switch. When auto-
configuration or auto-image is enabled, the Switch is instructed to receive a configuration/image file from a TFTP
server, which will set the Switch to become a DHCP client automatically during the boot-up process. To employ this
method, the DHCP server must be set up to deliver the TFTP server IP address and configuration/image file name
information in the DHCP reply packet. The TFTP server must be up and running and hold the necessary
configuration/image file stored in its base directory when the request is received from the Switch. After the image file
was downloaded, the Switch will reboot.
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For more information about loading a configuration file for use by a client, refer to the DHCP server and/or TFTP
server software instructions. The user may also refer to Save and Tools > Upload Log File.

If the Switch is unable to complete the DHCP auto configuration, the previously saved configuration file present in the
Switch’s memory will be used.

Users can also configure Password Encryption on the Switch.

To view the following window, click Management > Management Settings as shown below:

viallalde |2 — ¥

CLI Paging Settings

CLI Paging State ®) Enabled () Disabled
DHCP Auto Configuration Settings
DHCP Auto Configuration State () Enabled (™ Disabled
Autoconfig Timeout {1-65535) [50 | sec
DHCP Auto Image Settings
DHCP Auto Image State () Enabled (@ Disabled
Autoimage Timeout (1-65535) |50 | sec
Password Encryption Settings
Password Encryption State (JEnabled (@ Disabled
Password Recovery Settings
Running Configuration ® Enabled (O Disabled
NV-RAM Configuration Enabled
Figure 3-12 Management Settings window
The fields that can be configured are described below:
Parameter Description
CLI Paging State Command Line Interface paging stops each page at the end of the console. This allows

you to stop the scrolling of multiple pages of text beyond the limits of the console. CLI
Paging is Enabled by default. To disable it, click the Disabled radio button.

DHCP Auto Click to enable or disable the Switch’s DHCP auto configuration feature. When enabled,
Configuration State the Switch is instructed to receive a configuration file from a TFTP server, which will set
the Switch to become a DHCP client automatically on boot-up. To employ this method,
the DHCP server must be set up to deliver the TFTP server IP address and
configuration file name information in the DHCP reply packet. The TFTP server must be
up and running and hold the necessary configuration file stored in its base directory
when the request is received from the Switch.

Autoconfig Timeout Enter a time between 1 and 65535 for the auto-configuration timeout.

(1-65535)

DHCP Auto Image Click to enable or disable enable the auto-image function. When enabled, the Switch
State automatically upgrades the firmware during the next boot-up process.

Autoimage Timeout Enter the timeout value to get the image file through the network. If the image file
(1-65535) cannot be received by the time, the auto-image function will be stopped and the current

image file will be used.

Password Encryption Password encryption will encrypt the password configuration in configuration files.
State Password encryption is Disabled by default. To enable password encryption, click the
Enabled radio button.

Running Under the Password Recovery option, the running configuration can be enabled or
Configuration disable. Being enabled, will allow the user to perform a password recovery of the
running configuration.

Click the Apply button to accept the changes made.
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Session Table

Users can display the management sessions since the Switch was last rebooted.
To view the following window, click Management > Session Table as shown below:

ID Live Time From Level Name
8

01:38:02.40 Serial Port login Anonymous

Figure 3-13 Session Table window

Click the Refresh button to refresh the display table so that new entries will appear.

Session Timeout

This window is used to configure the timout value to close specified sessions that is established for logging into
another device.

To view the following window, click Management > Session Timout as shown below:

Console Qutgeing Session Timeout (0-1439) |0 | min Default
Telnet Qutgoing Session Timeout (0-1439) |0 | min Default
SSH Outgoing Session Timeout (0-1439) |0 | min Default

Figure 3-14 Session Timeout window

The fields that can be configured are described below:

Parameter Description

Console Outgoing Clear the Default check box and enter the timeout value for the console outgoing
Session Timeout (0- session. Select the Default check box to use the default timeout value for the console
1439) outgoing session.

Telnet Outgoing Clear the Default check box and enter the timeout value for the Telnet outgoing
Session Timeout (0- session. Select the Default check box to use the default timeout value for the Telnet
1439) outgoing session.

SSH Outgoing Clear the Default check box and enter the timeout value for the SSH outgoing session.
Session Timeout (0- Select the Default check box to use the default timeout value for the SSH outgoing
1439) session.

Click the Apply button to accept the changes made.

Single IP Management
D-Link Single IP Management is a concept that will stack switches together over Ethernet instead of using stacking
ports or modules. There are some advantages in implementing the “Single IP Management” feature:

e SIM can simplify management of small workgroups or wiring closets while scaling the network to handle
increased bandwidth demand.

e SIM can reduce the number of IP address needed in your network.

e SIM can eliminate any specialized cables for stacking connectivity and remove the distance barriers that
typically limit your topology options when using other stacking technology.

Switches using D-Link Single IP Management (labeled here as SIM) must conform to the following rules:
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SIM is an optional feature on the Switch and can easily be enabled or disabled through the Command Line
Interface or Web Interface. SIM grouping has no effect on the normal operation of the Switch in the user’s
network.

There are three classifications for switches using SIM. The Commander Switch (CS), which is the master
switch of the group, Member Switch (MS), which is a switch that is recognized by the CS a member of a SIM
group, and a Candidate Switch (CaS), which is a Switch that has a physical link to the SIM group but has not
been recognized by the CS as a member of the SIM group.

A SIM group can only have one Commander Switch (CS).
A SIM group accepts up to 32 switches (numbered 1-32), not including the Commander Switch (numbered 0).
Members of a SIM group cannot cross a router.

There is no limit to the number of SIM groups in the same IP subnet (broadcast domain); however a single
switch can only belong to one group.

If multiple VLANSs are configured, the SIM group will only utilize the default VLAN on any switch.

SIM allows intermediate devices that do not support SIM. This enables the user to manage switches that are
more than one hop away from the CS.

The SIM group is a group of switches that are managed as a single entity. The Switch may take on three different

roles:

1.

Commander Switch (CS) — This is a switch that has been manually configured as the controlling device for a
group, and takes on the following characteristics:

e Ithas an IP Address.
e Itis not a command switch or member switch of another Single IP group.
¢ Itis connected to the member switches through its management VLAN.

Member Switch (MS) — This is a switch that has joined a single IP group and is accessible from the CS, and
it takes on the following characteristics:

e Itis nota CS or MS of another IP group.
e Itis connected to the CS through the CS management VLAN.

Candidate Switch (CaS) — This is a switch that is ready to join a SIM group but is not yet a member of the
SIM group. The Candidate Switch may join the SIM group of the Switch by manually configuring it to be a MS
of a SIM group. A switch configured as a CaS is not a member of a SIM group and will take on the following
characteristics:

e ltis nota CS or MS of another Single IP group.
e ltis connected to the CS through the CS management VLAN

The following rules also apply to the above roles:

1.
2.

3.
4.

5.
6.

Each device begins in a Candidate state.

CSs must change their role to CaS and then to MS, to become a MS of a SIM group. Thus, the CS cannot
directly be converted to a MS.

The user can manually configure a CS to become a Cas.
A MS can become a Cas by:
e Being configured as a CasS through the CS.
e If report packets from the CS to the MS time out.
The user can manually configure a CaS to become a CS
The CaS can be configured through the CS to become a MS.

After configuring one switch to operate as the CS of a SIM group, additional DGS-3000 Series switches may join the
group by manually configuring the Switch to be a MS. The CS will then serve as the in band entry point for access to
the MS. The CS’s IP address will become the path to all MS’s of the group and the CS’s Administrator's password,
and/or authentication will control access to all MS’s of the SIM group.

With SIM enabled, the applications in the CS will redirect the packet instead of executing the packets. The
applications will decode the packet from the administrator, modify some data, and then send it to the MS. After
execution, the CS may receive a response packet from the MS, which it will encode and send it back to the
administrator.

44



DGS-3000 Series Gigabit Ethernet Switch Web Ul Reference Guide

When a CaS becomes a MS, it automatically becomes a member of the first SNMP community (includes read/write
and read only) to which the CS belongs. However, if a MS has its own IP address, it can belong to SNMP
communities to which other switches in the group, including the CS, do not belong.

Upgrade to v1.61

To better improve SIM management, the DGS-3000 Series switches have been upgraded to version 1.61 in this
release. Many improvements have been made, including:

a. The Commander Switch (CS) now has the capability

to automatically rediscover member switches that
have left the SIM group, either through a reboot or
web malfunction. This feature is accomplished defaultfl 0-27-003

through the use of Discover packets and
Maintenance packets that previously set SIM
members will emit after a reboot. Once a MS has had
its MAC address and password saved to the CS’s
database, if a reboot occurs in the MS, the CS will
keep this MS information in its database and when a
MS has been rediscovered, it will add the MS back
into the SIM tree automatically. No configuration will
be necessary to rediscover these switches.

There are some instances where pre-saved MS switches @
cannot be rediscovered. For example, if the Switch is still

powered down, if it has become the member of another group, fdefault:358-29-00)
or if it has been configured to be a Commander Switch, the

rediscovery process cannot occur.

Port Speed : 2 x Gigabit-Full

b. The topology map now includes new features for connections that are a member of a port trunking group. It
will display the speed and number of Ethernet connections creating this port trunk group, as shown in the
adjacent picture.

c. This version will support switch upload and downloads for firmware, configuration files and log files, as follows:
e Firmware — The switch now supports MS firmware downloads from a TFTP server.

e Configuration Files — This switch now supports downloading and uploading of configuration files both to
(for configuration restoration) and from (for configuration backup) MS'’s, using a TFTP server.

e Log - The Switch now supports uploading MS log files to a TFTP server.

d. The user may zoom in and zoom out when utilizing the topology window to get a better, more defined view of
the configurations.

Single IP Settings

The Switch is set as a Candidate (CaS) as the factory default configuration and Single IP Management is disabled.
To view the following window, click Management > Single IP Management > Single IP Settings as shown below:

SIM State
Trap State
Role State
Group Name 1
Discovery Interval (20 - 90) sec
Hold Time Count (100-255) sec

Figure 3-15 Single IP Settings window

The fields that can be configured are described below:

Parameter Description

SIM State Use the drop-down menu to either enable or disable the SIM state on the Switch. Disabled
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will render all SIM functions on the Switch inoperable.

Trap State

Use the drop-down menu to enable or disable sending the trap.

Role State

Use the drop-down menu to change the SIM role of the Switch. The two choices are:
Candidate — A Candidate Switch (CaS) is not the member of a SIM group but is connected to
a Commander Switch. This is the default setting for the SIM role of the Switch.

Commander — Choosing this parameter will make the Switch a Commander Switch (CS).

The user may join other switches to this Switch, over Ethernet, to be part of its SIM group.
Choosing this option will also enable the Switch to be configured for SIM.

Group Name

Enter a Group Name in this textbox. This is optional, and only available when SIM State is
Enabled and Role State is Candidate. This name is used to segment switches into different
SIM groups.

Discovery Interval
(30-90)

The user may set the discovery protocol interval, in seconds that the Switch will send out
discovery packets. Returning information to a Commander Switch will include information
about other switches connected to it. (Ex. MS, CaS). The user may set the Discovery Interval
from 30 to 90 seconds. The default value is 30 seconds.

Hold Time Count
(100-255)

This parameter may be set for the time, in seconds; the Switch will hold information sent to it
from other switches, utilizing the Discovery Interval. The user may set the hold time from 100
to 255 seconds. The default value is 100 seconds.

Click the Apply button to accept the changes made.

After enabling the Switch to be a Commander Switch (CS), the Single IP Management folder will then contain four
added links to aid the user in configuring SIM through the web, including Topology, Firmware Upgrade,
Configuration Backup/Restore and Upload Log File.

Topology

This window will be used to configure and manage the Switch within the SIM group and requires Java script to
function properly on your computer.

The Java Runtime Environment on your server should initiate and lead you to the Topology window, as seen below.
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File Group Device View Help

¥ (default15-10-00)

@ (default-15-10-0{ -

<] 1 [T+

:1’ Data |

Device name

Local port

Speed

Remote port

Mac Address

Model name

(default:15-10-00)

F0-7D-68-15-10-00

DGS-3000-28XMP L2 5.

[Update data OK!

The Topology window holds the following information on the Data tab:

Figure 3-16 Single IP Management window - Tree View

Parameter Description

Device Name

This field will display the Device Name of the switches in the SIM group configured by the
user. If no device is configured by the name, it will be given the name default and tagged with
the last six digits of the MAC Address to identify it.

Local Port Displays the number of the physical port on the CS that the MS or CaS is connected to. The
CS will have no entry in this field.
Speed Displays the connection speed between the CS and the MS or CasS.

Remote Port

Displays the number of the physical port on the MS or CaS to which the CS is connected. The
CS will have no entry in this field.

MAC Address

Displays the MAC Address of the corresponding Switch.

Model Name

Displays the full Model Name of the corresponding Switch.

To view the Topology View window, open the View drop-down menu in the toolbar and then click Topology, which
will open the following Topology Map. This window will refresh itself periodically (20 seconds by default).
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£ Topology: Cluster 1
View

4

(defaulffe-as5-b)

s -,

Intrane Intranet

5 B v @ @

(default:01-01-00) (default33-13-00) (default]l 0-24-04) 3625_151 (default:58-83-01)

(default10-24-05)

| [
|Java Applet Window

e s

e

Figure 3-17 Topology view

This window will display how the devices within the Single IP Management Group connect to other groups and
devices. Possible icons on this window are as follows:

Description

Group @ Layer 3 member switch

Layer 2 commander switch @ Member switch of other group
Layer 3 commander switch @ Layer 2 candidate switch
Commander switch of other group @ Layer 3 candidate switch
Layer 2 member switch. Unknown device

Non-SIM devices

Tool Tips

In the Topology view window, the mouse plays an important role in configuration and in viewing device information.
Setting the mouse cursor over a specific device in the topology window (tool tip) will display the same information
about a specific device as the Tree view does. See the window below for an example.
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(default{15-10-00)

Wame :{defanlt:15-10-00}

Ilodel : DG35-3000-28XWP L2 Switch
WA FD-TD-62-15-10-00

Local Port : -

Rerote Port : -

Port Speed : -

(default:15-10-00)

Figure 3-18 Device Information Utilizing the Tool Tip

Setting the mouse cursor over a line between two devices will display the connection speed between the two devices,
as shown below:

(defaultfaa-00-01)

Q/ N Port Speeed : 100-Ful
~r

(defaultg00-03) @u;-on

(default @-02) [ @03-04-00)
Q/ﬂaull 4@ 0) (@I 35-26-01)

defaul 31'.@9 I @u 35-26-02
(defaultdd-00-04) (defau ) )

(default 35% @ J1E26-50-95)
(default35-76-8%) @ nfault35-26-00)

(defaulf 3526 3i£00:35-26)

Figure 3-19 Port Speed Utilizing the Tool Tip
Right-Click

Right-clicking on a device will allow the user to perform various functions, depending on the role of the Switch in the
SIM group and the icon associated with it.

Group Icon

(default
d T rapeny (defauitd EXpand

Property
(defaultj3s-26-a0)

Figure 3-20 Right-Clicking a Group Icon
The following options may appear for the user to configure:

49



DGS-3000 Series Gigabit Ethernet Switch Web Ul Reference Guide

e Collapse — To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detalil.
e Property — To pop up a window to display the group information.

rgl Property [-Lh,l1

Device Name - |[default:1C—FEl—EB}

Module Mame - |DGS—SDDD—52}{ L2 Switch

Mac Address : |1C-5F-2B-1C-FB-E8

Remote Pot Mo : |5
Local Port Mo : |1
FPort Speed: |Gigabit-Full

Close |

Figure 3-21 Property window

Parameter Description

Device Name

This field will display the Device Name of the switches in the SIM group configured by the
user. If no Device Name is configured by the name, it will be given the name default and
tagged with the last six digits of the MAC Address to identify it.

Module Name

Displays the full module name of the switch that was right-clicked.

MAC Address

Displays the MAC Address of the corresponding Switch.

Remote Port No

Displays the number of the physical port on the MS or CaS that the CS is connected to. The
CS will have no entry in this field.

Local Port No

Displays the number of the physical port on the CS that the MS or CaS is connected to. The
CS will have no entry in this field.

Port Speed

Displays the connection speed between the CS and the MS or CaS

Click the Close button to close the property window.

Commander Switch Icon

(default%BS—ZE—aD) (defaultiSS-EE-aEl)
% Expand

{defaultj3g Collapse (default)3
Property

Property

Figure 3-22 Right-clicking a Commander Icon

The following options may appear for the user to configure:
e Collapse — To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detalil.
e Property — To pop up a window to display the group information.

Member Switch Icon
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\@‘. — \@‘ Collapse
- Expand

(default4 {default:d4]
Remove from group Remove from group

Configure Configure [

Property Property

Figure 3-23 Right-clicking a Member icon

The following options may appear for the user to configure:
e Collapse — To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detail.
e Remove from group — Remove a member from a group.
e Configure — Launch the web management to configure the Switch.
e Property — To pop up a window to display the device information.

Candidate Switch Icon

@Eﬂmﬂd— @ Collapse

{default: (default:4
Add to group

Property Property

Add to group

Figure 3-24 Right-clicking a Candidate icon
The following options may appear for the user to configure:
e Collapse — To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detalil.

e Add to group — Add a candidate to a group. Clicking this option will reveal the following dialog box for the
user to enter a password for authentication from the Candidate Switch before being added to the SIM
group. Click OK to enter the password or Cancel to exit the dialog box.

Input password l&

Password ||

OK Cancel

Figure 3-25 Input password window
e Property — To pop up a window to display the device information.

Menu Bar
The Single IP Management window contains a menu bar for device configurations, as seen below.

|File Group Device View Help |

Figure 3-26 Menu Bar of the Topology View

File

e Print Setup — Will view the image to be printed.

e Print Topology — Will print the topology map.

o Preference — Will set display properties, such as polling interval, and the views to open at SIM startup.
Group
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Add to group — Add a candidate to a group. Clicking this option will reveal the following dialog box for the
user to enter a password for authentication from the Candidate Switch before being added to the SIM
group. Click OK to enter the password or Cancel to exit the dialog box.

Input password lﬁ

Password ||

OK Cancel

Figure 3-27 Input password window
e Remove from Group — Remove an MS from the group.

Device
e Configure — Will open the Web manager for the specific device.

View
e Refresh — Update the views with the latest status.
e Topology — Display the Topology view.
Help
1. About — Will display the SIM information, including the current SIM version.

About P

Single IP Management

v1.61

Copyright (c) 2010 D-Link Corporation
Release Date : 2005/07/14

Ok

Figure 3-28 About window

Firmware Upgrade
This screen is used to upgrade the firmware from the Commander Switch to the Member Switch. Member Switches

will be listed in the table.
To view the following window, click Management > Single IP Management > Firmware Upgrade as shown below:

(® Server IP Address ©
() Server IPv6 Address -

Interface Name :

Path \ Filename :

Total Entries: 1
D Port MAC Address Model Name Firmware Version
[ ] 1 Hi 1C-5F-2B-1C-FB-E8 DGS-3000-52X L2 Switch 4.00.012

Figure 3-29 Firmware Upgrade window

The fields that can be configured are described below:
Parameter Description

Server IP Address Enter the IP address of the TFTP server.

Server IPv6 Address Enter the IPv6 address of the TFTP server.
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Interface Name Enter the IP interface name here if the IPv6 address is a link-local address.

Path \ Filename Enter the file path of the firmware file.

Select the corresponding check box of the member switch in the table or click Select All to select all member switches.
Click Download to initiate the file transfer.

Configuration File Backup/Restore

This screen is used to backup/restore configuration files to/from the Commander Switch from/to the Member Switch,
using a TFTP server.

To view the following window, click Management > Single IP Management > Configuration File Backup/Restore
as shown below:

(®) Server IP Address [ |
(O Server IPv6 Address - [ |
Interface Name :
Path \ Filename : | Restore || Backup |

Total Entries: 1

1D Port MAC Address Model Name Firmware Version
[ ] 1 5 1C-5F-2B-1C-FB-E8 DGS-3000-52X L2 Switch 4.00.012

Figure 3-30 Configuration File Backup/Restore window

The fields that can be configured are described below:

Parameter Description

Server IP Address Enter the IP address of the TFTP server.

Server IPv6 Address Enter the IPv6 address of the TFTP server.

Interface Name Enter the IP interface name here if the IPv6 address is a link-local address.

Path \ Filename Enter the file path of the configuration file.

Select the corresponding check box of the member switch in the table or click Select All to select all member switches.
Click Backup to back up the configuration file to a TFTP server.

Upload Log File

The following window is used to upload log files from SIM member switches to a specified PC.
To view the following window, click Management > Single IP Management > Upload Log File as shown below:

(®) Server IP Address [ |
() Server IPvE Address -
Interface Name :

Path \ Filename :
Total Entries: 1

[ Port MAC Address Model Name Firmware Version

[ ] 1 5 1C-5F-2B-1C-FB-E3 DGS-3000-52X L2 Switch 4.00.012

Figure 3-31 Upload Log File window

The fields that can be configured are described below:

Parameter Description

Server IP Address Enter the IP address of the TFTP server.
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Server IPv6 Address Enter the IPv6 address of the TFTP server.

Interface Name Enter the IP interface name here if the |IPv6 address is a link-local address.

Path \ Filename Enter the file path of the local PC to save the log file.

Select the corresponding check box of the member switch in the table or click Select All to select all member switches.
Click Upload to initiate the file transfer.

SNMP Settings

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed specifically for
managing and monitoring network devices. SNMP enables network management stations to read and modify the
settings of gateways, routers, switches, and other network devices. Use SNMP to configure system features for proper
operation, monitor performance and detect potential problems in the Switch, switch group or network.

Managed devices that support SNMP include software (referred to as an agent), which runs locally on the device. A
defined set of variables (managed objects) is maintained by the SNMP agent and used to manage the device. These
objects are defined in a Management Information Base (MIB), which provides a standard presentation of the
information controlled by the on-board SNMP agent. SNMP defines both the format of the MIB specifications and the
protocol used to access this information over the network.

The Switch supports SNMPv1, SNMPv2c, and SNMPv3. The three versions of SNMP vary in the level of security
provided between the management station and the network device.

In SNMPv1 and SNMPv2c, user authentication is accomplished using ‘community strings’, which function like
passwords. The remote user SNMP application and the Switch SNMP must use the same community string. SNMP
packets from any station that has not been authenticated are ignored (dropped).

The default community strings for the Switch used for SNMPv1 and SNMPv2c management access are:
2. public — Allows authorized management stations to retrieve MIB objects.
3. private — Allows authorized management stations to retrieve and modify MIB objects.

SNMPv3 uses a more sophisticated authentication process that is separated into two parts. The first part is to
maintain a list of users and their attributes that are allowed to act as SNMP managers. The second part describes
what each user on that list can do as an SNMP manager.

The Switch allows groups of users to be listed and configured with a shared set of privileges. The SNMP version may
also be set for a listed group of SNMP managers. Thus, you may create a group of SNMP managers that are allowed
to view read-only information or receive traps using SNMPv1 while assigning a higher level of security to another
group, granting read/write privileges using SNMPv3.

Using SNMPv3 individual users or groups of SNMP managers can be allowed to perform or be restricted from
performing specific SNMP management functions. The functions allowed or restricted are defined using the Object
Identifier (OID) associated with a specific MIB. An additional layer of security is available for SNMPV3 in that SNMP
messages may be encrypted. To read more about how to configure SNMPv3 settings for the Switch read the next
section.

Traps

Traps are messages that alert network personnel of events that occur on the Switch. The events can be as serious as
a reboot (someone accidentally turned OFF the Switch), or less serious like a port status change. The Switch
generates traps and sends them to the trap recipient (or network manager). Typical traps include trap messages for
Authentication Failure, Topology Change and Broadcast\Multicast Storm.

MIBs

The Switch in the Management Information Base (MIB) stores management and counter information. The Switch uses
the standard MIB-1l Management Information Base module. Consequently, values for MIB objects can be retrieved
from any SNMP-based network management software. In addition to the standard MIB-II, the Switch also supports its
own proprietary enterprise MIB as an extended Management Information Base. Specifying the MIB Object Identifier
may also retrieve the proprietary MIB. MIB values can be either read-only or read-write.
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The Switch incorporates a flexible SNMP management for the switching environment. SNMP management can be
customized to suit the needs of the networks and the preferences of the network administrator. Use the SNMP V3
menus to select the SNMP version used for specific tasks.

The Switch supports the SNMPv1, SNMPv2c, and SNMPv3. The administrator can specify the SNMP version used to
monitor and control the Switch. The three versions of SNMP vary in the level of security provided between the
management station and the network device.

SNMP settings are configured using the menus located on the SNMP V3 folder of the Web manager. Workstations on
the network that are allowed SNMP privileged access to the Switch can be restricted with the Management Station IP
Address menu.

SNMP Global Settings

SNMP global state settings can be enabled or disabled.
To view the following window, click Management > SNMP Settings > SNMP Global Settings as shown below:

SNMP Global Settings
SNMP State ® Enabled () Disabled

Apply

Figure 3-32 SNMP Global Settings window

The fields that can be configured are described below:

Parameter Description

SNMP State Enable this option to use the SNMP feature.
Click the Apply button to accept the changes made.

SNMP Traps Settings

Users can enable and disable the SNMP trap support function of the switch and SNMP authentication failure trap
support, respectively.

To view the following window, click Management > SNMP Settings > SNMP Traps Settings as shown below:

JRAP =Tol = .

SNMP Traps ® Enabled () Disabled
SNMP Authentication Trap (® Enabled ) Disabled
Linkchange Traps ® Enabled () Disabled
Coldstart Traps @ Enabled O Disabled
Warmstart Traps (® Enabled () Disabled

Apply

Figure 3-33 SNMP Traps Settings window

The fields that can be configured are described below:
Parameter Description

SNMP Traps Enable this option to use the SNMP Traps feature.

SNMP Authentication Trap | Enable this option to use the SNMP Authentication Traps feature.

Linkchange Traps Enable this option to use the SNMP Link Change Traps feature.
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Coldstart Traps Enable this option to use the SNMP Cold Start Traps feature.

Warmstart Traps Enable this option to use the SNMP Warm Start Traps feature.

Click the Apply button to accept the changes made.

SNMP Linkchange Traps Settings

On this page the user can configure the SNMP link change trap settings.

To view the following window, click Management > SNMP Settings > SNMP Linkchange Traps Settings as shown
below:

NIVIF K ange AP 2 .

From Port To Port State
o v [0 V] [Eraves ]
Linkchange Traps: Enabled
Port State
1 Enabled
2 Enabled
3 Enabled
4 Enabled
5 Enabled
3] Enabled
7 Enabled
3 Enabled
] Enabled
10 Enabled
1 Enabled
12 Enabled
13 Enabled
14 Enabled
15 Enabled
16 Enabled
17 Enabled
18 Enabled
19 Enabled
20 Enabled
21 Enabled
22 Enabled
23 Enabled
24 Enabled
25 Enabled
26 Enabled
27 Enabled
28 Enabled

Figure 3-34 SNMP Linkchange Traps Settings window

The fields that can be configured are described below:
Parameter Description

From Port / To Port Select the starting and ending ports to use.

State Use the drop-down menu to enable or disable the SNMP link change Trap.

Click the Apply button to accept the changes made.

SNMP View Table Settings

Users can assign views to community strings that define which MIB objects can be accessed by a remote SNMP
manager. The SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to the
views created in the previous window.

To view the following window, click Management > SNMP Settings > SNMP View Table Settings as shown below:
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JIVP View ahle = ]

View Name [ |

Suptree OID | |

View Type [ Included v|
Total Entries: 8

iew Name Subtree View Type

restricted 1361211 Included Delete
restricted 13612111 Included Delete
restricted 1.36.163.10.21 Included Delete
restricted 1.36.163.11.21 Included Delete
restrictad 1361631511 Included Delete
Communityiew 1 Included Delete
‘CommunityWiew 136163 Excluded Delete
Communityiew 1361631 Included Delete

Figure 3-35 SNMP View Table Settings window

The fields that can be configured are described below:

Parameter Description

View Name Type an alphanumeric string of up to 32 characters. This is used to identify the new SNMP view
being created.

Subtree OID Type the Object Identifier (OID) Subtree for the view. The OID identifies an object tree (MIB
tree) that will be included or excluded from access by an SNMP manager.

View Type Select Included to include this object in the list of objects that an SNMP manager can access.
Select Excluded to exclude this object from the list of objects that an SNMP manager can
access.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

SNMP Community Table Settings

Users can create an SNMP community string to define the relationship between the SNMP manager and an agent.
The community string acts like a password to permit access to the agent on the Switch. One or more of the following
characteristics can be associated with the community string:

1. An Access List of IP addresses of SNMP managers that are permitted to use the community string to gain
access to the Switch’s SNMP agent.

2. Any MIB view that defines the subset of all MIB objects will be accessible to the SNMP community.
3. Read/write or read-only level permission for the MIB objects accessible to the SNMP community.

To view the following window, click Management > SNMP Settings > SNMP Community Table Settings as shown
below:

NIVIFE WO L] \ diie — '

Add Community
Community Name [ |

View Name [ |
Access Right |Read Only V|
Total Entries: 2

ommunity Name View Name Access Right
private CommunityView read_write
public CommunityView read_only

Figure 3-36 SNMP Community Table Settings window

The fields that can be configured are described below:
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Parameter Description

Community Name Type an alphanumeric string of up to 32 characters that is used to identify members of an
SNMP community. This string is used like a password to give remote SNMP managers
access to MIB objects in the Switch’s SNMP agent.

View Name Type an alphanumeric string of up to 32 characters that is used to identify the group of MIB
objects that a remote SNMP manager is allowed to access on the Switch. The view name
must exist in the SNMP View Table.

Access Right Read Only — Specify that SNMP community members using the community string created
can only read the contents of the MIBs on the Switch.

Read Write — Specify that SNMP community members using the community string created
can read from, and write to the contents of the MIBs on the Switch.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

SNMP Group Table Settings

An SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to the views created in
the previous window.

To view the following window, click Management > SNMP Settings > SNMP Group Table Settings as shown below:

Add Group

Group Name

Read View Name

Motify View Name

|
|
Write View Name [
|

User-based Security Model SNMPw1 '

Securty Level v
Total Entries: 5

Group Name Read View Name \Write View Name Motify View Name User-based Security Model Security Level

public Community/ .. Community'._. SNMPv1 NoAuthNoPriv Delete
public CommunityV... CommunityV/'... SNMPv2 NoAuthMoPriv Delete

initial restricted restricted SNMPv3 NoAuthMoPriv Delete
private CommunityV'... CommunityV... CommunityV'... SNMPv1 NoAuthMNoPriv Delete
private CommunityV... CommunityV... Community'... SNMPv2 NoAuthMoPriv Delete

Figure 3-37 SNMP Group Table Settings window

The fields that can be configured are described below:
Parameter Description

Group Name Type an alphanumeric string of up to 32 characters. This is used to identify the new
SNMP group of SNMP users.

Read View Name This name is used to specify the SNMP group created can request SNMP messages.

Write View Name Specify a SNMP group name for users that are allowed SNMP write privileges to the
Switch’s SNMP agent.

Notify View Name Specify a SNMP group name for users that can receive SNMP trap messages
generated by the Switch’'s SNMP agent.

User-based Security SNMPv1 — Specify that SNMP version 1 will be used.

Model SNMPv2 — Specify that SNMP version 2¢ will be used. The SNMPv2 supports both
centralized and distributed network management strategies. It includes improvements in
the Structure of Management Information (SMI) and adds some security features.

SNMPv3 — Specify that the SNMP version 3 will be used. SNMPv3 provides secure

access to devices through a combination of authentication and encrypting packets over
the network.
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The Security Level settings only apply to SNMPV3.

NoAuthNoPriv — Specify that there will be no authorization and no encryption of packets
sent between the Switch and a remote SNMP manager.

AuthNoPriv — Specify that authorization will be required, but there will be no encryption
of packets sent between the Switch and a remote SNMP manager.

AuthPriv — Specify that authorization will be required, and that packets sent between the
Switch and a remote SNMP manger will be encrypted.

Security Level

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

SNMP Engine ID Settings

The Engine ID is a unique identifier used for SNMP V3 implementations on the Switch.
To view the following window, click Management > SNMP Settings > SNMP Engine ID Settings as shown below:

500000ab03f07d65151000

Engine ID

Apply

Note: Engine ID length is 10-64. The accepted characters are from 0 to F.

Figure 3-38 SNMP Engine ID Settings window

The fields that can be configured are described below:
Parameter Description

Engine ID To change the Engine ID, type the new Engine ID value in the space provided. The SNMP
engine ID displays the identification of the SNMP engine on the Switch. The default value is
suggested in RFC2271. The very first bit is 1, and the first four octets are set to the binary
equivalent of the agent’'s SNMP management private enterprise number as assigned by IANA
(D-Link is 171). The fifth octet is 03 to indicate the rest is the MAC address of this device. The
sixth to eleventh octets is the MAC address.

Click the Apply button to accept the changes made.
«

SNMP User Table Settings

This window displays all of the SNMP User’s currently configured on the Switch.
To view the following window, click Management > SNMP Settings > SNMP User Table Settings as shown below:

NOTE: The Engine ID length is 10-64 and accepted characters can range from O to F.

WIVIFE USE dDIe = ’

Add User
User Name [

Group Name

SNMP Version
Auth-Protocol by Password
Priv-Protocol by Password
Auth-Protocol by Key
Priv-Protocol by Key

Total Entries: 1
User Name
initial

SNMP 3 Encryption

Password

Key

€€ €|

|
|
Password [
|
|

Apply

Key

Group Name SNMP Version Auth-Protocol Priv-Protocol
initial V3 MNone None

Figure 3-39 SNMP User Table Settings window
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The fields that can be configured are described below:
Parameter Description

User Name

An alphanumeric string of up to 32 characters. This is used to identify the SNMP users.

Group Name

This name is used to specify the SNMP group created can request SNMP messages.

SNMP Version

V3 — Indicates that SNMP version 3 is in use.

SNMP V3 Encryption

Use the drop-down menu to enable encryption for SNMP V3. This is only operable in
SNMP V3 mode. The choices are None, Password, or Key.

Auth-Protocol

MD5 — Specify that the HMAC-MD5-96 authentication level will be used. This field is
only operable when V3 is selected in the SNMP Version field and the Encryption field
has been checked. This field will require the user to enter a password.

SHA - Specify that the HMAC-SHA authentication protocol will be used. This field is
only operable when V3 is selected in the SNMP Version field and the Encryption field
has been checked. This field will require the user to enter a password.

Priv-Protocol

None — Specify that no authorization protocol is in use.

DES - Specify that DES 56-bit encryption is in use, based on the CBC-DES (DES-56)
standard. This field is only operable when V3 is selected in the SNMP Version field and
the Encryption field has been checked. This field will require the user to enter a
password.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

SNMP Host Table Settings

Users can set up SNMP trap recipients for IPv4.
To view the following window, click Management > SNMP Settings > SNMP Host Table Settings as shown below:

NIVIFE F0O: e = .

Add Host Table

Host IP Address [ |

User-based Security Model EG v|

Security Level A

Community String / SNMP3 User Name [ |
Total Entries: 1

Host IP Address User-based Securty Model Security Level Community Name/SNMPv3 User Name

10.90.1.1 SNMPy3 NoAuthNoPriv initial

Figure 3-40 SNMP Host Table Settings window

The fields that can be configured are described below:
Parameter Description

Host IP Address

Type the IP address of the remote management station that will serve as the SNMP
host for the Switch.

User-based Security
Model

SNMPv1 — Specify that SNMP version 1 will be used.
SNMPv2 — Specify that SNMP version 2 will be used.
SNMPv3 — Specify that SNMP version 3 will be used.

Security Level

NoAuthNoPriv — To specify that the SNMP version 3 will be used, with a NoAuth-NoPriv
security level.

AuthNoPriv — To specify that the SNMP version 3 will be used, with an Auth-NoPriv
security level.

AuthPriv — To specify that the SNMP version 3 will be used, with an Auth-Priv security
level.

60



DGS-3000 Series Gigabit Ethernet Switch Web Ul Reference Guide

Community String / Type in the community string or SNMP V3 user name as appropriate.
SNMPv3 User Name

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

SNMP v6Host Table Settings

Users can set up SNMP trap recipients for IPv6.
To view the following window, click Management > SNMP Settings > SNMP v6Host Table Settings as shown below:

Add Host Table
Host IPvE Address [ |

User-based Security Model [ SNMPYV1 v|
Security Level b
Community String / SNMPV3 User Name [ |

Total Entries: 1
User-based Security Model Security Level Community Name/SNMPv3 User Name

12342 SNMPv1 public

3-41 SNMP v6Host Table Settings window

The fields that can be configured are described below:
Parameter Description

Host IPv6 Address Type the IPv6 address of the remote management station that will serve as the SNMP
host for the Switch.

User-based Security SNMPv1 — Specify that SNMP version 1 will be used.

Model SNMPv2 — Specify that SNMP version 2 will be used.
SNMPv3 — Specify that SNMP version 3 will be used.
Security Level NoAuthNoPriv — To specify that the SNMP version 3 will be used, with a NoAuth-NoPriv

security level.

AuthNoPriv — To specify that the SNMP version 3 will be used, with an Auth-NoPriv
security level.

AuthPriv — To specify that the SNMP version 3 will be used, with an Auth-Priv security
level.

Community String / Type in the community string or SNMP V3 user name as appropriate.
SNMPv3 User Name

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

RMON Settings

On this page the user can enable or disable remote monitoring (RMON) for the rising and falling alarm trap feature for
the SNMP function on the Switch.

To view the following window, click Management > SNMP Settings > RMON Settings as shown below:

RMON Rising Alarm Trap (@ Enabled () Disabled

RMON Falling Alarm Trap (@ Enabled () Disabled

Apply

Figure 3-42 RMON Settings window
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The fields that can be configured are described below:

Parameter Description

RMON Rising Alarm Trap Enable this option to use the RMON Rising Alarm Trap Feature.

RMON Falling Alarm Trap Enable this option to use the RMON Falling Alarm Trap Feature.

Click the Apply button to accept the changes made.

Telnet Settings

Users can configure Telnet Settings on the Switch.
To view the following window, click Management > Telnet Settings as shown below:

Telnet State (® Enabled () Disabled
Port (1-65535)

Apply

Figure 3-43 Telnet Settings window

The fields that can be configured are described below:
Parameter Description

Telnet State Telnet configuration is Enabled by default. If you do not want to allow configuration of the
system through Telnet choose Disabled.

Port (1-65535) The TCP port number used for Telnet management of the Switch. The “well-known” TCP port
for the Telnet protocol is 23.

Click the Apply button to accept the changes made.

Web Settings

Users can configure the Web settings on the Switch.
To view the following window, click Management > Web Settings as shown below:

Web State (® Enabled () Disabled
Port (1-65535)
Figure 3-44 Web Settings window
The fields that can be configured are described below:
Parameter Description
Web Status Web-based management is Enabled by default. If you choose to disable this by clicking

Disabled, you will lose the ability to configure the system through the web interface as soon as
these settings are applied.

Port (1-65535) The TCP port number used for web-based management of the Switch. The “well-known” TCP
port for the Web protocol is 80.

Click the Apply button to accept the changes made.
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Power Saving
LED State Settings

This window is used to configure the port LED state.
To view the following window, click Management > Power Saving > LED State Settings, as shown below:

LED State Settings
LED State ®) Enabled O Disabled

Apply

Figure 3-45 LED State Settings window

The fields that can be configured are described below:

Parameter Description

LED State Click the radio buttons to enable or disable the port LED state.

Click the Apply button to accept the changes made.

Power Saving Settings

This window allows the user to implement the Switch’s built-in power saving features and set the schedule to enforce
the settings.

To view the following window, click Management > Power Saving > Power Saving Settings, as shown below:

= OWE AV .’ = .
Function Version 3.00

Power Saving Global Settings

Power Saving Mode Link Detection State (® Enabled ) Disabled
Power Saving Mode LED State (JEnabled (@ Disabled
Power Saving Mode Port State (JEnabled (@ Disabled
Power Saving Mode Hibernation State (JEnabled (% Disabled
Power Saving Configuration on System Hibernation
Action Time Rangs Mame
Add Time Range W | | (Max: 32 characters) [ apply || Clear Time Range |
NO. Time Range

Figure 3-46 Power Saving Settings window

The fields that can be configured are described below:
Parameter Description

Power Saving Mode Click the radio buttons to enable or disable the link detection state. When enabled, a

Link Detection State port which has a link down status will be turned off to save power to the Switch. This
will not affect the port’s capabilities when the port status is link up.

Power Saving Mode Click the radio buttons to enable or disable length detection state. When enabled, the

Length Detection State | Switch will automatically determine the length of the cable and adjust the power flow
accordingly.

Power Saving Mode Click the radio buttons to enable or disable LED state. When enabled, the LED'’s state

LED State of ports will be turned off during the configured time range.

Power Saving Mode Click the radio buttons to enable or disable port state. When enabled, the ports will be

Port State shut down during the configured time range.
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Power Saving Mode Click the radio buttons to enable or disable hibernation state. When enabled, the Switch
Hibernation State will go into a low power state and be idle during the configured time range. It will shut
down all the ports, all network function (telnet, ping, etc.) will not work, and only the
console connection will work via the RS232 port. If the Switch is an endpoint type PSE
(Power Sourcing Equipment), it will not provide power to the port.

Action Use the drop down menu to add or delete the schedule.

Time Range Name Specify the name of the schedule.

Click the Apply button to accept the changes made for each individual section.
Click the Clear Time Range to remove all the entries.

Power Saving LED Settings

This window is used to add or delete the power saving schedule on the LED of all ports.
To view the following window, click Management > Power Saving > Power Saving LED Settings, as shown below:

Power Saving Configuration on Port LED

Action Time Rangs Name
Add Time Range W | | (Max: 32 characters) [ apply  |[ Clear Time Range |
NO. Time Range

Figure 3-47 Power Saving LED Settings window

The fields that can be configured are described below:

Parameter Description
Action Use the drop down menu to add or delete the schedule.
Time Range Name Specify the name of the schedule.

Click the Apply button to accept the changes made for each individual section.
Click the Clear Time Range to remove all the entries.

Power Saving Port Settings

This window is used to add or delete the power saving schedule on the port.
To view the following window, click Management > Power Saving > Power Saving Port Settings, as shown below:

Power Saving Configuration on Port

From Port To Port Action Time Range Name

| 01 V| |D1 V| |Adc| Time Range V| | |{Max: 32 characters) | Apply || Clear Time Range |
Port Time Range Name

Figure 3-48 Power Saving Port Settings

The fields that can be configured are described below:

Parameter Description

From Port / To Port Select the appropriate port range used for the configuration.
Action Use the drop down menu to add or delete the schedule.
Time Range Name Specify the name of the schedule.

Click the Apply button to accept the changes made for each individual section.
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Click the Clear Time Range to remove all the entries.

To learn more about the D-Link Green Technologies, go to http://green.dlink.com/ for more details.

D-Link Discovery Protocol

This window is used to configure D-Link discovery protocol.
To view the following window, click Management > D-Link Discovery Protocol as shown below:

D-Link Discovery Protocol State ® Enabled () Disabled
Report Timer 30 V| sec
From Port To Port State
R S
Port Admin State
1 Enabled 2
2 Enabled
3 Enabled
4 Enabled
] Enabled
[i] Enabled
7 Enabled
] Enabled
g Enabled
10 Enabled
11 Enabled
12 Enabled
13 Enabled
14 Enabled
15 Enabled
16 Enabled
17 Enabled
18 Enabled
19 Enabled
20 Enabled
21 Enabled [¥]
22 Enabled

Figure 3-49 D-Link Discovery Protocol window

The fields that can be configured are described below:
Parameter Description

D-Link Discovery Click to enable or disable the D-Link Discovery Protocol function globally.
Protocol State

Report Timer Select the interval between two consecutive report messages.

From Port / To Port Select the appropriate port range used for the configuration.

State Select to enable or disable the D-Link Discovery Protocol function on the specified
ports.

Click the Apply button to accept the changes made for each individual section.

ZTP Settings

This window is used to configure Zero Touch Provisioning (ZTP) settings.
To view the following window, click Management > ZTP Settings as shown below:
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Reset Button Reboot State (@) Enabled () Disabled
Reset Button ZTP State (®)Enabled ) Disabled
Reset Button Factory State (@ Enabled ) Disabled

Apply

Figure 3-50 ZTP Settings window

The fields that can be configured are described below:

Parameter

Reset Button Reboot
State

Description

Click to enable or disable the reboot state of the reset button on the Switch. When
enabled, pressing the reset button on the Switch within 5 seconds will reboot the
Switch.

Reset Button ZTP State

Click to enable or disable the ZTP state of the reset button on the Switch. When
enabled, pressing the reset button on the Switch between 5 and 10 seconds will initiate
ZTP.

Reset Button Factory
State

Click to enable or disable the factory reset state of the reset button on the Switch.
When enabled, pressing the reset button on the Switch more than 10 seconds will reset
the Switch to factory defaults.

Click the Apply button to accept the changes made.

NTP Settings

NTP Global Settings

This window is used to view and configure the Network Time Protocol (NTP) global settings.
To view the following window, click Management > NTP > NTP Global Settings, as shown below:

NTP State
NTP State

NTP Authentication State
NTP Authentication State

NTP Update Calendar
NTF Update Calendar

NTP Settings
NTF Master Stratum (1-15)

NTP Max Associations (1-64)

(O Enabled  (® Disabled
® Enabled ) Disabled
(O Enabled (@ Disabled
[16 | ¥ Default
2 |

Figure 3-51 NTP Global Settings window

The fields that can be configured are described below:
Parameter Description

NTP State

Click to enable or disable the NTP global state.

NTP Authentication
State

Click to enable or disable the NTP authentication state.

NTP Update Calendar

Click to enable or disable the NTP update calendar state.

NTP Master Stratum (1-
15)

Enter the NTP master stratum value here. Select the Default check box to use the
default value.
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NTP Max Association
(1-64)

Click the Apply button to accept the changes made for each individual section.

Enter the maximum number of NTP peers and clients on the Switch.

NTP Server Settings

This window is used to view and configure the NTP server settings.
To view the following window, click Management > NTP > NTP Server Settings, as shown below:

NTP Server Settings

®) P Address 1 ) IPv6 Address 1

Version (1-4 KeyID (1-255) I

Min Poll {3-16) R Max Poll (4-17)

Total Entries: 1

NTP Server Version Key ID Prefer Min Poll Max Poll

192.168.1.1 4 1 False [ 10

Figure 3-52 NTP Server Settings window

The fields that can be configured are described below:

Parameter

IP Address

Description

Click to enter the IP address of the NTP server.

IPv6 Address

Click to enter the IPv6 address of the NTP server.

Version (1-4)

Enter the NTP version number.

Key ID (1-255)

Enter the authentication key ID.

Min Poll (3-16) Enter the minimum poll interval value for NTP messages.
Max Poll (4-17) Enter the maximum poll interval value for NTP messages.
Prefer Select whether this server is the preferred server in the list or not.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

NTP Peer Settings

This window is used to view and configure the NTP peer settings.
To view the following window, click Management > NTP > NTP Peer Settings, as shown below:

NTP Peer Settings

@ |P Address [ O IPv6 Address ]

Verson (1-4) ey 1D (1255 I

Min Poll 3-16) C— Max Pol (&-17)

Prefer
Total Entries: 1

NTP Peer Version Key ID Prefer Min Poll Max Poll

192.168.1.20 4 1 False [ 10

Figure 3-53 NTP Peer Settings window

The fields that can be configured are described below:
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Parameter Description

IP Address

Click to enter the IP address of the NTP peer.

IPv6 Address

Click to enter the IPv6 address of the NTP peer.

Version (1-4)

Enter the NTP version number.

Key ID (1-255)

Enter the authentication key ID.

Min Poll (3-16) Enter the minimum poll interval value for NTP messages.
Max Poll (4-17) Enter the maximum poll interval value for NTP messages.
Prefer Select whether this server is the preferred server in the list or not.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

NTP Access Group Settings

This window is used to view and configure the NTP access group settings.
To view the following window, click Management > NTP > NTP Access Group Settings, as shown below:

\ = Eaa DU = &

NTP Access Group Settings

(®) Default

Opagress [ ]  Newak ]

Omeawress [ ]  PeMasx [ ]

lgnore | Noserve [] Notrust [] Version [_] Mopeer O MNoguery O Nomodify O
Total Entries: 1

NTP Access Group Flag

192.168.1.21 255.255.255.0 Nomodify Nopeer

Figure 3-54 NTP Access Group Settings window
The fields that can be configured are described below:
Parameter Description
Default Click to always include the default entry (address 0.0.0.0, mask 0.0.0.0) and is the
lowest priority in the list.
IP Address Click to enter the IPv4 address of the host or network.
Netmask Enter the IPv4 network mask of the host or network.
IPv6 Address Click to enter the IPv6 address of the host or network.
IPv6 Mask Enter the IPv6 network mask of the host or network.
Ignore Select to ignore all NTP related packets.
No Serve Select to deny all NTP related packets, except for NTP control queries.
No Trust Select to deny all NTP related packets that are not cryptographically authenticated.
Version Select to deny all NTP related packets that do not match the current NTP version.
No Peer Select to deny all NTP related packets that might mobilize an association unless
authenticated.

No Query Select to deny all NTP control queries.
No Modify Select to deny NTP control queries that attempted to modify the state of the server.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.
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NTP Key Settings

This window is used to view and configure the NTP key settings.
To view the following window, click Management > NTP > NTP Key Settings, as shown below:

NTP Control Key

NTP Control Key (1-255) [ | ¥ None
NTP Request Key

NTP Reguest Key (1-255) | | ¥INone
NTP Key Settings

Key ID (1-255) | |

Zonas |
Total Entries: 1

Key ID Key Type Key Value Key Trusted

1 MD5 32 chars No Trust Delete

Figure 3-55 NTP Key Settings window

The fields that can be configured are described below:

Parameter Description

NTP Control Key (1- Clear the None check box and enter the NTP control key. Select the None check box
255) to not use an NTP control key.

NTP Request Key (1- Clear the None check box and enter the NTP request key. Select the None check box
255) to not use an NTP request key.

Key ID (1-255) Enter the NTP key ID.

MD5 Enter the MD5 NTP key here. This key can be up to 32 characters long.

Click the Apply button to accept the changes made.
Click the Trust button to trust the NTP key to authenticate.
Click the Delete button to remove the specific entry.

NTP Interface Settings

This window is used to view and configure the NTP interface settings.
To view the following window, click Management > NTP > NTP Interface Settings, as shown below:

NTP Interface Settings
Total Entries: 1

Interface Name NTP State

System Enabled

Figure 3-56 NTP Interface Settings window

After clicking the Edit button, the following window will appear:

NTP Interface Settings
Total Entries: 1

Interface Name NTP State

System Enabled W

Figure 3-57 CFM MEP Information - Edit Window

The fields that can be configured are described below:
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Parameter Description

NTP State Select to enable or disable the NTP state on the interface.
Click the Apply button to accept the changes made.

NTP Associations

This window is used to view a list of NTP associations.
To view the following window, click Management > NTP > NTP Associations, as shown below:

NTP Associations
Total Entries: 2

Remote Local Stratum Poll Reach Delay Offset Dispersion
= 192.168.1.1 10.90.90.90 16 1024 0 0.00000 0.000000 3.99217
£ 192.168.1.20 10.90.90.90 16 1024 0 0.00000 0.000000 3.99217

Note + Symmetric Active, - Symmetric Passive, = Client, * System Peer

Figure 3-58 NTP Associations window

NTP Status

This window is used to view NTP status information.
To view the following window, click Management > NTP > NTP Status, as shown below:

NTP Status
Leap Indicator Unsynchronized

Stratum 16

Precision -8

Root Distance 0.00000 s

Root Dispersion 0.14993 s

Reference 1D [INIT]

Reference Time 00000000.00000000 Thu, Feb 7 2036 6:23:16.00000
System Flags Auth Monitor NTP Kernel Stats

Jitter 0.000000 =

Stability 0.000 ppm

Auth Delay 0.000000 =

Figure 3-59 NTP Status window
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Chapter 4 L2 Features

VLAN

QinQ

Layer 2 Protocol Tunneling Settings
Spanning Tree

Link Aggregation
FDB

L2 Multicast Control
Multicast Filtering
ERPS Settings
LLDP

NLB FDB Settings
Flex Link Settings

VLAN

Understanding IEEE 802.1p Priority

Priority tagging is a function defined by the IEEE 802.1p standard designed to provide a means of managing traffic on
a network where many different types of data may be transmitted simultaneously. It is intended to alleviate problems
associated with the delivery of time critical data over congested networks. The quality of applications that are
dependent on such time critical data, such as video conferencing, can be severely and adversely affected by even
very small delays in transmission.

Network devices that are in compliance with the IEEE 802.1p standard have the ability to recognize the priority level of
data packets. These devices can also assign a priority label or tag to packets. Compliant devices can also strip priority
tags from packets. This priority tag determines the packet’s degree of expeditiousness and determines the queue to
which it will be assigned.

Priority tags are given values from 0 to 7 with O being assigned to the lowest priority data and 7 assigned to the
highest. The highest priority tag 7 is generally only used for data associated with video or audio applications, which
are sensitive to even slight delays, or for data from specified end users whose data transmissions warrant special
consideration.

The Switch allows you to further tailor how priority tagged data packets are handled on your network. Using queues to
manage priority tagged data allows you to specify its relative priority to suit the needs of your network. There may be
circumstances where it would be advantageous to group two or more differently tagged packets into the same queue.
Generally, however, it is recommended that the highest priority queue, Queue 7, be reserved for data packets with a
priority value of 7. Packets that have not been given any priority value are placed in Queue 0 and thus given the
lowest priority for delivery.

Strict mode and weighted round robin system are employed on the Switch to determine the rate at which the queues
are emptied of packets. The ratio used for clearing the queues is 4:1. This means that the highest priority queue,
Queue 7, will clear 4 packets for every 1 packet cleared from Queue O.

Remember, the priority queue settings on the Switch are for all ports, and all devices connected to the Switch will be
affected. This priority queuing system will be especially beneficial if your network employs switches with the capability
of assigning priority tags.

VLAN Description

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme rather than the
physical layout. VLANSs can be used to combine any collection of LAN segments into an autonomous user group that
appears as a single LAN. VLANSs also logically segment the network into different broadcast domains so that packets
are forwarded only between ports within the VLAN. Typically, a VLAN corresponds to a particular subnet, although not
necessarily.

VLANSs can enhance performance by conserving bandwidth, and improve security by limiting traffic to specific domains.
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A VLAN is a collection of end nodes grouped by logic instead of physical location. End nodes that frequently
communicate with each other are assigned to the same VLAN, regardless of where they are physically on the network.
Logically, a VLAN can be equated to a broadcast domain, because broadcast packets are forwarded to only members
of the VLAN on which the broadcast was initiated.

Notes about VLANs on the Switch

e No matter what basis is used to uniquely identify end nodes and assign these nodes VLAN membership,
packets cannot cross VLANs without a network device performing a routing function between the VLANS.

e The Switch supports IEEE 802.1Q VLANS. The port untagging function can be used to remove the 802.1Q tag
from packet headers to maintain compatibility with devices that are tag-unaware.

e The Switch’s default is to assign all ports to a single 802.1Q VLAN named “default.”
e The “default” VLAN has a VID = 1.
e The member ports of Port-based VLANs may overlap, if desired.

IEEE 802.10 VLANS
Some relevant terms:
e Tagging — The act of putting 802.1Q VLAN information into the header of a packet.
e Untagging — The act of stripping 802.1Q VLAN information out of the packet header.

e Ingress port — A port on a switch where packets are flowing into the Switch and VLAN decisions must be
made.

e Egress port — A port on a switch where packets are flowing out of the Switch, either to another switch or to an
end station, and tagging decisions must be made.

IEEE 802.1Q (tagged) VLANSs are implemented on the Switch. 802.1Q VLANS require tagging, which enables them to
span the entire network (assuming all switches on the network are IEEE 802.1Q-compliant).

VLANS allow a network to be segmented in order to reduce the size of broadcast domains. All packets entering a
VLAN will only be forwarded to the stations (over IEEE 802.1Q enabled switches) that are members of that VLAN, and
this includes broadcast, multicast and unicast packets from unknown sources.

VLANS can also provide a level of security to your network. IEEE 802.1Q VLANSs will only deliver packets between
stations that are members of the VLAN.

Any port can be configured as either tagging or untagging. The untagging feature of IEEE 802.1Q VLANSs allows
VLANS to work with legacy switches that don’t recognize VLAN tags in packet headers. The tagging feature allows
VLANS to span multiple 802.1Q-compliant switches through a single physical connection and allows Spanning Tree to
be enabled on all ports and work normally.

The IEEE 802.1Q standard restricts the forwarding of untagged packets to the VLAN the receiving port is a member of.
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Packet Ingress Rules
> Received > Applied <
PVID to VID
VLAN Table
. e Port State
Forwarding Filtering )
Process < Database Tagging or
Untagging Applied
L Packet Egress Rules
Destination <+ Transmitted | € Applied <

Figure 4-1 IEEE 802.1Q Packet Forwarding

The main characteristics of IEEE 802.1Q are as follows:

Assigns packets to VLANS by filtering.

Assumes the presence of a single global spanning tree.

Uses an explicit tagging scheme with one-level tagging.

802.1Q VLAN Packet Forwarding

Packet forwarding decisions are made based upon the following three types of rules:

= Ingress rules — rules relevant to the classification of received frames belonging to a VLAN.
=  Forwarding rules between ports — decides whether to filter or forward the packet.

= Egress rules — determines if the packet must be sent tagged or untagged.

ok wnpRE

802.1Q VLAN Tags

The figure below shows the 802.1Q VLAN tag. There are four additional octets inserted after the source MAC address.
Their presence is indicated by a value of 0x8100 in the EtherType field. When a packet’s EtherType field is equal to
0x8100, the packet carries the IEEE 802.1Q/802.1p tag. The tag is contained in the following two octets and consists
of 3 bits of user priority, 1 bit of Canonical Format Identifier (CFI — used for encapsulating Token Ring packets so they
can be carried across Ethernet backbones), and 12 bits of VLAN ID (VID). The 3 bits of user priority are used by
802.1p. The VID is the VLAN identifier and is used by the 802.1Q standard. Because the VID is 12 bits long, 4094
unique VLANSs can be identified.

The tag is inserted into the packet header making the entire packet longer by 4 octets. All of the information originally
contained in the packet is retained.
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0 1 2 3 4

Destination Address (6 octets)

Source Address (6 octets)

EtherType=0x8100 Tag Control Information
MAC Length/Type / Beginning of Data
/
VA
V4

/ Cyclic Redundancy Check (4 octets)

User Prlorlty CFl VLAN ID (VID) (12 bits)

Figure 4-2 IEEE 802.1Q Tag

The EtherType and VLAN ID are inserted after the MAC source address, but before the original EtherType/Length or
Logical Link Control. Because the packet is now a bit longer than it was originally, the Cyclic Redundancy Check
(CRC) must be recalculated.

Original Ethernet Packet

Dst. MAC Src. MAC | EtherType Data CRC 4_/
6 6 N 2 Up to 1500 4 bytes
,,' S/ / \ N N N
, / \ . New Tagged Packet
Dst. MAC Src. MAC 802.1Q EtherType Data CRC 4_/
6 6 4 2 Up to 1500 4 bytes

Tag Control Information (TCI) |

TPID Priority CFI VID \“

16 3 1 12 bites

Figure 4-3 Adding an IEEE 802.1Q Tag

Port VLAN ID
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Packets that are tagged (are carrying the 802.1Q VID information) can be transmitted from one 802.1Q compliant
network device to another with the VLAN information intact. This allows 802.1Q VLANSs to span network devices (and
indeed, the entire network, if all network devices are 802.1Q compliant).

Unfortunately, not all network devices are 802.1Q compliant. These devices are referred to as tag-unaware. 802.1Q
devices are referred to as tag-aware.

Prior to the adoption of 802.1Q VLANS, port-based and MAC-based VLANs were in common use. These VLANSs relied
upon a Port VLAN ID (PVID) to forward packets. A packet received on a given port would be assigned that port's PVID
and then be forwarded to the port that corresponded to the packet’s destination address (found in the Switch’s
forwarding table). If the PVID of the port that received the packet is different from the PVID of the port that is to
transmit the packet, the Switch will drop the packet.

Within the Switch, different PVIDs mean different VLANs (remember that two VLANS cannot communicate without an
external router). So, VLAN identification based upon the PVIDs cannot create VLANS that extend outside a given
switch (or switch stack).

Every physical port on a switch has a PVID. 802.1Q ports are also assigned a PVID, for use within the Switch. If no
VLANSs are defined on the Switch, all ports are then assigned to a default VLAN with a PVID equal to 1. Untagged
packets are assigned the PVID of the port on which they were received. Forwarding decisions are based upon this
PVID, in so far as VLANs are concerned. Tagged packets are forwarded according to the VID contained within the tag.
Tagged packets are also assigned a PVID, but the PVID is not used to make packet-forwarding decisions, the VID is.

Tag-aware switches must keep a table to relate PVIDs within the Switch to VIDs on the network. The Switch will
compare the VID of a packet to be transmitted to the VID of the port that is to transmit the packet. If the two VIDs are
different, the Switch will drop the packet. Because of the existence of the PVID for untagged packets and the VID for
tagged packets, tag-aware and tag-unaware network devices can coexist on the same network.

A switch port can have only one PVID, but can have as many VIDs as the Switch has memory in its VLAN table to
store them.

Because some devices on a network may be tag-unaware, a decision must be made at each port on a tag-aware
device before packets are transmitted — should the packet to be transmitted have a tag or not? If the transmitting port
is connected to a tag-unaware device, the packet should be untagged. If the transmitting port is connected to a tag-
aware device, the packet should be tagged.

Tagging and Untagqging
Every port on an 802.1Q compliant switch can be configured as tagging or untagging.

Ports with tagging enabled will put the VID number, priority and other VLAN information into the header of all packets
that flow into and out of it.

If a packet has previously been tagged, the port will not alter the packet, thus keeping the VLAN information intact.
Other 802.1Q compliant devices on the network to make packet-forwarding decisions can then use the VLAN
information in the tag.

Ports with untagging enabled will strip the 802.1Q tag from all packets that flow into and out of those ports. If the
packet doesn’t have an 802.1Q VLAN tag, the port will not alter the packet. Thus, all packets received by and
forwarded by an untagging port will have no 802.1Q VLAN information. (Remember that the PVID is only used
internally within the Switch). Untagging is used to send packets from an 802.1Q-compliant network device to a non-
compliant network device.

Ingress Filtering

A port on a switch where packets are flowing into the Switch and VLAN decisions must be made is referred to as an
ingress port. If ingress filtering is enabled for a port, the Switch will examine the VLAN information in the packet
header (if present) and decide whether or not to forward the packet.

If the packet is tagged with VLAN information, the ingress port will first determine if the ingress port itself is a member
of the tagged VLAN. If it is not, the packet will be dropped. If the ingress port is a member of the 802.1Q VLAN, the
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Switch then determines if the destination port is a member of the 802.1Q VLAN. If it is not, the packet is dropped. If
the destination port is a member of the 802.1Q VLAN, the packet is forwarded and the destination port transmits it to
its attached network segment.

If the packet is not tagged with VLAN information, the ingress port will tag the packet with its own PVID as a VID (if the
port is a tagging port). The switch then determines if the destination port is a member of the same VLAN (has the
same VID) as the ingress port. If it does not, the packet is dropped. If it has the same VID, the packet is forwarded and
the destination port transmits it on its attached network segment.

This process is referred to as ingress filtering and is used to conserve bandwidth within the Switch by dropping
packets that are not on the same VLAN as the ingress port at the point of reception. This eliminates the subsequent
processing of packets that will just be dropped by the destination port.

Default VLANs

The Switch initially configures one VLAN, VID = 1, called “default.” The factory default setting assigns all ports on the
Switch to the “default.” As new VLANSs are configured in Port-based mode, their respective member ports are removed
from the “default.”

Packets cannot cross VLANSs. If a member of one VLAN wants to connect to another VLAN, the link must be through
an external router.

o NOTE: If no VLANSs are configured on the Switch, then all packets will be forwarded to any destination
' port. Packets with unknown source addresses will be flooded to all ports. Broadcast and multicast
packets will also be flooded to all ports.

An example is presented below:
VLAN Name VID Switch Ports

System (default) 1 56,7
Engineering 2 9,10
Sales 5 1,234

Port-b