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OCHOBHbIe XapaKTepucTuku

Bbicokasi npoM3BoAUTENBHOCTb

[vrabutHele MmegHble 1 10-rurabutHble uplink-nopTel SFP+
obecneyvBaloT COeAMHEHME C  BbICOKOW  MPOMYCKHOW
CMOCOGHOCTLIO AJ151 KMUEHTOB, CEPBEPOB Y HAKOMUTENEN.

KomnnekcHas 3awmra

CoBOKYNHOCTb annapaTHblX W MPOrpaMMHbLIX CPeacTB
obecneuvBaeT KOMNMEKCHYO 3aLLUTY CETU OT PU3NYECKOTO
BO3[E/CTBUS U CKPbITBIX aTak.

OTKa30yCTOMYMBOCTb

B crek MOXHO 00beanHWTL A0 9 YCTPOWCTB, CO3AaB
€OVHbIN  BMPTyamnbHbIN  KOMMYTatop, 4To obecneyut
BbICOKYO OTKa30yCTOWYMBOCTb " HaAEeXHOCTb
MOAKIOYEHNS.

DGS-3630-28TC

YnpaBnsembii ctekupyembin KommyTtaTtop 3 ypoBHsS ¢ 20 noptamu 10/100/1000Base-T,
4 kom60-noprtammn 100/1000Base-T/SFP n 4 nopramu 10GBase-X SFP+

XapaKkTepucTuku

UHTepdeicol

e 20 noptos 10/100/1000Base-T

e 4 xombo-nopta 10/100/1000Base-T/SFP
e 4 nopta 10GBase-X SFP+

HapexHocTb

e BoamoxHocTb nutaHusa ot RPS

802.1D STP, 802.1w RSTP un 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Moppepxkka 3alnTbl OT CTAaTUYECKOTO
anekTpuyecTBa Ao 6 kB Ha megHbIX nopTax

CTekMpoBaHuWe C BbICOKOW NpoNnyCckKHOMW

CNocoBHOCTLIO

e Bo03M0OXHOCTb 06beANHEHUS B CTEK A0 9 YCTPOWCTB
(432 rurabuTHbIX NopTa)

e Y[aneHHoe CTEKMpPOBaHWUE C UCMONb30BaHNEM
ONTOBOMOKOHHOTO kaberns

e [lonoca nponyckaHus Npu usn4eckom
cTekupoBaHum go 80 '6uTt/c Ha cTek

OAM
e |[EEE 802.3ah Ethernet Link OAM
e |[EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBneHus

o KoHconbHble nopThl ¢ padbemamu RJ-45 n Mini-USB
[MopT ynpaBneHns 1 curHanbHbIA NopT
Web-uHTepdeiic ynpaBneHus

WHTepdelic komanaHow ctpoku (CLI)

dyHkuma Switch Resource Management (SRM) ans
rnbkoro ynpaeneHns pecypcamv cUcTembl

YnpaBnsiemblii  CTEKMpyeMmbli  KOMMyTaTtop  TpeTbero ypoBHa DGS-3630-28TC
npegHasHadeH Ans ceTel KpynHbIX NpeanpusiTuii, Manoro u cpegHero busHeca, a Takke
ans  vHTepHeT-npoBangepoB. OH obecneuvBaeT BbICOKYHO MNPOU3BOAUTENBHOCTb,
rMBKOCTb ynpaBrieHns, 0TKa30yCTONYNBOCTb U pactumpeHHble dyHkumm MO. KommyTtatop
ocHauleH 20 noptamu 10/100/1000Base-T, 4 kom6o-noptamu 100/1000Base-T/SFP, 4
noptammn 10GBase-X SFP+, nogaepxvBaeT yHKUMM 6e30macHOCTM U pacLUMpPeHHble
HacTponkn Quality of Service (QoS) ans onTumanbHoMW paboTbl Ha ypoBHE £4pa,
pacnpefgeneHus unm goctyna. Beicokas nnoTHOCTb MOPTOB, BO3MOXHOCTb CTEKMPOBaHWSA
M MNpOCTOe YyMpaBrieHve Mo3BONAT wucnonb3oBatb DGS-3630-28TC gna pelleHust
pa3anuuHbIX 3agad. 3awmTa OT cTaTuyeckoro anektpuyectsa 6 kB obecneuviBaer
YCTOMYMBOCTb ME[HbIX MOPTOB K HaBEAEHHOMY HanpshkeHuio W npegoTBpaliaet
noBpeXaeHne KOMMyTaTopa U NOAKMIOYEHHBIX K HEMY YCTPOMCTB.

MporpammHoe o6ecneyeHue Standard Image (Sl)

KommyTaTtopbl cepun DGS-3630 c nporpamMmHbiM obecnedeHnem Sl nopaepxusaloT
OCHOBHble (PYHKLMM AN NOCTPOEHWUS CeTell NPeanpusiTuii Manoro u cpeaHero 6usHeca
(SME/SMB), Bkrto4asi KOMMyTaLMIO 2 YPOBHSI, CTaTUYECKY0 MapLUpyTU3aLmMio 1 NPOTOKON
RIP, MHoroappecHyto pacchblfiky 2 ypoBHsi, paclumpeHHble HacTpoiku Quality of Service
(QoS), OAM 1 pasnuyHble yHKLMM Be3onacHoOCTK.

MporpammHoe o6ecneyeHne Enhanced Image (El)!

KommyTaTtopbl cepun DGS-3630 c nporpammHbiM  obecnedeHvem El,  nomumo
dyHkumoHana S, noggepxwusatoT npoTtokonbl OSPF, BGP, dyHkumio VRF-Lite wn
MapLUpyTM3aLmMio MHOroaapecHbIX NakeToB.

MporpammHoe o6ecnevyeHne MPLS Image (MI)?

KommyTatopel cepun DGS-3630 c nporpammHbiM - obecnevennem MI,  nomumo
dyHkumoHana S| un El, nognepxwusalT ocHoBHble VPN-cepBuchl, Heobxognmble Ans
adpdekTBHON paboTbl MHTepHeT-npoBanaepoB, Bkmodas 1S-IS u MPLS L2/L3 VPN.
Bnaropapa mexanmsmy MPLS nepepava notoka Tpaduka no cetu HesaBucvMma OT
NPOTOKOJOB yNpaBreHns, Ucnonb3yeMblx Ans npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE u T. a.). Ucnonb3oBaHne MPLS paeT BO3MOXHOCTb ONTMMW3MPOBATb MOTOKU
TpadvKa 1 MaHMMynMpoBaTb TpauKoMm.
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[JOoCTYnHOCTb U TMOKOCTb NOAKNOYEeHUSs

KommyTatop DGS-3630-28TC noaaepxueaet TEXHOSOorto
CTeKMpoBaHWs®, MO3BOMAILLYI0 CO34aBaTbh EAUHLIN (OUIUYECKUIA Unn
BUPTyanbHbIl CTEK MNpu O0ObEeaWHEHUM HECKONbKUX YCTPOWCTB, YTO
obecneymBaeT MacwTabupyemoctb cetn. [lpu atom ynpoljaetcs
ynpaBrneHve, TaK Kak BCe KOMMYTaTopbl B CTeKe IOrv4ecku
npeAcTaBnsoT cobol eanHOe YCTPOWCTBO M ynpaBnsioTcs Yepe3 OauH
IP-agpec. MoxHO 06beanHWUTL A0 9 KOMMYTATOPOB W NOMNYYUTb, TakMM
obpasom, go 432 noptoB Gigabit Ethernet. ®yHkums Switch Resource
Management (SRM) nossonseTr onTumMmM3npoBaTb pacnpedeneHne
pecypcoB KOMMyTaTopa AnS PpelleHust pasnuyHbiX ceTeBbix 3apadv. B
3aBucMMOCTU OT Bblbopa annapatHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3Mep OCHOBHbIX Tabnu
BTOPOrO M TPETbEro YPOBHEeW ANsi MaKCUManbHOW NPOV3BOAUTENBHOCTU
KOMMyTaTopa.

OTKa30yCcTONYMBOCTb

KommyTatop DGS-3630-28TC nogaepxvBaeT npoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wu 802.1s. T[lpoTokonbl STP nossonsioT
opraHu3oBaTb pe3epBHbIM MapLUPYT Nepefayn AaHHbIX, UCMOSb3yeMbl B
crnyyae BO3HWKHOBEHMS HewcnpasBHocTen B cetu. Kpome Toro, DGS-
3630-28TC nopoepxuBaeT TexHonormn Ethernet Ring Protection
Switching (ERPS) u FlexLink. ERPS o6ecneumBaeT MMHUManbHoe BpeMsi
BOCCTaHOBNEeHUs paboTbl konbua nocre cbos. FlexLink nossonser
MOBbLICUTb OTKA30YCTOMYMBOCTb COEOMHEHUS Ha YyKasaHHbIX MopTax
KoMMyTaTopa, obecneymBas pe3epBupoBaHne kaHanoB 6e3 npuMeHeHus
STP un dpyHkumm Loopback Detection.

Be3onacHoOCTb U NPOM3BOAUTENBLHOCTb

KommyTatop DGS-3630-28TC npegocTaBnsieT LWMPOKMIA Habop dyHKLMIA
6e3onacHoCcT, BKMOYasi MHOroypoBHeBble cnvcku goctyna (ACL) um
ayTeHTudukaumo nonb3osartenen (802.1X) yepes TACACS+ n RADIUS.
Onsa noBbILEHMST MPOU3BOAMTENBLHOCTU UM OEe30MacHOCTM KOMMYTaTop
DGS-3630-28TC obecneunBaeT nopgaepxky VLAN, Bknoyas npoTokon
GVRP u crangapt 802.1Q. Ona ctabunbHOM paboTbl TakMX CETEBbIX
cepsucoB, kak VolP, a Takke npoBedeHVUs BUOEOKOHMEPEHLMN
KOMMYyTaTop noAAepXvBaeT LUMPOKUIA Habop dyHkumii QOS, koTopble
rapaHTUpyOT, YTO KPUTUYHbIE K 3aAepXkKkam ceTeBble cepBuchbl ByayT
obcnyxmBaTbCs B NPUOPUTETHOM pexume. [ns 3awmtbl KOMMyTaTopa oT
BpefoHocHoro Tpacduka B DGS-3630-28TC peanusoBaHa dyHkums D-
Link Safeguard Engine.

DGS-3630-28TC

YnpaBnsieMbl CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP n 4

noptamun 10GBase-X SFP+

FMbkocTb ynpaBneHus

YnpaenexHme kommytatopom DGS-3630-28TC MOXET OCyLLEeCTBNSATLCS
npu nomoLyn nHTepdenca komangHon ctpokm (CLI), Web-uHTepdernica,
npotokona SNMP. [Ona nepBoHayanbHOW HACTPOMKM WUCMOMb3yeTcs
ytunuta D-Link Network Assistant. Hanuuve koHconbHoro nopta c
uHTepdericom Mini-USB pgenaet npouecc HacTpoviku Gonee ynobHbIM,
MOCKOMbKY ANs1 NOAKMIOYEHUsI KOHCONW He TpebyeTtcs AOMNONHUTENbHbIN
nepexodHuK. Takke OOCTyMHA BO3MOXHOCTb YNPaBreHUs KOMMyTaTopom
Yepe3 HesaBUCKMMbIN BblgeneHHbln nopt Out-of-band. Hanuune USB-
nopTa MO3BONSET COXPaHATb CUCTEMHbIE XypHamnbl, KOHdWUrypauum u
o6pasbl MO Ha BHewHue USB-HocuTenu. Mogaepxka dyHkumii DHCP
Auto-configuration n Auto-image gaeT BO3MOXHOCTb 3arpyxatb paHee
CO3jaHHYI0 KOH(UIypaLmio Ha HECKOMBbKO KOMMYTaTOpOB aBTOMAaTUYECKU.
Kpome Toro, DGS-3630-28TC nopaepxuBaet npotokon OpenFlow 1.3,
YTO NO3BONSET YNPaBnsiTb KOMMYyTaTOpamyu C MOMOLLBIO KOHTponnepa
OpenFlow*.

TexHonorua Green

DGS-3630-28TC nopgepxuBaet TexHonormtio D-Link Green, koTtopas
No3BOSSIET UCMONBb30BATb PEXUM COXpPaHEHUs1 3HePrn U yHKUmo Smart
Fan®, cHM3UTb TennoBblOEnNeHne, a TakKe aBTOMATMYECKW YMEHbLUaTb
3HepronoTpebrneHne B 3aBUCUMOCTM OT ANWHbI  kabensi. dPyHKuus
aHeprocbepexeHuss obecnevnBaeT aBToMaTUYECKOe OTKIIIOUYEHNE NUTaHKS
HeaKTMBHbIX MOPTOB M uHAukatopoB. PyHkuns Smart Fan obecneunsaet
aBTOMaTU4ecKoe perynMpoBaHMe CKOPOCTM BpalLeHMsi BCTPOEHHbIX
BEHTUNATOPOB B 3aBMCUMMOCTM OT TEMMepaTypbl, YTO Takke NO3BONSET
9KOHOMMTb 3NEKTPOIHEPTUIO N CHU3UTb YPOBEHbD LUyMa.

1 O6HoeneHue npoepammHozo obecrniedeHusi ¢ Standard Image (Sl) Ha Enhanced Image (El) dnisi kommymamopa DGS-3630-28TC ocyuecmensiemcsi ¢ MoMOWbH0 /TUYEeH3UU

DGS-3630-28TC-SE-LIC.

2 O6HosneHue npozpammHo20 obecrieyeHus ¢ Standard Image (SI) Ha MPLS Image (M) dnsi kommymamopa DGS-3630-28TC ocywecmensemcsi ¢ MoMOouwbio JIUUEH3UU
DGS-3630-28TC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (MI) - ¢ nomowbto nuyeHsuu DGS-3630-28TC-EM-LIC.

3 B cmex moz2ym 6bimb 06beduHeHbI Moribko KomMmymamopbsi DGS-3630 ¢ 0duHaKkoebiM npozpamMMHbiM obecriedeHueM. Hanpumep, kommymamops! cepuu DGS-3630 ¢
npozpammHbiv obecnevyeHuem Sl mo2ym 6bimb 06beOUHEeHbI 8 CMeK Mosibko ¢ kKommymamopamu DGS-3630 ¢ npoepammHbim obecrieqyeHuem Sl.

4 [locmynHo 6 eepcuu npozpammHozo obecrieyeHusi R2.10.

5 o YMoOn4aHuio ycmaHoesneHa HU3Kasi ckopocme eeHmunsmopa. [pu memnepamype ebiwe 36 T ckopocmb 8eHmuissmopa yeenuyueaemcs U ocmaemcs 8bicokoli 00

rnoHuxeHusi memnepamypbl 0o 33 T.



l).l"it.'k® DGS-3630-28TC
YnpaBnsieMbl CTeKUpyeMbii KOMMyTaTop 3 YpOoBHA ¢ 20 nopTamum

Building Networks for People 10/100/1000Base-T, 4 komGo-noptamy 100/1000Base-T/SFP u 4
noptamu 10GBase-X SFP+

TeXHMHeCKMeXapaKTepMCTMKM
AnnapaTHoe obecneyeHne

Mpoueccop * 1My
OnepaTtuBHas namsTb *1lb
Flash-namaTb *1Tb
WHTepderichl * 20 noptoe 10/100/1000Base-T

4 xom6o-nopta 10/100/1000Base-T/SFP

4 nopta 10GBase-X SFP+

KoHconbHbI nopT ¢ pasbemom RJ-45

KoHconbHbIM nopT Mini-USB

MopTt ynpaenenusa 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)
CurHanbeHbIv NopT ¢ pasbemom RJ-45

MopTt USB 2.0 TMn A

WHaykaTopsl * Power * USB
* Link/Activity/Speed (Ha nopr) * RPS
* Console * Fan Error
« MGMT * Stack ID

Pasbem nuTtaHns Pasbem anst nogknioyeHusi NUTaHus (NepeMeHHbIN TOK)

Pasbem ans noaknoyeHns pe3epBHOro MCTOYHMKa nutaHmst

CraHpapTbl 1 hyHKUMM * IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3ae 10GBase-X

YnpasneHue notokoMm IEEE 802.3x B pexxvmMe nonHoro gynnekca
* ABTomatuueckoe onpegenexHve MDI/MDIX

npOVISBOD,I/ITeJ'IbHOCTb

KommyTaumoHHas * 128 but/c
maTpuua
MeTog koMmMyTaLmMn

Store-and-forward

Makc. ckopocTb * 95,24 Mpps
nepeHanpasneHus 64-

6anTHbIX NakeToB

Pa3smep Tabnuusl MAC- * 68K 3zanuceir?

afpecoB

Pa3mep Tabnuupl
MapLupyTu3auum IPv4
Pasmep Tabnuupl
MapLupyTusaumm IPv6
Pasmep Tabnuupl
KkoMmmyTauum L3 IPv4
Pa3mep Tabnuupl
KoMmmyTauum L3 IPv6
Bydep naketos * 4 Mb

16K 3anucen

7K 3anucen

32K 3anuceir?

16K 3anuceit?

Jumbo-dperim * 12 Kb
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DGS-3630-28TC

YnpaBnsieMbl CTeKMpyeMbi KOMMyTaTop 3 YpOBHA ¢ 20 nopTamum
10/100/1000Base-T, 4 komb60-noptamu 100/1000Base-T/SFP n 4

noptamun 10GBase-X SFP+

lNporpammHoe obecnedeHne Standard Image (S|

CrekupoBaHune

* du3nyeckoe CTeknpoBaHue
- Monoca nponyckaHus: go 80 6ut/c
- o 9 ycTponcte B cTeke
- KonbueBas/nuHenHas Tononorus

* BupTyanbHoe cTekmpoBaHue

- D-Link Single IP Management
- [o 32 ycTponcTts B BUPTYasnbHOM CTeke
- Monoca nponyckaxus: go 20 out/c

DyHKLMM 2 YPOBHS

Tabnuua MAC-aapecos: a0 68K sanuceir?
YnpasneHne noTokom

- 802.3x B pexumMe NonHoro gynnekca

- MNpepoTBpalleHre Gnokuposok HOL
Spanning Tree Protocol

-802.1D STP

-802.1w RSTP

- 802.1s MSTP

- Root Guard (Restriction)

- Loop Guard

* Link Aggregation

- 802.1AX

- 802.3ad

- Makc. 32 rpynnbl Ha YyCTPOWCTBO/8 MOPTOB Ha rpynny

ERPS (Ethernet Ring Protection Switching) version 2

* 3epkanvpoBaHue NopToB

- One-to-One

- Many-to-One

- MNoppepxka 3epkanupoBaHus Ans Bxoasiiero/
ucxogsiiero/Tpadurka B 060Mx HanpaBneHnsx

- Mopaepxka 4 rpynn 3epkanuposBaHns
3epkanvpoBaHMe NOTOKOB

- Mopaepxka 3epkanupoBaHns Ans BXOAsALWEro Tpaduka
3epkanupoBanue VLAN

RSPAN

L2 Protocol Tunneling (L2PT)

Multi-Chassis Link Aggregation Group (MLAG)?®

pacchblirnka 2 ypoBHs

- MLD viiv2

- Nopaepsxka fo 4K rpynn?

- MLD Snooping Fast Leave Ha ocHoBe y3na

- Moppepxka 64 cTaTU4eckUx MHOroaapecHbIX rpynn
- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

VLAN * 802.1Q pynnel VLAN
* 802.1v VLAN Ha ocHOBe NpOTOKONOB - Make. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q Voice VLAN
* VLAN Ha ocHoBe nopToB Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecos VLAN Trunking
* VLAN Ha ocHoBe noaceten GVRP: go 4K guHamuyecknx VLAN-rpynn
* Private VLAN Asymmetric VLAN
MHoroagpecHas * MLD Snooping IGMP Snooping

- IGMP v1i2/v3

- NMopaepsxka go 8K rpynn?

- Mopaepxka 64 cTaTM4ecknx MHOroOaApeCHbIX rpynmn
- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

* PIM Snooping

DyHKUMM 3 YPOBHS

IPv4 ARP/IPv6 ND: nooaepxka oo 32K/16K?
- 512 ctatuyeckux 3anmcen ARP
Gratuitous ARP
* WHtepdenc IP
- MNoppepxka 256 nHTepdercos
* NHTepdenc Loopback
* Proxy ARP
- MNoppepxka Local ARP Proxy

TyHHenupoBaHue IPv6
- Ctatuyeckoe

- ISATAP

- GRE

- 6to4

VRRP v2/v3

* IP Helper

MapuwpyTtusauus 3
YPOBHS

* Nopaepxka 16K annapaTHbIX 3anucen mapLipyTusauum no
IPv4/IPv6
- 1 3anucb Ha kaxabln mapLupyT IPv4
- 2 3anucu Ha kaxabln mappyT IPv6
* Mopaoepxka no 32K annapatHbIx 3anucen kommyTtauum L3
no IPv4/IPv6?
- 1 3anuck Ha Kaxabii MmappyT IPv4
- 2 3anucu Ha kaxablin mappyT IPv6
* CraTndyeckas mapLipyTmaaums
- Makc. kon-Bo 3anuvcew IPv4: 512
- Makc. kon-Bo 3anucew IPv6: 256

* MapuwpyT IPv4/IPv6 no ymonyaHuo

PBR (Policy-based Route)

* Null Route
* Route Preference

Route Redistribution

* Graceful Restart (GR) Helper

BFD (Bidirectional Forwarding Detection)
- Ctatuyeckasi mapwpyTtusaums IPv4/vé
-RIP

- VRRP

* RIP vli2/ng

MHoroagpecHas
pacchblinka 3 ypoBHs

* dunbtpauus IGMP/MLD
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DGS-3630-28TC

YnpaBnsieMbl CTeKMpYyeMbI KOMMyTaTop 3 YPOBHA ¢ 20 nopTamm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP un 4

noptamun 10GBase-X SFP+

KauectBo obcnyxuBaHus

(Qos)

802.1p
8 oyepepeit Ha nopT

O6paboTka ovepegen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

KoHTponb neperpysku

- Weighted Random Early Detection (WRED)

802.1Qbb Priority-based Flow Control (PFC) anst nopta
10GBase-X

YnpasneHue nonocow nponyckaHus

- Ha ocHoBe nopta (Bxogsiee/ucxoasiiee, C MUH.
3HayeHnem 8 Kout/c)

- Ha ocHoBe notoka (Bxogsiee/ucxogsiiee, ¢ MUH.
3HayeHnem 8 Kout/c)

- YnpaBneHve nonocomn nponyckaHusi o o4epeam (C MUH.
3Ha4yeHuem 8 Kout/c)

MNopnepxkka cneayowmx 4enCTBUA AN NOTOKOB

- MeTka npuoputeta 802.1p

- MeTka npeanoyteHusi IP/DSCP

- QoS Ha ocHOBe BpeMeHu

* CoS Ha ocHosBe:

- MopTa kommyTaTopa

- Ouepepen npuoputeTos 802.1p
- BHyTpeHHero/BHewwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

-ToS

- IP Precedence

- DSCP

- Tuna npoTokona

- NopTta TCP/UDP

- Knacca IPv6-Tpadmka

- MeTku notoka IPv6

Tpw uBeTa MapKVpOBKK
-trTCM

-SITCM

Cnucku ynpasneHus
poctynom (ACL)

ACL Ha ocHoBe:

- MNpuopwuteta 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- IP-agpeca

-ToS

- IP Precedence

- Mackn DSCP

- Tuna npoTokona

- Homepa TCP/UDP-nopTa

- Knacca IPv6-Tpaduka

- MeTkn notoka IPv6

Makc. kon-Bo 3anucen ACL:

- Bxogsawmx (annapaTHbIx): 4K
- Mexopawmx (annapathbix): 1K
- Kapta poctyna VLAN: 3K

* ACL no pacnucaHuio

TexHonorus Green

OKOHOMUSI ANEKTPOIHEPTUN 38 CHET:
- Onpegenexus ctaTtyca coeMHeHus!
- OnpegeneHust AnvHbl kabensi

- BbikntoueHus NHOUKaTopoB
- BbikntoueHus nopToB
- Ncnonb3oBaHus cnsiero pexunma

Bbe3onacHocTb

Port Security

- Noppepxka go 12K MAC-agpecos Ha nopT/VLAN/cuctemy
3awuTa oT LWMpOoKoBeLLaTeNbHOro/MHOroaapecHoro/
0OHOaApeCcHOro WwropMa

D-Link Safeguard Engine

®yHkuma DHCP Server Screening

Dynamic ARP Inspection

IP Source Guard

DHCP Snooping

IPv6 Snooping

DHCPv6 Guard

IPv6 Route Advertisement (RA) Guard

IPv6 ND Inspection

O6HapyXeHne npobnem, CBA3aHHbIX C COBNAAEHNEM
ceTeBbIX aapecoB

MpepoTtepalyeHue atak ARP Spoofing
- Makc. konnyecTBo 3anucen: 64
L3 Control Packet Filtering

* Unicast Reverse Path Forwarding (URPF)

CermeHTaums Tpagmka

SSL

- Noppepxka TLS 1.0/1.1/1.2

- Moppepxka goctyna IPv4/IPv6
SSH

- Moppepxka SSH v2

- Moppepxka goctyna IPv4/IPv6
MpepoTBpalleHune atak BPDU
MpepoTtBpalleHune atak DoS

* dunbtpauus NetBIOS/NetBEUI
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VLAN

* Precision Time Protocol (PTP)
- One-Step Clock
- Pexxkum Boundary Clock
- Pexxum Transparent Clock
* Web-uHtepdeiic
- Noppepxka gocryna IPv4/IPve
- MNoppepxka SSL (HTTPS)
* WNHtepdperic komangHon ctpokm (CLI)
* Telnet-cepsep ans goctyna IPv4/IPv6
* Telnet-knneHT gns IPv4/IPv6
* SNMP
- Noppepxka v1/v2c/iv3
- Moppepxka poctyna IPv4/IPv6
* SNMP Trap
* TFTP-knueHT ansa IPv4/IPv6e
* FTP-knueHT ang IPv4/IPv6
* IPv4 SFTP-cepBep
* RCP

* CucTteMHbIn XXypHan ans cepsepa IPv4/IPv6

* SMTP

* RMON v1
- Moppepxka 1, 2, 3, 9 rpynn

* RMON v2
- MNoppepxka rpynnel ProbeConfig

* OpenFlow*
- OcHoBHble cpeacTea OpenFlow 1.3
- OauH KoHBeep/Tabnvua NoTokoB
- Pexxum: Pure/Hybrid

- Makc. konuyectso npasun notokos: 2048 (pexum

Pure),1920 (pexum Hybrid)

* Super VLAN

AAA * AyTeHTudpukaums 802.1X: * YnpaeneHue goctynom Ha ocHoBe MAC-agpecos (MAC):
- YnpaBneHve AOCTYNOM Ha OCHOBe nopTa/y3na - YnpaBneHue [OCTYNoM Ha ocHoBe nopTaly3na
- Hasnavenune nonutukn ldentity-driven - Hasnauenue nonutuku Identity-driven
- AvHamnyeckoe HasHaveHne VLAN - AvHamnyeckoe HasHauveHne VLAN
- YnpaBneHve Nonocomn nponyckaHusi - YnpaBneHve nornocomn nponyckaHusi
- Hasnavenune ACL - Hasnauenune ACL
* YnpaeneHue goctynom Ha ocHoBe Web (WAC): * Guest VLAN
- YnpaBneHve 4OCTYNoM Ha OCHoBe nopTalysna * Microsoft® NAP
- HaszHauyeHve nonutukm Identity-driven - Nopaepxka 802.1X NAP
- OnHamnyeckoe Ha3HayeHne VLAN - Nopnepxxka DHCP NAP
- YnpaBneHve nonocomn nponyckaHns * YpoBeHb NpuBUneruin Ans Aoctyna K ynpasneHuto
- Hasnauenvne ACL * AyTeHTudmkaums Ha ocHose RADIUS n TACACS+
- MNopaepxka foctyna IPv4/IPv6 * Authentication Database Failover
- Nopnepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * OwnarHocTtuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * ®yHKUMSA LMDPOBOro KOHTPONSA NapameTpoB
* D-Link Unidirectional Link Detection (DULD) npoussogutensHocTu TpaHcusepa DDM (Digital Diagnosics
* Dying Gasp Monitoring)
* 802.1ag Connectivity Fault Management (CFM)
YnpasneHue * NTP v3/iv4 * XypHanuposaHue BBOOUMbIX KOMaHA

LLDP/LLDP-MED

D-Link Discover Protocol (DDP)

DHCP Client option 12

DHCP Auto-configuration

DHCP Auto-image

DHCP Relay option 60/61/62/18/37/82/125
DHCP/DHCPV6 Local Relay

DHCP-cepsep

- Nopnepxka HasHayeHust agpeca IPv4/IPve
DHCPv6 Prefix Delegation (PD)

* Moppepxka Heckonbkux Bepcuit MO / Mopaepxka HECKONMbKUX

BepCUii KOHUrypaumn

* DNS Relay ans IPv4/IPv6

DNS-knueHT ans IPv4/IPve

* KomaHabl oTnagku
* BoccTaHoBneHue napons

LLincdposaHme napons

* Ping/Traceroute ans IPv4/IPv6

Microsoft® Network Load Balancing (NLB)

* Switch Resource Management (SRM)

sFlow

* D-Link License Management System (DLMS)
* PD Alive

OyHkumm Enhanced Image (El)

MapuwpyTtusauus 3
YPOBHS

* BFD (Bidirectional Forwarding Detection)
- OSPF
* BGP
- BGP v4/v4+
- dbytes AS
- Text/MD5 ansa BGP v4
* VRF-Lite
- CtaTtudeckasi mappyTtusaums IPv4
- RIP viiv2
- OSPF v2
- BGP v4

OSPF v2/iv3

- Makc. konuyectBo OSPF areas: 16

- Stub area

- NSSA area ans OSPF v2

- MaccuBHbIV HTEpdeic

- Text/MD5 Authentication ana OSPF v2
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MHoroagpecHas
paccblinka 3 ypoBHs

* IGMP v1/iv2/v3 * PIM-DM/SM/SSM/SDM

* MLD vi/v2 * SSM Mapping ans IPv4/IPv6

* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3

®OyHkumm MPLS Image (MI)

CraHpapTtel MIB/IETF

MapuwpyTtusaums 3 * IS-IS vaive
YPOBHSI
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble pacwumpenus ans BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCVIMPLS Ping/Traceroute
CtaHpgapTbl

* RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure
RFC 1212 Concise MIB Definitions

RFC 1213 MIBII

RFC 1215 MIB Traps Convention

RFC 1493, RFC 4188 Bridge MIB

RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB
RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418, RFC
3636 SNMPv2 MIB

RFC 271, RFC 1757, RFC 2819 RMON MIB

RFC 2021 RMONv2 MIB

RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB
RFC 2668 802.3 MAU MIB

RFC 2674, RFC 4363 802.1p MIB

Interface Group MIB

RFC 2618 RADIUS Authentication Client MIB

RFC 4022 MIB for TCP

RFC 4113 MIB for UDP

RFC 2620 RADIUS Accounting Client MIB

RFC 2925 Ping & TRACEROUTE MIB

TFTP uploads and downloads (D-Link MIB)

Trap MIB (D-Link MIB)

RFC 4293 IPv6 MIB

RFC 4293 ICMPVv6 MIB

Entity MIB

RIPv2 MIB

OSPF MIB

IPv4 Multicast Routing MIB

PIM MIB for IPv4

IP Forwarding Table MIB

RFC 4884 Extended ICMP to support Multi-Part Messages

RFC 4293 IPv6 SNMP Mgmt Interface MIB

DDM MIB (D-Link MIB)

Private MIB

MIB for D-Link Zone Defense

DDP MIB

LLDP-MED MIB

RFC 791 IP

RFC 768 UDP

RFC 793 TCP

RFC 792 ICMPv4

RFC 2463, RFC 4443 ICMPV6

RFC 826 ARP

RFC 1338, RFC 1519 CIDR

RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers




D-Link

Building Networks for People

DGS-3630-28TC

YnpaBnsieMbii CTEKMPYEeMbI KOMMyTaTop 3 ypOoBHSA ¢ 20 nopTtamum
10/100/1000Base-T, 4 komb60-noptamu 100/1000Base-T/SFP un 4
noptamu 10GBase-X SFP+

Pasmepsl (0 x W x B)

dusnyeckme napameTpbl

RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
RFC 2571 SNMP Framework

RFC 2572 SNMP Message Processing and Dispatching

RFC 2573 SNMP Applications

RFC 2574 User-based Security Model for SNMPv3

RFC 1981 Path MTU Discovery for IPv6

RFC 2460 IPv6

RFC 2461, RFC 4861 Neighbor Discovery for IPv6

RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

RFC 2464 IPv6 over Ethernet and definition

RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
RFC 3513, RFC 4291 IPv6 Addressing Architecture

RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

RFC 3484 Default Address Selection for Internet Protocol version 6
RFC 3621 Power Ethernet MIB

* 441 x 259,8 x 44 mm

Bec

MuTtaHve Ha Bxoge

* 3,74 «r

Ycnosusa akcnnyarauum

* Ot 100 go 240 B nepemeHHoro Toka, 50/60 'y

MOLLHOCTb B pexume
OoXungaHua

Makc. notpebnsiemas * 42,4 Bt
MOLLHOCTb
MoTtpebnsemas * 28,1Bt

TennoBblgenexne

144,58 BTE/vac

MTBF (4acbl)

300 190,46

YpoBeHb wyma

Mpwn BbICOKOW CKOpPOCTM BeHTUNATOpa: 52,7 Ab
Mpun HKU3KOM ckopocTu BeHTUnsATopa: 45,3 b

3alumTa oT cTaTM4ecKkoro
AneKkTpunyecTea

* Noppepkka 3aWwuTbl OT CTaTUYECKOro anekTpuyecTsa Ao 6 kB Ha MmeaHbIx nopTtax (ctaHgapt IEC61000-4-5)

CucTtemMa BeHTUNSALUK

2 BeHTURIATOpPA®

Temnepartypa

Pa6Gouyas: ot -5 no 50 °C * XpaHeHus: ot -40 go 70 °C

BnaxHocTb

Mpwn akcnnyataumn: ot 10% Ao 95% 6e3 koHgeHcata * Tpu xpaHeHun: ot 5% o 95% 6es koHaeHcaTa
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* Kabenb nutaHus

* 4 pe3nHOBbIE HOXKM

10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP n 4
noptamun 10GBase-X SFP+

KomnnekT noctaBku

KommyTtatop DGS-3630-28TC

Pukcatop Ans kabens nuTaHus

* KoHconbHbI kabenb (¢ pasbemamu RJ-45 n RS-232)

* KoHconbHbI kabenb (¢ pazbemamu USB 1 Mini-USB)

2 KpenexHbIX KPOHLITEVHA AN YCTaHOBKN B 19-At0MMOBYIO CTONKY
* KomnnekT ans MoHTaxa

KpaTKoe PYKOBOACTBO NO YCTAaHOBKe

Modernb

Be3onacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCCClass A * BSMI
* C-Tick * ccC

MHdopmauus onsa 3akasa

OnucaHue

DGS-3630-28TC/A2ASI

DGS-3630-28TC-SE-LIC

YnpaBnsemblii cTekupyemMbiii kommyTatop 3 ypoBHs ¢ 20 noptamm 10/100/1000Base-T, 4 kombo-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ 1 nporpammHbiM o6ecniedeHnem Standard Image (S1)®

[ononHuTtenbHble NULIEH3UN 0GHOBNEHUS

JInueHsuns Ha obHoBneHWe nporpamMmmHoro obecneyeHus ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommytatopa DGS-
3630-28TC

DGS-3630-28TC-EM-LIC

JInueHsuns Ha obHoBneHWe nporpammHoro obecneyeHns ¢ Enhanced Image (El) va MPLS Image (MI) anst kommytaTopa DGS-3630-
28TC

DGS-3630-28TC-SM-LIC

DV-700-N25-LIC

JInueHsns Ha obHoBneHWe nporpammHoro obecneyenns ¢ Standard Image (Sl) Ha MPLS Image (M) ans kommyTtaTtopa DGS-3630-
28TC

HononHutensHoe nporpaMmHoe obecnedyeHne ans ynpasneHns

D-View 7 ¢ nuueHsmnew Ha 25 y3nos

DV-700-N50-LIC

D-View 7 ¢ nuueHsmnei Ha 50 y3nos

DV-700-N100-LIC

D-View 7 ¢ nuueHsuen Ha 100 y3nos

DV-700-N250-LIC

D-View 7 ¢ nuueHsuen Ha 250 y3nos

DV-700-N500-LIC

D-View 7 ¢ nuueHsuein Ha 500 y3nos

DV-700-N1000-LIC

D-View 7 ¢ nuueHsmei Ha 1000 y3nos

DV-700-P5-LIC

D-View 7 ¢ 5 nMueH3naMmn Ans NpoMexXyTOYHbIX CEpBEPOB

DV-700-P10-LIC

D-View 7 ¢ 10 nuueH3usmmn 4ns npoMexXyTOYHbIX CEPBEPOB

DV-700-P25-LIC

D-View 7 ¢ 25 nuueH3namMmn ans npoMexyTOovHbIX cepBepoB

DV-700-P50-LIC

D-View 7 ¢ 50 nuueH3namMmn ans npomMexyTovHbIX cepBepoB

DV-700-P100-LIC

D-View 7 co 100 nuueH3usimm 4ns NpOMeEXyTOYHbIX CEPBEPOB
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JononHutenbHble SFP+ TpaHcuBepbI

DEM-431XT TpaHcuBep SFP+ ¢ 1 noptom 10GBase-SR ans mHoromogoBoro onTtuyeckoro kabens (4o 300 m)
DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR gnsi ogHomogoBoro ontuyeckoro kabens (4o 10 km)
DEM-433XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-ER ansa ogHomopoBoro ontudeckoro kabens (ao 40 km)
DEM-434XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-ZR gnst ogHomogoBoro onTudeckoro kabens (go 80 km)

DEM-436XT-BXD

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 M, Rx: 1270 Hm) onst ogHoMogoBoro onTuyeckoro kabens (go 40 km)

DEM-436XT-BXU

WDM TpaHcuBep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ansi o4HOMOZOBOrO onTuyeckoro kabens (ao 40 km)

JononHutensbHble SFP-TpaHcuBepsl

DGS-712 SFP-tpaHcusep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX ans ogHomogoBoro ontuyeckoro kabens (8o 15 km)

DEM-302S-LX SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX gns ogHomogoBoro ontuyeckoro kabens (4o 2 kv)

DEM-310GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX gns ogHomogoBoro ontudeckoro kabens (ao 10 km)

DEM-311GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX ans MHOroMooBOro ontuyeckoro kabens (4o 550 m)

DEM-312GT2 SFP-tpaHcuBep ¢ 1 noptom 1000Base-SX+ ans MHOroMogoBoro ontuyeckoro kabens (4o 2 km)

DEM-314GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-LHX gns ogHomopoBoro ontudeckoro kabens (8o 50 km)

DEM-315GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-ZX ans ogHoMogoBoro ontuyeckoro kabens (8o 80 km)

DEM-220T WDM SFP-TpaHcuBep ¢ 1 noptom 100Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ansi o4HOMOZOBOro onTuyeckoro kabens (Ao 20 km)
DEM-220R WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 Hm, Rx:1550 HM) onst ogHoMogoBoro ontuyeckoro kabensi (4o 20 km)

DEM-302S-BXD

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOA0BOrO ONTUYEeCcKoro kabens (4o 2 km)

DEM-302S-BXU

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (4o 2 km)

DEM-330T WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHomMoA0Boro ontuyeckoro kabens (4o 10 km)
DEM-330R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHomoaoBoro ontudeckoro kabens (4o 10 km)
DEM-331T WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHoMoA0Boro ontudeckoro kabens (4o 40 km)
DEM-331R WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHomoaoBoro ontuyeckoro kabens (4o 40 km)

DEM-331T/20KM

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHoMoA0Boro ontuyeckoro kabens (4o 20 km)

DEM-331R/20KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHomoaoBoro ontuyeckoro kabens (4o 20 km)

[ononHutenbHble kabenn 10G SFP+

DEM-CB100S MaccuHbIl kabenb 10GBase-X SFP+ anuHoi 1 M Ans NpsiMoro NoAKIoYeHus!
DEM-CB300S MaccuBHbI kabenb 10GBase-X SFP+ gnuHon 3 M 4nsi NpsiMOro NOAKIioYeHUs
DEM-CB700S MaccuBHbI kabenb 10GBase-X SFP+ gnuHon 7 M gns npsiMoro NoAKoYeHns
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PeaepBH bleé NICTOYHUKN NUTaHUA

DPS-500A PesepBHbIN UCTOYHUK NUTaHWS ans kommyTtatopos (140 Br)

DPS-500DC/B PesepBHbIn nctodHuk nutaHmsa DC gnsa kommytaTtopos (140 BT)

1 He 8x00um 8 KOMIIIEeKmM nocmaeku.

2 [laHHble OCHOBaHbI Ha MaKCUMasibHbIX 3HauyeHuUsix nokazamernel ¢yHkyuu Switch Resource Management (SRM).

3 locmynHo & eepcuu npozpamMmHo2o obecreyerus R2.10.

4 Pexxum Pure OpenFlow docmynieH e gepcuu npoepammHo2o obecriedeHusi R2.10, pexum Hybrid OpenFlow docmyneH e eepcuu npozpammHoeo obecneqeHusi R2.20.

5 Mo ymonyaHuto ycmaHosneHa Hu3kasi ckopocms eeHmunsimopa. lMpu memnepamype ebiwe 36 T cKopocmb 6eHMUIISIMOpPa y8enuqueaenmcsi U 0cmaemcsi bIcokoli 00
roHwxeHus memnepamypbi 0o 33 T.

8 Kaberib Onsi cmekupogaHus u sHewHul USB-Hocumerib He 6x00sim 6 KOMIIeKm rocmasKu.

O6HoBneHo 25/01/2018

D-Link

Building Networks for People

Xapakmepucmuku mo2ym 6bimb U3MeHeHb! 63 y8eO0OMIeHUs.
D-Link siensiemcs 3apeaucmpuposaHHoli mopzosgoli mapkol D-Link Corporation/D-Link System Inc.




