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management access-list . . . ... ... 571
management acCess-Class . ... .. ... ... 573
show management access-liSt . ... ...ttt 573
show management acCesS-Class ... ........... ittt 574
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34 MLD COMMANAS....ccciuriiiiiiiiieiiiiieeciee e eee e e eeree e e etee e e e sraeeesaaeeeeesaeeeesseeeesssaeeeenssseeennns 576
ipv6 mld last-member-query-count . . . ... ... ... 576
ipv6 mld last-member-query-interval .. ....... ... ... . 577
ipv6o mld query-interval . . ... ... 578
ipv6 mld qUEry-max-reSPONSE-tiMe . . ... ..o\ttt ettt et ettt 579
IPVO MIA TODUSINESS . . o .ottt e et e e 580
IPVO MIA VEISION . . .ottt e e e e 580
show ipvo mld interface . ... .. ... . ... . 581

35  MLD Snooping CommANndS ..........cccovueiiieiiiiieiiiieeeeiiee et e e e e e eree e e eereeeeeraeeeenneee e 583
ipv6 mld snooping (Global) . ... ... ... 583
ipvo mld SNOOPING VIAN . . .. ... o 583
ipv6 mld SNOOPING QUETIET . . . oottt ettt et e e e ettt et e e e e 584
ipv6 mld SNoopINg VIan QUETIET . ... ... ...ttt e 585
ipv6 mld snooping vlan querier election . .. ... ... 586
ipv6 mld snooping vlan querier Version . .............. ..ottt 587
ipv6 mld snooping vlan mrouter . ... .. ... ... ... 588
ipv6 mld snooping vlan mrouter interface . ............ ... i 589
ipv6 mld snooping vlan forbidden mrouter . . ....... ... .. .. ... 590
ipv6 mld snooping vIan Static ... ........ ..t 590
ipv6 mld snooping vlan immediate-leave .. ........ .. ... . 591
show ipv6 mld SNOOPING SLOUPS . . . o ettt et et et e e e e e e e e e 592
show ipv6 mld snooping interface . ........... ... ... i 594
show ipv6 mld SNOOPING MIOULET . . . ..o\ttt t ettt e e ettt et e e 595

36  Network Management Protocol (SNMP) Commands...........cccccuveeeeeeiciiieeeeeniiiiieeeeenee, 596
SOMP-SETVET COMIMUIILY . . ¢ .o ettt et e et et e e e et et e e e e e e e e e e e e 596
SNMP-SETVEr COMMUIIEY=ZIOUD « . . ¢« vttt et ettt et et e e e et et e e e e e e e e e e 598
SIMP-SEIVET SEIVET .+ . v vt vttt ettt et et e ettt e e e et e e e ettt e ettt 599
SNMP-SEIVEr SOUICE-INTEITACE . .. ...ttt et et et et e eens 600
snmp-server source-interface-ipvo .. ... ... 601
SIMP-SCIVEL VIEW . o . o ittt ettt et e e e e e e e e e e e e e e e e e 602
SIMP-SEIVEL ZIOUP . ¢ . e v ettt ettt et et et e e e e et e e e e e e e e et e e e e 603
SHOW SIMP VIBWS . .\ ottt ettt et et e e e et e e et e e et 605
SHOW SIMP LOUPS .« .+ . o v vttt ettt e e e e e e e e e e e e e 606
SIMP-SEIVET USET .« o o v vt et e e et et et e e et et et e et e et e e et et e et 607
ShOW SIMP USETS . . . . o ittt ettt et e e et e e e e e e e e 610
snmp-server fllter ... ... .. .. 612
show snmp filters . ... ... .. 613
SIMP-SEIVEL NOST . .. oottt et e e e 614
snmp-server enginelD local . ...... .. ... . . 616
snmp-server enginelD remote .. ... ... 617
show snmp enginelD . . ... ... . 618
snmp-server enable traps . . . . . ... e 619
snmp-server trap authentication . ... .......... ... it 619
SIMP-SEIVET CONTACT . . o\ vttt ittt ettt e et e et e e e e e et e e et aeas 620
SNMP-SEIVEr IOCATION . . . .\ttt et e e e e e e 621
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SIIMP-SEIVET SEL .« . o ettt e ettt e e e ettt e e e e e e e e 622
snmp trap HnK-status . . ... ..o 623
SHOW ST . . . .t 623
37  PHY Diagnostics COMMANAS..........cccuereeruiieeriiieeeiiiieeeiieeeesreeeeseeeeeeeneeeennsseeesssseesennns 626
test cable-diagnostics tdr . ... ... ... 626
show cable-diagnostics tdr ... ... ... . e 627
show cable-diagnostics cable-length . . . ... ... .. . 628
show fiber-ports optical-tranSCeIVEr . .. ... ...\ttt e et et e 629
38  PnP Agent CommandS .........ccoocuiiiiiiiiiii et 631
PIP AEVICE . oottt e e 631
PP diSCOVErY tIMEOUL . . . . ..ottt ettt ettt e e e e e e e e e e e 632
POP ENADIC . . . 633
PNp reconnect INterval . . ... ... e 634
PIP TESUITIC . v vt vttt et e e et et et e e e e et e e e e e e e e e e e e e e e e 634
PP tLANSPOTE o ot ettt ettt et e e e e e e e e e e 635
pnp watchdog timeout . . . ... ..o e 636
SHOW PP . oo 637
39  Power over Ethernet (POE) Commands ..........c.c.oooiiiiiiiiiiiiiiiiiieececeee e 643
POWEL INLING . . . . oottt et e e e e 643
power inline inrush test disable . ... ... ... .. . 644
power inline legacy support disable . ........ ... ... ... 644
power inline class-error-detection . . . ... ... ittt e 645
power inline pOwered-deVviCe . . ... ... ...ttt 646
POWET INLINE PrIOTIEY . . .. ottt ettt e e e e e e e e e e e 647
power inline usage-threshold .. ...... ... ... . . . . .. . 648
power inline traps enable ... ... ... ... 648
power inline LImit .. ... ... ... . e 649
power inline IMit-mode .. ... ... ... ... .t e 650
powered device forced ... ... ... 651
ShOW POWer Inline . ... ... ... . 652
Show power Inline SaVINGS . . ... .. ...ttt e 657
clear power Inling COUNTETS . . .. ...\ttt et ettt e ettt e et e e s 658
clear power inline monitor CONSUMPLION . .. ..ottt ettt ettt e e e 659
show power inline MONItOr CONSUMPLION . . ..\ttt e ettt e et e et e ee e 659
ShOW POWETEd-AEVICE . .. ..ttt e e e e 662
40  Port Channel ComMmMANdS..........ceecviieiiiiieeiiiiee e et ee et e et eeeebeeeesbaaeeessaeeeesseeens 664
channel-group . ... ... .. 664
port-channel load-balance . ........ ... ... . 665
show interfaces port-channel .. ........ .. .. .. . .. ... 666
41  Quality of Service (Q0S) COMMANCS.......cccuuireeriiiiieeiiiie et ereee et eeee e 667
GOS + ot et e e e e e e e e 667
gos advanced-mode truSt . . . ... ...t 668
SHOW OS . o 669
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ClaSS-NAD . . oot 670

ShOW Class-map . ... ... o 671
MATCH . . ot 672
POLICY-MAD . .ot 673
ClaSS .o 674
ShOW POLICY-MAP . . . oot e 675
1300 ] 676
] PN 677
POLICE . ottt 679
SCIVICE-POLICY . ot ottt e e 680
gOS AZEIegate-POLICET . . .. o\ttt 682
ShOW qOS aggregate-pOliCer . . . . ..ottt e 683
POLICE AGEIeGAte . . . . .ottt 684
WIT-QUEUE COSTNAD . ¢+ v vt ettt et et ettt et e e e e e et e e et et e et et e e 685
wrr-queue bandwidth . ... . 686
priority-queue out NUM-0f-QUEUES . ... ..ttt e e 687
traffic-Shape . ... o 688
traffic-shape qUEUE .. ... ... . e 689
qOS WIT-QUEUE WItd . . . oot 690
ShOw qOS WIT-qUEUE WItd . ... .. ot 691
ShOW qOS INtEITACE . . . . .. oo 692
qos MAP POlICEd-ASCP .. ..ottt 696
JOS MAP ASCP-QUEUEC . . oottt ettt ettt e e ettt e e e e e e 697
gos trust (Global) ... ... . 698
qos trust (Interface) . . . ... ..o 699
QOS COS v vt ettt et e e e e e e e e e e e e e e e 700
qOS dSCP-MULALION . . . . ottt ettt et et e e e e e e e e e e e e 701
qOS MAP dSCP-MULALION . .. o\ttt ettt e e e e e e e 702
SHOW QOS AP . .ottt e e 703
clear qOS StatiStICS . . . .ottt e e 704
qOS StatiStiCs POLICET . . ...ttt et 705
qos statistics aggregate-POLliCET . ... ...\ttt 706
clear UEUE SEAtISTICS . . .o\ttt et e e e e e 706
ShOW QUEUE STALISTICS . . . ot ottt et e e e e e e e e e e 707
SHOW OS STALISTICS . . . v vttt et et e 708
42 RADIUS COMMANGS......oeiiiiiiiieiiiiiieeiiiieeeeieeeeeiieeeestteeessaeeeeseseeeeessseeeesssseeesssssesssssseeens 710
TadiUuS-SETVET NOSt . ..o i e 710
radius-SeIVer KeY . . . . oo 712
radius-SerVer TetranSIMIt . . . . . .ottt e ettt e e e et e e 712
radius-server host source-interface . ......... ... ... 713
radius-server host source-interface-ipveo .. ... .. e 714
1adiuS-SEIVET tHIMEOUL . . . . o\ ottt ettt et et e ettt e et 715
radius-server deadtime ... ... ...ttt e 716
SHOW TAdIUS-SETVETS . . . .\ ittt ettt ettt et e et e e e e 717
show radius-servers Key .. ... ... ... . 717
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43

44

45

46

47

Rate Limit and Storm Control Commands............cccceeeeieeiiiiiiieiieiiiiieee e 719
clear storm-Control COUNTETS . ... ..ottt et et e et ettt e e 719
rate-limit (Ethernet) . . . ... ... .. 720
rate-limit VIAn .. ... 721
SEOTM-CONLIOL . . . . ottt e e e e e e e 722
show rate-limit interface .. ...... ... ... i e 724
show rate-limit VIan ... .. ... ... . 725
show storm-control interface . ............ ...ttt e 726
Remote Network Monitoring (RMON) Commands ...........ccceeeeeviieeniieeeeniiee e 729
TMON AlAIM . . .o e e 729
show rmon alarm-table .. ....... ... ... 731
show rmon alarm . ... ... 731
TINON @VEIE . o . oottt et et e e e e e e e e e e e e e 733
SHOW ION @VENTS . . . oottt et et e e e e e e e 734
ShOW IMON L0g . . . oo 735
TMON taDIE-SIZE . . . ... 736
ShOW ImON StAtiISLICS . . ..ottt et e 737
rmon collection Stats . ... ... ... 739
show rmon colleCtion Sats ... .. ... ...ttt 740
ShOW rmon hiStory . . . ... e 741
Router Resources Commands ..............coooiiiiiiiiiiiiiiieec et 745
SHOW SYSTEIM TESOUITES . .« o vt ettt et et et e e e e e e e e e e e e e e e e e 745
RSA and Certificate Commands ............cccouiieiiiiiiiiiie et 747
crypto key generate dsa . . ... ... 748
Crypto KEY SENerate IS . . . ..o v ottt ettt e e e e 749
Crypto Key IMPOrt . .. . o 750
SHOW CTYPtO KOy . .ot e 752
Crypto certificate GENETate . .. ... ...ttt ettt 753
Crypto Certificate TEQUEST . . . . o\ttt ittt et e e e e 755
crypto certificate Import . . ... ... 757
ShOow crypto certificate ... ... ... ... ... it e 763
SMartport COMMANGS........cccviiieiiiii et e e e e e etree e e ebeeeesssaeeeeasaeaeas 765
macro auto (Global) . ... ... . e 765
macro auto built-in parameters .. .. .. ... ... .. 766
MACTO AULO PEISISTENL . . . o . ot ottt ettt ettt e et ettt e ettt e e 767
MACTo aUt0 ProCesSSING CAP . . oottt ettt e e e e e e 768
macro auto processing lldp . ... ... . 769
MACTO AULO PrOCESSING LYPE . . o . v et e ettt et e e e e e e e e e e e e 770
MACTO AULO TESUITIE .+« o v v et e et e e e et et e e et e et e et e et e e e e e et e et et et ee s 771
macro auto smartport (Interface) . ... ... ... 772
MACIO AULO SMATEPOTT LYPE -« o o v v et et et e e ettt e e e e e e e e e e 773
macro auto trunk refresh . .. ... .. 774
macro auto USer SMAartPOrt MACTO . . . . vt vttt et e et e e e e e et e et e e e e e e e 776
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ShOW MACTO AULO POITS . . . .ottt et et et et et e e e e et e 777

ShOW MACTO AULO PIOCESSING . . . . ot vttt ettt et e e e e e e ettt ettt 779
ShOW MAaCT0 aUL0 SMATt-TNACTOS . . .« . . vttt ettt ettt e et e e e e e e e 780
SmMartport StOrm-CoONtrol . . . ... ... 782
48  SPAN COMMANGS ...oeeiiiiiiiieiiiieeeiiiieesieteeeieeeeesreeeestteeeeereeeesssseeeesseesasssseeeasssseessnsseeens 784
monitor session desStination . . ... ... ...ttt e 784
IMONITOL SESSION SOUICE -« .« v v e e et et ettt e e et e e e e e e e e e e et e e e e e e i 785
ShOW MONItOT SESSION . . . o ottt et et e e et e e e 787
49  Spanning-Tree CommANAS .........cccviiieiiiiiiiiiie et e e e e b e e e sraee e eseraeeeeareeeas 790
SPANMINEZ-TICE . . o ¢ o vttt et ettt e e e e e e e e e e e e e e 790
SPANNING-tree MOAC . . . . oo oottt e et et e e e e 790
spanning-tree forward-time . . . ... .. ... 792
spanning-tree hello-time ... ... ... .. ... . 792
SPANNING-TIEE MAX-AZE .+« o v o vt vttt ettt et e ettt e e e ettt et 793
SPANNING-TIEE PLIOTIEY . . .o ottt ettt ettt e e e e e e e e e e 794
spanning-tree disable . . . . ... 795
SPANNING-LIEE COSE -+ . o v vt vt ettt e et e e e e e e e e e e e e e e e 796
SPANNING-tree POTt-PriOTItY . .. ..ottt ettt e et et e e e e e e e et 797
spanning-tree Portfast . ... ... ... 798
SPanNINg-tree HNK-tyPe . .. ..ottt 799
spanning-tree pathcost method .. ... ... ... 799
spanning-tree bpdu (Global) . .. ... . ... 800
spanning-tree bpdu (Interface) . .......... ... 801
clear SpannInG-tree COUNLEIS . . . ...ttt ettt et ettt e et e e e et e e e et e e 802
clear spanning-tree detected-protocols ... ... . 803
SPANNING-tre€ MSt PIIOTILY . . o o v et ettt ettt e e e e e e e e e e ettt 804
Spanning-tree MSt MaX-hoPS . . . ..o\ttt e e e et e e 805
SPANNINg-tree MSt POIt-PriOTILY . . .o\ v vttt ettt e e e e e et e e et eeeens 806
SPANNING-LrEe MSE COSE . . . . ottt ittt ettt et e e e e e e 806
spanning-tree mst configuration . ... ..... ... ... ...t 807
INStANCe (MS ) ..ot e 808
namMe (M ST ) ..o 809
TeVISION (MS T ) ..o e e 810
ShOW (M ST ) .ot e 811
XAt (M ST ) L ottt 812
ADOTt (M) . ot 812
ShOW SPANNING-TICC . . .. o\ttt ettt et et ettt et et 813
show spanning-tree bpdu ... ... . 829
spanning-tree loopback-guard . .. ... .. 830
spanning-tree vlan forward-time . .. ... .. ... L 831
spanning-tree vlan hello-time . ... ... ... .. .. e 832
SPaNNING-tree VIan MaX-agC .. .. ... vt vttt ettt ettt e 833
SPaNNINE-tree VIAn Priority . .. .. ..ottt et e e e 834
SPANNINE-tree VIAN COSt . ..ttt ettt e e e e 835
spanning-tree vlan port-priority ... ... .. ..ottt e e 836
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50  SSH Client CommandsS...........ccccuvrieeiiiieeeiiiieeeeiieeeeieeeeesieeeesireeeesereeeeesaseeeessaeeessnseeeenns 838
ip ssh-client authentication ... .......... ... .. . 838
ip ssh-client change server password .. ............ .. ittt 839
ipssh-client Key . ... ... . 840
ip ssh-client password . .. ... e 843
ip ssh-client server authentication . . ......... ... ..ttt 844
ip ssh-client server fingerprint .. ....... .. ... 845
ip ssh-client source-interface . ........... ... ... 846
ipv6 ssh-client source-interface . ............. ... 847
ip ssh-Client USername . . . ... ... ... i 848
ShOoW Ip SSh-CLIENt . .. ..o 849
ShOW 1P SSh-ClIENt SETVET . . . . .ttt e e et et e 852

51 SSD COMMANGS ...eeeeieriiiiiiiieeeiiiee et et e e et e e e eereeeesaeeeestbeeessssaeeeessseaeesssaeesanssseeennns 855
SSA COMETE . .o 855
PASSPITASE . . ottt ettt e e e e e 855
SSA TUlE . .o 857
SHOW S D o 859
SSA SESSION TEAM . . . o . ottt et e e e 861
SHOW SSA SESSION . . o . ottt ettt e e e e 862
ssd file passphrase CONtrol . . ... ...ttt e 863
ssd file integrity control . ... ... ... 864

52 SYSLOG COMMANAS ...eeeeiuviiiiiiiiiieeiiiieeeeitieeeereeeeeieeeeesiaaeeestveeeeeasaeeeeaseeessasaeeeansseeeennns 866
A28 LOgEINg . . .o 866
clear log@ing . ... ..o 867
clear logging file . ... ... .. 867
file-system Log@INgG . . ... ..ot 868
logging buffered ... ... ... 869
logging console . . .. ... 870
logging file . . ... . 871
logging hoSt . ... 872
LOGEING ON . . oottt e e e 873
logging SOUrCe-INterface . ... ... ... .ottt e 874
logging source-interface-ipvel . ... .. ...ttt 875
logging aggregation ON . .. ... ...ttt e e 876
logging aggregation aging-time ... ... ... ... ...uut ittt 876
logging origin-id . ... ... ... 877
logging cbd module . . . ... ... 878
logging cbd level .. ... . 879
SHOW J0ggINg . . .o 880
show logging file . . . ... . i e 881
ShOW SYSIO@-SCIVEIS . .. .. it 882

53 System Management Commands ............cceeiiieiiiiiiiiieeeiiiee e e e 884
disable ports Leds . . .. ...t 884
hOStNAME . . . . ..o 885
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Teload . ..o e 885
TESUIMIC . . o\ ov vttt ettt e e e et e et e e e e e e e e e e e e e e e e e 887
service cpu-UtiliZation . . .. ... .. . it 888
ShOW CPId VEISION . . .ottt e e e e e e 889
ShOW CPU INPUL TALE . . . oottt ettt e e e et e e et e 890
ShOow Cpu UtIHZAtioN . ... ... e 890
ShOW ENVIFONIMENT . . . . o\ttt e ettt et e e ettt et et et 891
ShOW INVENLOTY . . .ottt e e e e e e e e e e 893
show reload . . ... o 894
SHOW SESSIONS . . . ottt ettt e e e e 895
system Light . ..o 896
SYSEEIM TECOVELY -+« v et ettt ettt e e e e e e e e e e e e e e e e e 897
54 Telnet, Secure Shell (SSH) and Secure Login (Slogin) Commands.............cccccceunnennee. 899
TP EEINEt SOTVET . . o oot 899
1P SSh SCIVeT . . . oo 900
1P S POTt Lo 900
ip sshpassword-auth . ... ... .. . 901
ip sshpubkey-auth .. ... ... . 902
crypto key pubkey-chainssh . . ... . 903
USI-KOY . o .ot 904
K-St . oo 905
ShOW 1P SSh L .o 907
show crypto key pubkey-chainssh . ...... ... .. .. .. . . . . . . 908
55  User Interface CommandS.........c.ceeeeeuiiiiiiiiiiieiiiieeeriite et e e e e e e e eneeee e 910
CONTIGUIC . . ottt e e e e e e e e e e e 910
diSable . .o 910
O o 911
1331 ) P 912
BN L L e 913
exit (Configuration) . . . ... ...t 914
eXit (EXEC) . .ttt e 915
115 o P 915
Mt OTy . .o 916
RIStOTY SIZE . . ..ottt 917
10 3 918
terminal datadump . ... ... . 919
terminal RIStOTY . . ... 920
terminal hiStOTY SIZ€ . ... .. ittt e 921
termMINAl PrOMPL . . ..ottt e e 922
terminal Width ... ... 922
ShOW MiStOTY . . oo 923
ShOW PrIVIIEEE . . . ot 924
56  Virtual Local Area Network (VLAN) Commands...........ccceeeeeiiiiiieeiiiiiieeeeeeciieeee e, 926
vian database . . . ... 926
£ 0 P 927
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SMOW VAN .. 928
INterface VIAm . . . ... 929
interface range VIan . . ... ... ... 929
NAME . ottt ettt et e e e e e e e e e e e e 930
SWILCPOTt . . Lo 931
SWItChPOTt MOAe . .. ..o e 932
SWitchport access VIan ... ... ... 933
switchport trunk allowed vlan . ......... ... ... . 934
switchport trunk native vIan .. .......... ... . . 936
switchport general allowed vlan ........... .. .. . . . 937
switchport general pvid . .. ... .. 938
switchport general ingress-filtering disable .......... .. .. .. .. .. . . 939
switchport general acceptable-frame-type . .......... ... ... ... 940
switchport general forbidden vlan .......... ... . .. . .. . ... 940
switchport customer vian ... ....... ... .. 941
show interfaces SWItChport . ... ... ... ... i e 942
vlan prohibit-internal-usage . ... ... ...ttt 944
show vian internal USage ... ... ...ttt e 945
57  Voice VLAN COMMANGS .....cccoiiiiiiiiiiie ettt eette e e e e vaeeeeareeeeeaaeeeenneee e 947
ShOW VOICE VIaN . . . ..o 947
show voice vlan local ... ... ... .. ... 951
VOICE VIAN SEALE . . o .ottt ettt 953
voice vian refresh . ... ... 955
voice VIan id . .. .o 957
VOICE V1AM VPt .ottt e 958
VOICE VIAN ASCP . . oottt e 959
Voice VIan OUI-table . . .. ... 960
voice VIan COS MOAE . . ..ot 961
VOICE VIAI COS .ottt ettt et e e e e e e 962
VOIce VIan aging-timeouL . . . . ..ottt ettt e 963
voice vian enable . . .. ... 963
58  Web Server CommandS..........coccuiiieeiiiie et eeiee e eee e e eeerae e e e ea e e eaaeeeenaaeeenens 965
Ip https Certificate . ... ... i e 965
TP D POTt . . o 966
TP AEED SCIVET . . oot 966
IP MEEP SECUIC-SCIVET . . .o\ttt et e ettt e e e e e e e e e e e 967
ip http tIMEOUt-POLICY ...ttt e e e e 968
SHOW 1P D . o 969
SHOW 1P S oo e 969
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Introduction

This section describes how to use the Command Line Interface (CLI). It contains the following
topics:

e Overview

* User (Privilege) Levels

* CLI Command Modes

» Interfaces for Debug Access
* Accessing the CLI

e CLI Command Conventions
« Editing Features

* Interface Naming Conventions
e [Pv6z Address Conventions
e Loopback Interface

* PHY Diagnostics

e CLI Output Modifiers

Overview

The CLI is divided into various command modes. Each mode includes a group of commands.
These modes are described in CLI Command Modes.

Users are assigned privilege levels. Each user privilege level can access specific CLI modes.
User levels are described in the section below.

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0 19



Introduction 1

User (Privilege) Levels

Users can be created with one of the following user levels:

* Level 1—Users with this level can only run User EXEC mode commands. Users at this
level cannot access the web GUI or commands in the Privileged EXEC mode.

* Level 7—Users with this level can run commands in the User EXEC mode and a
subset of commands in the Privileged EXEC mode. Users at this level cannot access
the web GUL

* Level 15—Users with this level can run all commands. Only users at this level can
access the web GUL

A system administrator (user with level 15) can create passwords that allow a lower level user
to temporarily become a higher level user. For example, the user may go from level 1 to level
7, level 1to 15, or level 7 to level 15.

The passwords for each level are set (by an administrator) using the following command:

enable password [level privilege-level] { password | encrypted encrypted-password }

Using these passwords, you can raise your user level by entering the command: enable and the
password for level 7 or 15. You can go from level 1 to level 7 or directly to level 15. The
higher level holds only for the current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with
command level 15, can create users at this level.

Example—Create passwords for level 7 and 15 (by the administrator):

switchxxxxxxf#fconfigure
switchxxxxxx<conf># enable password level 7 level7@aBc
switchxxxxxx<conf># enable password level 15 levell5RaBc

switchxxxxxx<conf>#

Create a user with user level 1:

switchxxxxxxf#fconfigure
switchxxxxxx<conf> username john password Johnl234 privilege 1

switchxxxxxx<conf>
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Example 2— Switch between Level 1 to Level 15. The user must know the password:

switchxxxxxx#
switchxxxxxx# enable

Enter Password: ****** (this is the password for level 15
- LevellS5Q@abc)

switchxxxxxx#

NOTE Ifauthentication of passwords is performed on RADIUS server, the passwords assigned to user

level 7 and user level 15 must be configured on the external server and associated with the
$enable7$ and $enable15$ user names, respectively. See the Authentication, Authorization and
Accounting (AAA) Commands chapter for details.

CLI Command Modes

The CLI is divided into four command modes. The command modes are (in the order in which
they are accessed):

*  User EXEC mode
*  Privileged EXEC mode
* Global Configuration mode

Each command mode has its own unique console prompt and set of CLI commands. Entering
a question mark at the console prompt displays a list of available commands for the current
mode and for the level of the user. Specific commands are used to switch from one mode to
another.

Users are assigned privilege levels that determine the modes and commands available to them.
User levels are described in User (Privilege) Levels.

User EXEC Mode

Users with level 1 initially log into User EXEC mode. User EXEC mode is used for tasks that
do not change the configuration, such as performing basic tests and listing system information.

The user-level prompt consists of the switch host name followed by a #. The default host name
is switchxxxxxx where xxxxxx is the last six digits of the device’s MAC address, as shown
below
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switchxxxxxx#

The default host name can be changed via the hostname command in Global Configuration
mode.

Privileged EXEC Mode

A user with level 7 or 15 automatically logs into Privileged EXEC mode.

Users with level 1 can enter Privileged Exec mode by entering the enable command, and when
prompted, the password for level 15.

To return from the Privileged EXEC mode to the User EXEC mode, use the disable command.

Global Configuration Mode

The Global Configuration mode is used to run commands that configure features at the system
level, as opposed to the interface level.

Only users with command level of 7 or 15 can access this mode.

To access Global Configuration mode from Privileged EXEC mode, enter the configure
command at the Privileged EXEC mode prompt and press Enter. The Global Configuration
mode prompt, consisting of the device host name followed by (config)#, is displayed:

switchxxxxxx (config) #

Use any of the following commands to return from Global Configuration mode to the
Privileged EXEC mode:

e exit
 end
o Ctrl+Z

The following example shows how to access Global Configuration mode and return to
Privileged EXEC mode:

switchxxxxxx#
switchxxxxxx# configure
switchxxxxxx (config)# exit

switchxxxxxx#
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Interface or Line Configuration Modes

Various submodes may be entered from Global Configuration mode. These submodes enable
performing commands on a group of interfaces or lines.

For instance to perform several operations on a specific port or range of ports, you can enter
the Interface Configuration mode for that interface.

The following example enters Interface Configuration mode for vlanl and then sets their

speed:

The exit command returns to Global Configuration mode.

switchxxxxxx#

switchxxxxxx# configure

switchxxxxxx (config)# interface range vlanl
switchxxxxxx (config-if) #speed 10
switchxxxxxx (config-if) #fexit

switchxxxxxx (confiqg) #

The following is a sample of some of the available submodes:

Interface—Contains commands that configure a specific interface (port, VLAN, port
channel, or tunnel) or range of interfaces. The Global Configuration mode command
interface is used to enter the Interface Configuration mode. The interface Global
Configuration command is used to enter this mode.

Line Interface—Contains commands used to configure the management connections
for the Telnet and SSH. These include commands such as line timeout settings, etc. The
line Global Configuration command is used to enter the Line Configuration command
mode.

VLAN Database—Contains commands used to configure a VLAN as a whole. The
vlan database Global Configuration mode command is used to enter the VLAN
Database Interface Configuration mode.

Management Access List—Contains commands used to define management
access-lists. The management access-list Global Configuration mode command is
used to enter the Management Access List Configuration mode.

MAC Access-List, IPv6 Access List, IP Access List—Configures conditions required
to allow traffic based on MAC addresses, IPv6 address and [Pv4 address, respectively.
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The mac access-list, ipv6 access-list and ip access-list Global Configuration mode
commands are used to enter the these configuration mode.

To return from any Interface Configuration mode to the Global Configuration mode, use the
exit command.

Interfaces for Debug Access

In addition to the standard CLI interface modes detailed above, the device supports additional
interfaces for device debug access. These interlaces are intended to be used by a Cisco Support
Team personnel, in cases where it is required to debug device’s behavior. These interfaces are
password protected. The passwords are held by the Cisco support team.

The device supports the following debug interfaces:

*  U-BOOT access during boot sequence (access is possible only via serial console
terminal)

« Linux Kernel access during boot sequence (access is possible only via serial console
terminal)

* Run time debug modes - allows Cisco Support Team personnel to view device settings,
and to apply protocol and layer 1 debug commands and settings (access is possible via
serial, telnet or SSH console terminal)

Accessing the CLI

The CLI can be accessed from a terminal or computer by performing one of the following
tasks:

*  Running a Telnet session from a command prompt on a computer with a network
connection to the switch.

» Using SSH from an application that supports SSH client running on a computer with a
network connection to the switch.

NOTE Telnet and SSH are disabled by default on the switch.

If access is via a Telnet or SSH connection, ensure that the following conditions are met before
using CLI commands:
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NOTE

NOTE

* The switch has a defined IP address.
»  Corresponding management access is enabled.

* There is an IP path such that the computer and the switch can reach each other.

Using HyperTerminal over the Console Interface

Some of the devices in this product line support a single RJ45 console management interface,
while other devices in this product line supports a dual console management interface - mini
USB and an RJ45 port. The RJ45 interface provides a direct connection to a computer’s serial
port using a standard DB-9 null-modem or crossover cable. If Both min USB and RJ45 are
connected, on the devices that support dual management interfaces, the mini USB interface
has precedence

Mini USB interface will become active a few seconds after device is turned on/rebooted

After the computer and switch are connected, run a terminal application to access the CLI. The
terminal emulator must be configured to databits=8 and parity=none.

Click Enter twice, so that the device sets the serial port speed to match the PC's serial port
speed.

When the CLI appears, enter cisco at the User Name prompt and then enter cisco for the
Password prompt.

If this is the first time that you have logged on with the default username and password, the
device will display a prompt to change username and Password. The new password needs to
comply to password complexity rules.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage
the switch. For detailed information on CLI commands, refer to the appropriate chapter(s) of
this reference guide.

Using Telnet over an Ethernet Interface

Telnet provides a method of connecting to the CLI over an IP network.

To establish a telnet session from the command prompt, perform the following steps:
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STEP 1

STEP 2

STEP 3

STEP 4

NOTE

Click Start, then select All Programs > Accessories > Command Prompt to open a
command prompt.

Figure 1  Start > All Programs > Accessories > Command Prompt

All Programs b

232743

e Command Prompk

At the prompt, enter telnet 1<IP address of switch>, then press Enter.

Figure 2 Command Prompt

ommand Prompt

Microzoft Windows HP [Uersion 5.1.26HH1
(C> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings:rrohm>telnet 192.168.1.25%4

CLI will be displayed.

When the CLI appears, enter the defined username at the User Name prompt and then enter
the defined password at the Password prompt.

If this is the first time that you have logged on with the default username and password, the
device will display a prompt to change username and Password. The new password needs to
comply to password complexity rules.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage
the switch. For detailed information on CLI commands, refer to the appropriate chapter(s) of
this reference guide.

CLI Command Conventions

When entering commands there are certain command entry standards that apply to all
commands. The following table describes the command conventions.
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Editing Features

Convention

Description

(]

In a command line, square brackets indicate an optional entry.

{1}

In a command line, curly brackets indicate a selection of compulsory
parameters separated the | character. One option must be selected. For
example, flowcontrol {auto|on|off} means that for the flowcontrol
command, either auto, on, or off must be selected.

(inverted commas)

When the input string contains space and/or reserved words (i.e. VLAN), put
the string in inverted commas.

parameter Italic text indicates a parameter.
press key Names of keys to be pressed are shown in bold.
Ctrl+F4 Keys separated by the + character are to be pressed simultancously on the

keyboard

Screen Display

Fixed-width font indicates CLI prompts, CLI commands entered by the user,
and system messages displayed on the console.

all

When a parameter is required to define a range of ports or parameters and all
is an option, the default for the command is all when no parameters are
defined. For example, the command interface range port-channel has the
option of either entering a range of channels, or selecting all. When the
command is entered without a parameter, it automatically defaults to all.

text

When free text can be entered as a parameter for a command (for example in
command: snmp-server contact) if the text consists of multiple words
separated by blanks, the entire string must appear in double quotes. For
example: snmp-server contact "QA on floor 8"

Entering Commands

A CLI command is a series of keywords and arguments. Keywords identify a command, and
arguments specify configuration parameters. For example, in the command show interfaces
status Gigabitethernet 1, show, interfaces and status are keywords, Gigabitethernet is an
argument that specifies the interface type, and/ specifies the port.

To enter commands that require parameters, enter the required parameters after the command
keyword. For example, to set a password for the administrator, enter:
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switchxxxxxx (config)# username admin password Alansmithl

When working with the CLI, the command options are not displayed. The standard command
to request help is ?.

There are two instances where help information can be displayed:

* Keyword lookup—The character ? is entered in place of a command. A list of all valid
commands and corresponding help messages are is displayed.

» Partial keyword lookup—If a command is incomplete and or the character ? is entered
in place of a parameter, the matched keyword or parameters for this command are
displayed.

To assist in using the CLI, there is an assortment of editing features. The following features are
described:

* Terminal Command Buffer
* Command Completion
* Interface Naming Conventions

» Keyboard Shortcuts

Terminal Command Buffer

Every time a command is entered in the CLI, it is recorded on an internally managed
Command History buffer. Commands stored in the buffer are maintained on a First In First
Out (FIFO) basis. These commands can be recalled, reviewed, modified, and reissued. This
buffer is not preserved across device resets.

Keyword Description

Up-Arrow key Recalls commands in the history buffer,
beginning with the most recent command.

Ctrl+P Repeat the key sequence to recall successively
older commands.
Down-Arrow key Returns to more recent commands in the history

buffer after recalling commands with the
up-arrow key. Repeating the key sequence will
recall successively more recent commands.

By default, the history buffer system is enabled, but it can be disabled at any time. For more
information on enabling or disabling the history buffer, refer to the history command.
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There is a standard default number of commands that are stored in the buffer. The standard
number of 10 commands can be increased to 216. By configuring 0, the effect is the same as
disabling the history buffer system. For more information on configuring the command history
buffer, refer to the history size command.

To display the history buffer, refer to the show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword no can be entered to cancel the effect
of a command or reset the configuration to the default value. This Reference Guide provides a
description of the negation effect for each CLI command.

Command Completion

If the command entered is incomplete, invalid or has missing or invalid parameters, then the
appropriate error message is displayed. This assists in entering the correct command. By
pressing Tab after an incomplete command is entered, the system will attempt to identify and
complete the command. If the characters already entered are not enough for the system to
identify a single matching command, press ? to display the available commands matching the
characters already entered.

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI commands. The
following table describes the CLI shortcuts.

Keyboard Key Description

Up-arrow Recalls commands from the history buffer, beginning
with the most recent command. Repeat the key sequence
to recall successively older commands.

Down-arrow Returns the most recent commands from the history
buffer after recalling commands with the up arrow key.
Repeating the key sequence will recall successively more
recent commands.

Ctrl+A Moves the cursor to the beginning of the command line.
Ctrl+E Moves the cursor to the end of the command line.
Ctrl+Z / End Returns back to the Privileged EXEC mode from any

configuration mode.
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NOTE

Keyboard Key Description

Backspace Deletes one character left to the cursor position.

Copying and Pasting Text

Up to 1000 lines of text (or commands) can be copied and pasted into the device.

It is the user’s responsibility to ensure that the text copied into the device consists of legal
commands only.

When copying and pasting commands from a configuration file, make sure that the following
conditions exist:

* A device Configuration mode has been accessed.

The commands contain no encrypted data, like encrypted passwords or keys. Encrypted data
cannot be copied and pasted into the device except for encrypted passwords where the
keyword encrypted is used before the encrypted data (for instance in the enable password
command).

Interface Naming Conventions

Interfaces on the device can be one of the following types:

*  Gigabit Ethernet (10/100/1000 kbits) ports—These can be written as either
GigabitEthernet or gi or GE.

* Ten Gigabit Ethernet (10,000 kbits) ports—This can be written as either
TenGigabitEthernet or te or XG.

*  LAG (Port Channel)—Written as either Port-Channel or po.
*  VLAN—Written as VLAN
*  Tunnel—Written as tunnel or tu
Within the CLI, interfaces are denoted by concatenating the following elements:
*  Type of Interface—As described above

* Interface Number—Port, LAG, tunnel or VLAN numbers
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Samples of these various options are shown in the example below:

switchxxxxxx (config) #interface GigabitEthernet 1
switchxxxxxx (config) #interface GE 1

switchxxxxxx ( (config)#interface tel/0/1
switchxxxxxx (config) #interface pol

switchxxxxxx (config)# interface vlan 1

NOTE See Loopback Interface for a description of the loopback interface.

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range
command has the following syntax:

<interface-range> ::=
{<port-type>[ ][/<first-port-number>[ - <last-port-number]} |

port-channel|[ ]<first-port-channel-number>[ -
<last-port-channel-number>] |

tunnel|[ ]<first-tunnel-number>[ - <last-tunnel-number>] |

vlan[ ]<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

switchxxxxxx#configure
switchxxxxxx (config-if) #interface range gil-5g

switchxxxxxx (config-if)#interface range tel/0/1-5

List of Multiple Interface Types

A combination of interface types can be specified in the interface range command in the
following format:

<range-list> ::= <interface-range> | <range-list>, <

interface-range>

Up to five ranges can be included.
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NOTE Range lists can contain either ports and port-channels or VLANs. Combinations of
port/port-channels and VLANSs are not allowed

The space after the comma is optional.

When a range list is defined, a space after the first entry and before the comma (,) must be
entered.

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx (config) #interface range gil-5, vlan 1-2

switchxxxxxx (config) #interface range tel/0/1-5, vlan 1-2

IPv6z Address Conventions

The following describes how to write an [IPv6z address, which is a link-local [Pv6 address.
The format is: <ipvé6-link-local-address>%<egress-interface>
where:

egress-interface (also known as zone) = vlan<vlan-id> | po<number> | tunnel<number> |
port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress
interface = 0 is equal to not defining an egress interface.

The following combinations are possible:

* ipv6_address%egress-interface—Refers to the IPv6 address on the interface
specified.

* ipv6_address%0—Refers to the [Pv6 address on the single interface on which an
IPv6 address is defined.

* ipv6_address—Refers to the IPv6 address on the single interface on which an I[Pv6
address is defined.
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Loopback Interface

When an IP application on a router wants to communicate with a remote IP application, it must
select the local IP address to be used as its IP address. It can use any IP address defined on the
router, but if this link goes down, the communication is aborted, even though there might well
be another IP route between these IP applications.

The loopback interface is a virtual interface whose operational state is always up. If the IP
address that is configured on this virtual interface is used as the local address when
communicating with remote IP applications, the communication will not be aborted even if the
actual route to the remote application was changed.

The name of the loopback interface is loopbackl.

A loopback interface does not support bridging; it cannot be a member of any VLAN, and no
layer 2 protocol can be enabled on it.

Layer 3 Specification

[P Interface
IPv4 and IPv6 addresses can be assigned to a loopback interface.

The IPv6 link-local interface identifier is 1.

Routing Protocols

A routing protocol running on the switch supports the advertising of the IP prefixes defined on
the loopback interfaces via the routing protocol redistribution mechanism.
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Configuration Examples

Static Routing

The following example shows you how to configure IP on a switch with static routing:

Switch# configure terminal

Switch(config)# interface vlan 1

Switch(config-if)# ip address 10.10.10.2 /24

Switch (config-if)# ipv6é address 2001:DB8:2222:7270::2312/64
Switch(config-if)# exit

Switch(config)# interface vlan 2

Switch (config-if)# ip address 10.11.11.2 /24
Switch(config-if)# ipv6é address 2001:DB8:3333:7271::2312/64
Switch(config-if)# exit

Switch(config)# interface loopback 1

Switch(config-if)# ip address 172.25.13.2 /32

Switch (config-if)# ipv6 address 2001:DB8:2222:7272::72/128
Switch(config-if)# exit

Switch (config)# ip route 0.0.0.0/0 10.10.11.1
Switch(config)# ip route 10.11.0.0 /16 10.11.11.1

Switch (config)# ipvé route 0::/0 2001:DB8:2222:7270::1

Switch (config)# ipv6é route 2001:DB8:3333::/48
2001:DB8:3333:7271::1

The neighbor router 10.10.11.1 should be configured with the following static route: ip route
172.25.13.2 /32 10.10.10.2.

The neighbor router 10.11.11.1 should be configured with the following static route: ip route
172.25.13.2 /32 10.11.11.2.

The neighbor router 2001:DB8:2222:7270::1 connected to VLAN 1 should be configured with
the following static route:

ipv6é route 2001:DB8:2222:7272::72/128 2001:DB8:2222:7270::2312
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The neighbor router 2001:DB8:3333:7271::1 connected to VLAN 1 should be configured with
the static route defined immediately below.

IPv6 Route 2001:DB8:2222:7272::72/128 2001:DB8:3333:7271::2312

PHY Diagnostics

The following exceptions exist:
*  Copper Ports—PHY diagnostics are only supported on copper ports.

* 10G ports—TDR test is supported when the operational port speed is 10G. Cable
length resolution is 20 meters.

CLI Output Modifiers

To all show and more commands (except show technical support) an output modifier may be
added as follows:

<show/more command> | <output-modifier> <regular-expression-pattern>
The output modifiers are:

* begin: Start output from the first line that has a sequence of characters matching the
given regular expression pattern

* include: Includes only lines that have a sequence of characters matching the given
regular expression pattern.

* exclude: Excludes all lines that have a sequence of characters matching the given
regular expression pattern.

* count: Counts all lines that have a sequence of characters matching the given regular
expression pattern and displays the result (no other output is displayed).

NOTE Only 1 output modifier can be used in each command. The remainder of the text typed in is part
of the regular expression pattern.

A regular expression is a pattern (a phrase, number, or more complex pattern). The CLI String
Search feature matches regular expressions to the show or more command output. Regular
expressions are case-sensitive and allow for complex matching requirements.
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A regular expression can be a single-character pattern or a multiple-character pattern. That is,
a regular expression can be a single character that matches the same single character in the
command output or multiple characters that match the same multiple characters in the
command output. The pattern in the command output is referred to as a string. This section
describes creating both single-character patterns and multiple-character patterns. It also
discusses creating more complex regular expressions, using multipliers, alternation,
anchoring, and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in
the command output. You can use any letter (A-Z, a-z) or digit (0-9) as a single-character
pattern. You can also use other keyboard characters (such as ! or ~) as single-character
patterns, but certain keyboard characters have special meaning when used in regular
expressions. The following table lists the keyboard characters that have special meanings.

Character Meaning
Matches any single character, including white space.
* Matches 0 or more sequences of the pattern.
+ Matches 1 or more sequences of the pattern.
? Matches 0 or 1 occurrences of the pattern.
A Matches the beginning of the string.
$ Matches the end of the string.

To use these special characters as single-character patterns, remove the special meaning by
preceding each character with a backslash (V).

The following examples are single-character patterns matching a dollar sign, an underscore,
and a plus sign, respectively.

\$ \_\+

You can specify a range of single-character patterns to match against command output. For
example, you can create a regular expression that matches a string containing one of the
following letters: a, e, 1, 0, or u. Only one of these characters must exist in the string for pattern
matching to succeed. To specify a range of single-character patterns, enclose the
single-character patterns in square brackets ([ ]). For example, [aciou]| matches any one of the
five vowels of the lowercase alphabet, while [abcdABCD] matches any one of the first four
letters of the lower- or uppercase alphabet.
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You can simplify ranges by entering only the endpoints of the range separated by a dash (-).
Simplify the previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it
with a backslash:

[a-dA-D\-]

You can also include a right square bracket (]) as a single-character pattern in your range, as
shown here:

[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase
alphabet, a dash, or a right square bracket.

You can reverse the matching of the range by including a caret (") at the start of the range. The
following example matches any letter except the ones listed:

[*a-dgsvV]

The following example matches anything except a right square bracket (]) or the letter d:

[*\1d]

Multiple-Character Patterns

When creating regular expressions, you can also specify a pattern containing multiple
characters. You create multiple-character regular expressions by joining letters, digits, or
keyboard characters that do not have special meaning. For example, a4% is a
multiple-character regular expression.

With multiple-character patterns, order is important. The regular expression a4% matches the
character a followed by a 4 followed by a % sign. If the string does not have a4%, in that
order, pattern matching fails. The multiple-character regular expression a. uses the special
meaning of the period character to match the letter a followed by any single character. With
this example, the strings ab, a!, or a2 are all valid matches for the regular expression.

You can remove the special meaning of the period character by inserting a backslash before it.
For example, when the expression a\. is used in the command syntax, only the string a. will be
matched.

You can create a multiple-character regular expression containing all letters, all digits, all
keyboard characters, or a combination of letters, digits, and other keyboard characters. For
example, telebit 3107 v32bis is a valid regular expression.
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Multipliers

You can create more complex regular expressions that instruct the system to match multiple

occurrences of a specified regular expression. To do so, use some special characters with your

single-character and multiple-character patterns. Table 1 lists the special characters that

specify multiples of a regular expression.

Table 1:  Special Characters Used as Multipliers

Character

Description

*

Matches 0 or more single-character or multiple-character
patterns.

Matches 1 or more single-character or multiple-character
patterns.

Matches 0 or 1 occurrences of a single-character or
multiple-character pattern.

The following example matches any number of occurrences of the letter a, including none:

a*

The following pattern requires that at least one letter a be in the string to be matched:

at

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\**

To use multipliers with multiple-character patterns, enclose the pattern in parentheses. In the

following example, the pattern matches any number of the multiple-character string ab:

(ab) *

The following pattern matches one or more instances of alphanumeric pairs, but not none (that
is, an empty string is not a match):

([A-Za-z] [0-9])+

The order for matches using multipliers (¥, +, or ?) is to put the longest construct first. Nested
constructs are matched from outside to inside. Concatenated constructs are matched beginning

at the left side of the construct. Thus, the regular expression above matches A9b3, but not

9Ab3 because the letters are specified before the numbers.
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Alternation

Alternation allows you to specify alternative patterns to match against a string. You separate
the alternative patterns with a vertical bar (]). Only one of the alternatives can match the string.
For example, the regular expression codex|telebit either matches the string codex or the string
telebit, but not both codex and telebit.

Anchoring

You can instruct the system to match a regular expression pattern against the beginning or the
end of the string. You anchor these regular expressions to a portion of the string using the
special characters shown in Table 2..

Table 2: Special Characters Used for Anchoring

Character Description
A Matches the beginning of the string.
$ Matches the end of the string.

For example, the regular expression ~con matches any string that starts with con, and $sole
matches any string that ends with sole.

In addition to indicating the beginning of a string, the * symbol can be used to indicate the
logical function not when used in a bracketed range. For example, the expression [*abed]
indicates a range that matches any single letter, as long as it is not the letters a, b, ¢, or d.
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802.1X Commands

3.1 aaa authentication dotlx

To specify which servers are used for authentication when 802.1X authentication is enabled,
use the aaa authentication dotlx command in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
aaa authentication dotlx default {radius | none | {radius none}}

no aaa authentication dotlx default

Parameters

* radius - Uses the list of all RADIUS servers for authentication

* none - Uses no authentication

Default Configuration
RADIUS server.

Command Mode

Global Configuration mode

User Guidelines

You can select either authentication by a RADIUS server, no authentication (none), or both
methods.

If you require that authentication succeeds even if no RADIUS server response was received,
specify none as the final method in the command line.
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Example

The following example sets the 802.1X authentication mode to RADIUS server
authentication. Even if no response was received, authentication succeeds.

switchxxxxxx (config) # aaa authentication dotlx default radius none

3.2 clear dotlx statistics

To clear 802.1X statistics, use the clear dotlx statistics command in Privileged EXEC mode.

Syntax

clear dotlx statistics [interface-id]

Parameters

® interface-id—Specify an Ethernet port ID.

Default Configuration

Statistics on all ports are cleared.

Command Mode

Privileged EXEC mode

User Guidelines

This command clears all the counters displayed in the show dot1x and show dotlx statistics
command.

Example

switchxxxxxx# clear dotlx statistics

3.3 dotlx authentication

To enable authentication methods on a port, use the dotlx authentication command in
Interface Configuration mode. To restore the default configuration, use the no form of this
command.
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Syntax
dotlx authentication [802.1x]

no dotlx authentication

Parameters

° 802.1x—Enables authentication based on 802.1X (802.1X-based authentication).

Default Configuration

802.1X-Based authentication is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

In accordance with the 802.1x standard, the 802.1x protocol runs per each Ethernet port
associated to the port channel by the channel-group command. The “authorized” and
unauthorized states are applied rather to ports associated with a port channel rather to the port
channel itself. Only authorized Ethernet ports can be active in port channel.

802.1x enabled on a port associated with a port channel has the following limitations:

®  Only the multi-host (legacy 802.1x mode) mode is supported.

Example

The following example enables authentication based on 802.1x and the station’s MAC address
on port gil:

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# dotlx authentication 802.1x

3.4 dotlx guest-vlan

To define a guest VLAN, use the dotlx guest-vlan mode command in Interface (VLAN)
Configuration mode. To restore the default configuration, use the no form of this command.
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Syntax
dotlx guest-vlan

no dotlx guest-vlan

Parameters

N/A

Default Configuration

No VLAN is defined as a guest VLAN.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the dotlx guest-vlan enable command to enable unauthorized users on an interface to
access the guest VLAN.

A device can have only one global guest VLAN.
The guest VLAN must be a static VLAN and it cannot be removed.

An unauthorized VLAN cannot be configured as guest VLAN.

Example

The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx (config) # interface vlan 2

switchxxxxxx (config-if) # dotlx guest-vlan

3.5 dotlx guest-vlan enable

To enable unauthorized users on the access interface to the guest VLAN, use the dotlx
guest-vlan enable command in Interface Configuration mode. To disable access, use the no
form of this command.

Syntax

dotlx guest-vlan enable
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no dotlx guest-vlan enable

Parameters

N/A

Default Configuration

The default configuration is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
This command cannot be configured if the monitoring VLAN is enabled on the interface.

If the port does not belong to the guest VLAN it is added to the guest VLAN as an egress
untagged port.

If the authentication mode is single-host or multi-host, the value of PVID is set to the guest
VLAN_ID.

If the authentication mode is multi-sessions mode, the PVID is not changed and all untagged
traffic and tagged traffic not belonging to the unauthenticated VLANSs from unauthorized hosts
are mapped to the guest VLAN.

I£ 802.1X is disabled, the port static configuration is reset.

See the User Guidelines of the dot1x host-mode command for more information.

Example

The following example enables unauthorized users on gil to access the guest VLAN.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # dotlx guest-vlan enable

3.6 dotlx guest-vlan timeout

To set the time delay between enabling 802.1X (or port up) and adding a port to the guest
VLAN, use the dotlx guest-vlan timeout command in Global Configuration mode. To restore
the default configuration, use the no form of this command.
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Syntax
dotlx guest-vlan timeout timeout

no dotlx guest-vlan timeout

Parameters
* timeout—Specifies the time delay in seconds between enabling 802.1X (or port up)
and adding the port to the guest VLAN. (Range: 30-180).
Default Configuration

The guest VLAN is applied immediately.

Command Mode

Global Configuration mode

User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the timeout
adds a delay from enabling 802.1X (or port up) to the time the device adds the port to the guest
VLAN.

Example

The following example sets the delay between enabling 802.1X and adding a port to a guest
VLAN to 60 seconds.

switchxxxxxx (config)# dotlx guest-vlan timeout 60

3.7 dot1x host-mode

To allow a single host (client) or multiple hosts on an IEEE 802.1X-authorized port, use the
dotlx host-mode command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

dotlx host-mode {multi-host | single-host | multi-sessions}
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Parameters
° multi-host—Enable multiple-hosts mode.
° single-host—Enable single-hosts mode.

° multi-sessions—Enable multiple-sessions mode.

Default Configuration

Default mode is multi-host.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Single-Host Mode

The single-host mode manages the authentication status of the port: the port is authorized if
there is an authorized host. In this mode, only a single host can be authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to
the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the
unauthenticated VLANS. If guest VLAN is not enabled on the port, only tagged traffic
belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from the authorized host is bridged
based on the static vlan membership configured at the port. Traffic from other hosts is
dropped.

The switch removes from FDB all MAC addresses learned on a port when its authentication
status is changed from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port is authorized after
at least one host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to
the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the
unauthenticated VLANS. If guest VLAN is not enabled on the port, only tagged traffic
belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from all hosts connected to the port is
bridged based on the static vlan membership configured at the port.

The switch removes from FDB all MAC addresses learned on a port when its authentication
status is changed from authorized to unauthorized.
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Multi-Sessions Mode

Unlike the single-host and multi-host modes (port-based modes) the multi-sessions mode
manages the authentication status for each host connected to the port (session-based mode). If
the multi-sessions mode is configured on a port the port does have any authentication status.
Any number of hosts can be authorized on the port. The dotlx max-hosts command can limit
the maximum number of authorized hosts allowed on the port.

Each authorized client requires a TCAM rule. If there is no available space in the TCAM, the
authentication is rejected.

When using the dotlx host-mode command to change the port mode to single-host or
multi-host when authentication is enabled, the port state is set to unauthorized.

If the dotlx host-mode command changes the port mode to multi-session when
authentication is enabled, the state of all attached hosts is set to unauthorized.

To change the port mode to single-host or multi-host, set the port (dotlx port-control) to
force-unauthorized, change the port mode to single-host or multi-host, and set the port to
authorization auto.

multi-sessions mode cannot be configured on the same interface together with Policy Based
VLANSs configured by the following commands:

Tagged traffic belonging to the unauthenticated VLANSs is always bridged regardless if a host
is authorized or not.

When the guest VLAN is enabled, untagged and tagged traffic from unauthorized hosts not
belonging to the unauthenticated VLANS is bridged via the guest VLAN.

The switch does not remove from FDB the host MAC address learned on the port when its
authentication status is changed from authorized to unauthorized. The MAC address will be
removed after the aging timeout expires.

In accordance with the 802.1x standard, the 802.1x protocol runs per each Ethernet port
associated to the port channel by the channel-group command. The “authorized” and
unauthorized states are applied rather to ports associated with a port channel rather to the port
channel itself. Only authorized Ethernet ports can be active in port channel.

802.1x enabled on a port associated with a port channel has the following limitations:

®  Only the multi-host (legacy 802.1x mode) mode is supported.

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# dotlx host-mode multi-host
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3.8 dotlx max-hosts

To configure the maximum number of authorized hosts allowed on the interface, use the dot1x
max-hosts command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dotlx max-hosts count

no dotlx max-hosts

Parameters
* count—Specifies the maximum number of authorized hosts allowed on the interface.
May be any 32 bits positive number.
Default Configuration

No limitation.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not limited. To limit the
number of authorized hosts allowed on an interface, use the dotlx max-hosts command.

This command is relevant only for multi-session mode.

Example

The following example limits the maximum number of authorized hosts on Ethernet port gil
to 6:

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # dotlx max-hosts 6
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3.9 dotlx max-req

To set the maximum number of times that the device sends an Extensible Authentication
Protocol (EAP) request/identity frame (assuming that no response is received) to the client
before restarting the authentication process, use the dotlx max-req command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dotlx max-req count

no dotlx max-req

Parameters
*  count—Specifies the maximum number of times that the device sends an EAP
request/identity frame before restarting the authentication process. (Range: 1-10).
Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

Example

The following example sets the maximum number of times that the device sends an EAP
request/identity frame to 6.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # dotlx max-req 6
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3.10  dotlx port-control

To enable manual control of the port authorization state, use the dotlx port-control command
in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

dotlx port-control {auto | force-authorized | force-unauthorized} [time-range
time-range-name)

no dotlx port-control

Parameters

* auto—Enables 802.1X authentication on the port and causes it to transition to the
authorized or unauthorized state, based on the 802.1X authentication exchange
between the device and the client.

* force-authorized—Disables 802.1X authentication on the interface and causes the
port to transition to the authorized state without any authentication exchange required.
The port sends and receives traffic without 802.1X-based client authentication.

* force-unauthorized—Denies all access through this port by forcing it to transition to
the unauthorized state and ignoring all attempts by the client to authenticate. The
device cannot provide authentication services to the client through this port.

° time-range time-range-name—Specifies a time range. When the Time Range is not in
effect, the port state is Unauthorized. (Range: 1-32 characters).
Default Configuration

The port is in the force-authorized state.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

802.1X authentication cannot be enabled on an interface if port security feature is
already enabled on the same interface.

The switch removes all MAC addresses learned on a port when its authorization control is
changed from force-authorized to another.
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Note. It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on
802.1X edge ports in auto state that are connected to end stations, in order to proceed to the
forwarding state immediately after successful authentication.

Example

The following example sets 802.1X authentication on gil to auto mode.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# dotlx port-control auto

3.11 dotlx re-authenticate

To initiate manually re-authentication of all 802.1X-enabled ports or the specified
802.1X-enabled port, use the dotlx re-authenticate command in Privileged EXEC mode.

Syntax

dotlx re-authenticate [interface-id]

Parameters

® interface-id—Specifies an Ethernet port.

Default Configuration

If no port is specified, command is applied to all ports.

Command Mode

Privileged EXEC mode

Example

The following command manually initiates re-authentication of 802.1X-enabled gil:

switchxxxxxx# dotlx re-authenticate gil
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3.12  dotlx reauthentication

To enable periodic re-authentication of the client, use the dot1x reauthentication command in
Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dotlx reauthentication

no dotlx reauthentication

Parameters

N/A

Default Configuration

Periodic re-authentication is disabled.

Command Mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # dotlx reauthentication

3.13  dotlx system-auth-control

To enable 802.1X globally, use the dotlx system-auth-control command in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dotlx system-auth-control

no dotlx system-auth-control

Parameters

N/A
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Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

The following example enables 802.1X globally.

switchxxxxxx (config) # dotlx system-auth-control

3.14  dotlx timeout quiet-period

To set the time interval that the device remains in a quiet state following a failed authentication
exchange, use the dotlx timeout quiet-period command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dotlx timeout quiet-period seconds

no dotlx timeout quiet-period

Parameters
* seconds—Specifies the time interval in seconds that the device remains in a quiet state
following a failed authentication exchange with a client. (Range: 10-65535 seconds).
Default Configuration

The default quiet period is 60 seconds.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

During the quiet period, the device does not accept or initiate authentication requests.
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The default value of this command should only be changed to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

To provide faster response time to the user, a smaller number than the default value should be
entered.

For 802.1x-based authentication, the number of failed logins is 1.

For 802.1x-based and MAC-based authentication methods, the quiet period is applied after
each failed attempt.

Example

The following example sets the time interval that the device remains in the quiet state
following a failed authentication exchange to 120 seconds.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# dotlx timeout quiet-period 120

3.15  dotlx timeout reauth-period

To set the number of seconds between re-authentication attempts, use the dotlx timeout
reauth-period command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dotlx timeout reauth-period seconds

no dotlx timeout reauth-period

Parameters

* reauth-period seconds—Number of seconds between re-authentication attempts.
(Range: 300-4294967295).

Default Configuration

3600

Command Mode

Interface (Ethernet) Configuration mode
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User Guidelines

The command is only applied to the 802.1x authentication method.

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # dotlx timeout reauth-period 5000

3.16 dotlx timeout server-timeout

To set the time interval during which the device waits for a response from the authentication
server, use the dotlx timeout server-timeout command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dotlx timeout server-timeout seconds

no dotlx timeout server-timeout

Parameters
° server-timeout seconds—Specifies the time interval in seconds during which the
device waits for a response from the authentication server. (Range: 1-65535 seconds).
Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by this
command to the result of multiplying the number of retries specified by the radius-server
retransmit command by the timeout period specified by the radius-server retransmit
command, and selecting the lower of the two values.
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Example

The following example sets the time interval between retransmission of packets to the
authentication server to 3600 seconds.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# dotlx timeout server-timeout 3600

3.17  dotlx timeout supp-timeout

To set the time interval during which the device waits for a response to an Extensible
Authentication Protocol (EAP) request frame from the client before resending the request, use
the dotlx timeout supp-timeout command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

Parameters

° supp-timeout seconds—Specifies the time interval in seconds during which the device
waits for a response to an EAP request frame from the client before resending the
request. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

The command is only applied to the 802.1x authentication method.
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Example

The following example sets the time interval during which the device waits for a response to
an EAP request frame from the client before resending the request to 3600 seconds.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # dotlx timeout supp-timeout 3600

3.18 dotlx timeout tx-period

To set the time interval during which the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the client before resending the
request, use the dotlx timeout tx-period command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dotlx timeout tx-period seconds

no dotlx timeout tx-period

Parameters

* seconds—Specifies the time interval in seconds during which the device waits for a
response to an EAP-request/identity frame from the client before resending the request.
(Range: 30—65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

The command is only applied to the 802.1x authentication method.
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Example

The following command sets the time interval during which the device waits for a response to

an EAP request/identity frame to 60 seconds.

switchxxxxxx (config)# interface gil:

switchxxxxxx (config-if)# dotlx timeout tx-period 60

3.19  dotlx traps authentication failure

To enable sending traps when an 802.1X authentication method failed, use the dotlx traps
authentication failure command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dotlx traps authentication failure [802.1x]

no dotlx traps authentication failure

Parameters

* 802.1x—Enables traps for 802.1X-based authentication.

Default Configuration

All traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address fails to be authorized by the

802.1X mac-authentication access control.
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switchxxxxxx (config) # dotlx traps authentication failure 802.1x

3.20  dotlx traps authentication quiet

To enable sending traps when a host state is set to the quiet state after failing the maximum
sequential attempts of login, use the dotlx traps authentication quiet command in Global
Configuration mode. To disable the traps, use the no form of this command.

Syntax
dotlx traps authentication quiet

no dotlx traps authentication quiet

Parameters

N/A

Default Configuration

Quiet traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

The traps are sent after the client is set to the quiet state after the maximum sequential attempts
of login.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a host is set in the quiet state:

switchxxxxxx (config) # dotlx traps authentication quiet
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3.21 dotlx traps authentication success

To enable sending traps when a host is successfully authorized by an 802.1X authentication
method, use the dotlx traps authentication success command in Global Configuration mode.
To disable the traps, use the no form of this command.

Syntax
dotlx traps authentication success [802.1x]

no dotlx traps authentication success

Parameters
* 802.1x—Enables traps for 802.1X-based authentication.

° mac—Enables traps for MAC-based authentication.

Default Configuration

Success traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address is successfully authorized by
the 802.1X MAC-authentication access control.

switchxxxxxx (config) # dotlx traps authentication success mac

3.22  dotlx violation-mode

To configure the action to be taken when an unauthorized host on authorized port in
single-host mode attempts to access the interface, use the dotlx violation-mode command in
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Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dotlx violation-mode {restrict | protect | shutdown} [traps seconds]

no dotlx violation-mode

Parameters

* restrict—Generates a trap when a station, whose MAC address is not the supplicant
MAC address, attempts to access the interface. The minimum time between the traps is
1 second. Those frames are forwarded but their source addresses are not learned.

® protect—Discard frames with source addresses that are not the supplicant address.

* shutdown—Discard frames with source addresses that are not the supplicant address
and shutdown the port.

® trap seconds - Send SNMP traps, and specifies the minimum time between
consecutive traps. If seconds = 0 traps are disabled. If the parameter is not specified, it
defaults to 1 second for the restrict mode and 0 for the other modes.

Default Configuration

Protect

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
The command is relevant only for single-host mode.

For BPDU messages whose MAC addresses are not the supplicant MAC address are not
discarded in Protect mode.

BPDU message whose MAC addresses are not the supplicant MAC address cause a shutdown
in Shutdown mode.

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# dotlx wviolation-mode protect
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3.23  show dotlx

To display the 802.1X interfaces or specified interface status, use the show dotlx command in
Privileged EXEC mode.

Syntax

show dotlx [interface interface-id | detailed]

Parameters
* interface-id—Specifies an Ethernet port.

® detailed—Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays authentication information for all interfaces on which 802.1x
is enabled:

switchxxxxxx# show dotlx
Authentication is enabled
Authenticating Servers: Radius, None
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enabled for 802.1x+mac
Authentication success traps are enabled for 802.1x
Authentication quiet traps are enabled for 802.1x
gil

Host mode: multi-sessions

Authentication methods: 802.1lx+mac

Port Adminstrated status: auto

Guest VLAN: enabled
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Time range name: work hours (Active now)
Server-timeout: 30 sec
Maximum Hosts: unlimited
Maximum Login Attempts: 3
Reauthentication is enabled
Reauthentication period: 3600 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters

Tx period: 30 sec

Supplicant timeout: 30 sec

max-req: 2
Authentication success: 9
Authentication fails: 1
Number of Authorized Hosts: 10

giz

Host mode: single-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
Time range name: work hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:

Mode: restrict

Trap: enabled

Trap Min Interval: 20 sec
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Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters

Tx period: 30 sec

Supplicant timeout: 30 sec

max-req: 2
Authentication success: 2

Authentication fails: 0

gi3

Host mode: multi-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
Time range name: work hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled

Reauthentication period: 3600 sec
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Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: 0
Host mode: multi-host
Authentication methods: 802.1x+mac
Port Adminstrated status: force-auto
Guest VLAN: disabled
Time range name: work hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec
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max-req: 2
Authentication success: 0
Authentication fails: 0
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
Credentials Name: Basic-User

Supplicant Operational status: authorized
The following describes the significant fields shown in the display:
®  Port—The port interface-id.

® Host mode—The port authentication configured mode. Possible values: single-host,
multi-host, multi-sessions.

°single-host
°multi-host
°*multi-sessions

Port Administrated status—The port administration (configured) mode. Possible values: force-auth,

force-unauth, auto.
Port Operational status—The port operational (actual) mode. Possible values: authorized or unauthorized.

Username—Username representing the supplicant identity. This field shows the username if the port control is
auto. If the port is Authorized, it displays the username of the current user. If the port is Unauthorized, it displays

the last user authorized successfully.

Quiet period—Number of seconds that the device remains in the quiet state following a failed authentication

exchange (for example, the client provided an invalid password).

Silence period—Number of seconds that If an authorized client does not send traffic during the silence period

specified by the command, the state of the client is changed to unauthorized.

Tx period—Number of seconds that the device waits for a response to an Extensible Authentication Protocol

(EAP) request/identity frame from the client before resending the request.

Max req—Maximum number of times that the device sends an EAP request frame (assuming that no response

is received) to the client before restarting the authentication process.
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Server timeout—Number of seconds that the device waits for a response from the authentication server before

resending the request.
Session Time—Amount of time (HH:MM:SS) that the user is logged in.
®  MAC address—Supplicant MAC address.

Authentication success—Number of times the state machine received a Success message from the

Authentication Server.

Authentication fails—Number of times the state machine received a Failure message from the Authentication

Server.

3.24  show dotlx statistics

To display 802.1X statistics for the specified port, use the show dotlx statistics command in
Privileged EXEC mode.

Syntax

show dotlx statistics interface interface-id

Parameters

® interface-id—Specifies an Ethernet port.

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays 802.1X statistics for gil.

switchxxxxxx# show dotlx statistics interface gil
EapolEapFramesRx: 10
EapolStartFramesRx: 0

EapolLogoffFramesRx: 1

67

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0



802.1X Commands

EapolAnnouncementFramesRx: 0
EapolAnnouncementReqgFramesRx:
EapolInvalidFramesRx: 0
EapolEapLengthErrorFramesRx:
EapolMkNoCknFramesRx: 0
EapolMkInvalidFramesRx: 0

EapolLastRxFrameVersion: 3

0

0

EapolLastRxFrameSource: 00:08:78:32:98:78

EapolSuppEapFramesTx: 0
EapolStartFramesTx: 1
EapolLogoffFramesTx: 0O
EapolAnnouncementFramesTx: 0
EapolAnnouncementReqgFramesTx:
EapolAuthEapFramesTx: 9

EapolMkaFramesTx: O

0

The following table describes the significant fields shown in the display:

Field

Description

EapollnvalidFramesRx

The number of invalid EAPOL frames of any type that have been
received by this PAE.

EapolEapLengthErrorFramesRx

The number of EAPOL frames that the Packet Body Length does
not match a Packet Body that is contained within the octets of the
received EAPOL MPDU in this PAE.

EapolAnnouncementFramesRx

The number of EAPOL-Announcement frames that have been
received by this PAE.

EapolAnnouncementReqFramesRx

The number of EAPOL-Announcement-Req frames that have been
received by this PAE.

EapolStartFramesRx The number of EAPOL-Start frames that have been received by this
PAE.

EapolEapFramesRx The number of EAPOL-EAP frames that have been received by this
PAE.

EapolLogoffFramesRx The number of EAPOL-Logoff frames that have been received by
this PAE.

EapolMkNoCknFramesRx The number of MKPDUs received with MKA not enabled or CKN

not recognized in this PAE.
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Field

Description

EapolMKkInvalidFramesRx

The number of MKPDUs failing in message authentication on
receipt process in this PAE.

EapolLastRxFrameVersion

The version of last received EAPOL frame by this PAE.

EapolLastRxFrameSource

The source MAC address of last received EAPOL frame by this
PAE.

EapolSuppEapFramesTx The number of EAPOL-EAP frames that have been transmitted by
the supplicant of this PAE.
EapolLogoffFramesTx The number of EAPOL-Logoff frames that have been transmitted

by this PAE.

EapolAnnouncementFramesTx

The number of EAPOL-Announcement frames that have been
transmitted by this PAE.

EapolAnnouncementReqFramesTx

The number of EAPOL-Announcement-Req frames that have been
transmitted by this PAE.

EapolStartFramesTx The number of EAPOL-Start frames that have been received by this
PAE.

EapolAuthEapFramesTx The number of EAPOL-EAP frames that have been transmitted by
the authenticator of this PAE.

EapolMkaFramesTx The number of EAPOL-MKA frames with no CKN information

that have been transmitted by this PAE.

3.25 show dotlx users

To display active 802.1X authorized users for the device, use the show dotlx users command in

Privileged EXEC mode.

Syntax

show dotlx users [username username]

Parameters

° username username—Specifies the supplicant username (Length: 1-160 characters).

Default Configuration

Display all users.

Command Mode

Privileged EXEC mode
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Examples
Example 1. The following commands displays all 802.1x users:

show dotlx users

Port Username MAC Address Auth Session VLAN
Server Time

gil Bob 0008.3b71.1111 Remote 09:01:00 1020

gi2 Allan 0008.3b79.8787 Remote 00:11:12

gi2 John 0008.3baa.0022 Remote 00:27:16

Example 2. The following example displays 802.1X user with supplicant username Bob:

switchxxxxxx# show dotlx users username Bob

Port Username MAC Address Auth Session VLAN
Server Time
gil Bob 0008.3b71.1111 Remote 09:01:00 1020
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3.1 ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an [Pv4 access
list (ACL) and to place the device in IPv4 Access List Configuration mode. All commands
after this command refer to this ACL. The rules (ACEs) for this ACL are defined in the permit
(IP) and deny ( IP ) commands. The service-acl input command is used to attach this ACL to
an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended ac/-name

no ip access-list extended acl-name

Parameters

* acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration

No IPv4 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name.

Example

switchxxxxxx (config)# ip access-list extended server

switchxxxxxx(config-ip-al)#
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3.2 permit ( IP)

Use the permit [P Access-list Configuration mode command to set permit conditions for an
IPv4 access list (ACL). Permit conditions are also known as access control entries (ACEs).
Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any | source source-wildcard} {any | destination destination-wildcard}
[ace-priority priority] [dscp number | precedence number]| [time-range time-range-name)
[log-input]

permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any
icmp-type] [any | icmp-code]| [ace-priority priority] [dscp number | precedence number|
[time-range time-range-name] [log-input]

permit igmp {any | source source-wildcard} {any | destination

destination-wildcard} [igmp-type] [ace-priority priority| [dscp number | precedence number|

[time-range time-range-name] [log-input]

permit tcp {any | source source-wildcard} {any|source-port/port-range}{any | destination

destination-wildcard} {any|destination-port/port-range} |ace-priority priority] [dscp
number | precedence number| [match-all list-of-flags] [time-range time-range-name]
[log-input]

permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination

destination-wildcard} {any|destination-port/port-range} |ace-priority priority] [dscp
number | precedence number] [time-range time-range-name] [log-input]

no permit protocol {any | source source-wildcard} {any | destination destination-wildcard)

[dscp number | precedence number] [time-range time-range-name] [log-input]

no permit icmp {any | source source-wildcard} {any | destination destination-wildcard}
[any | icmp-type] [any | icmp-code]] [dscp number | precedence number] [time-range
time-range-name) [log-input]

no permit igmp {any | source source-wildcard} {any | destination
destination-wildcard}[igmp-type] [dscp number | precedence number] [time-range
time-range-name) [log-input]

no permit tcp {any | source source-wildcard} {any|source-port/port-range} {any |
destination destination-wildcard} {any|destination-port/port-range} [dscp number |
precedence number| [match-all list-of-flags] [time-range time-range-name] [log-input]

no permit udp {any | source source-wildcard} {any|source-port/port-range} {any |
destination destination-wildcard} {any|destination-port/port-range} [dscp number |
precedence number] [time-range time-range-name] [log-input]
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Parameters

protocol—The name or the number of an IP protocol. Available protocol names are:
icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvo:rout, ipv6:frag, idrp, rsvp,
gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis. To match any protocol, use
the ip keyword.(Range: 0-255)

source—Source [P address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use ones in the
bit position that you want to be ignored.

destination—Destination [P address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use
ones in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request, router-advertisement,
router-solicitation, time-exceeded, parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, domain-name-request,
domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0—
255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or
one of the following values: host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of
ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one of the following
values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp (25),
sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp
(117), whois (43), www (80). For UDP enter a number or one of the following values:
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biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514),
tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmep (177).(Range: 0—
65535).

* source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

° match-all /list-of-flags—List of TCP flags that should occur. If a flag should be set, it is
prefixed by “+”. If a flag should be unset, it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

° time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet
that matches the entry. Because forwarding/dropping is done in hardware and logging
is done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is also used
for a source port in another ACE. If a range of ports is used for the destination port in an ACE,
it is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination
port.

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Example

switchxxxxxx (config)# ip access-list extended server
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switchxxxxxx (config-ip-al) # permit ip 176.212.0.0 00.255.255 any

3.3 deny ( IP)

Use the deny IP Access-list Configuration mode command to set deny conditions for IPv4
access list. Deny conditions are also known as access control entries (ACEs). Use the no form
of the command to remove the access control entry.

Syntax

deny protocol {any | source source-wildcard} {any | destination destination-wildcard}
[ace-priority priority] [dscp number | precedence number] [time-range time-range-name]
[disable-port|log-input |

deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any |
icmp-type] [any | icmp-code]|[ace-priority priority] [dscp number | precedence
number|[time-range time-range-name] [disable-port |log-input ]

deny igmp {any | source source-wildcard} {any | destination
destination-wildcard} [igmp-type][ace-priority priority] [dscp number | precedence
number][time-range time-range-name] [disable-port |log-input |

deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} |ace-priority priority] [dscp
number | precedence number][match-all list-of-flags][time-range time-range-name)
[disable-port |log-input ]

deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} |ace-priority priority] [dscp
number | precedence number][time-range time-range-name] [disable-port |log-input /

no deny protocol {any | source source-wildcard} {any | destination destination-wildcard}
[dscp number | precedence number][time-range time-range-name] [disable-port |log-input

]

no deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any |
icmp-type] [any | icmp-code]| [dscp number | precedence number][time-range
time-range-name] [disable-port |[log-input ]

no deny igmp {any | source source-wildcard} {any | destination
destination-wildcard} [igmp-type] [dscp number | precedence number][time-range
time-range-name] [disable-port |log-input /

no deny tcp {any | source source-wildcard} {any|source-port/port-range}{any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence
number][match-all list-of-flags] [time-range time-range-name] [disable-port |log-input ]
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no deny udp {any | source source-wildcard} {any|source-port/port-range} {any |
destination destination-wildcard} {any|destination-port/port-range} [dscp number |
precedence number|[time-range time-range-name] [disable-port [log-input ]

Parameters

protocol—The name or the number of an IP protocol. Available protocol names: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre,
esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis. To match any protocol, use the Ip
keyword. (Range: 0-255)

source—Source [P address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use 1s in the
bit position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use 1s
in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request, router-advertisement,
router-solicitation, time-exceeded, parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, domain-name-request,
domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0—
255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or
one of the following values: host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of
ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one of the following
values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949),
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echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp (25),
sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp
(117), whois (43), www (80). For UDP enter a number or one of the following values:
biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137),
non500-isakmp (4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpe (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

*  source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

° match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be set it is
prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

° time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

° disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that
matches the entry. Because forwarding/dropping is done in hardware and logging is
done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is

used for a source port in ACE it is not counted again if it is also used for source port in another
ACE. If a range of ports is used for destination port in ACE it is not counted again if it is also
used for destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for destination
port.
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If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al}# deny ip 176.212.0.0 00.255.255 any

3.4 1pv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6 access list
(ACL) and to place the device in Ipv6 Access-list Configuration mode. All commands after
this command refer to this ACL. The rules (ACEs) for this ACL are defined in the permit (
IPv6 ) and deny ( IPv6 ) commands. The service-acl input command is used to attach this ACL
to an interface.

Use the no form of this command to remove the access list.

Syntax
ipv6 access-list [ac/-name]

no ipvé6 access-list [acl-name]

Parameters

acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration

No IPv6 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any any
nd-na any, and deny ipv6 any any statements as its last match conditions. (The former two
match conditions allow for ICMPv6 neighbor discovery.)
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The IPv6 neighbor discovery process uses the IPv6 network layer service, therefore, by
default, IPv6 ACLs implicitly allow IPv6 neighbor discovery packets to be sent and received
on an interface. In [Pv4, the Address Resolution Protocol (ARP), which is equivalent to the
IPv6 neighbor discovery process, uses a separate data link layer protocol; therefore, by default,
IPv4 ACLs implicitly allow ARP packets to be sent and received on an interface.

Example

switchxxxxxx(config}# ipvé access-list acll

switchxxxxxx(config-ip-al}¥ permit tcp 2001:0DB8:0300:0201::/64 any any 80

3.5 permit ( [Pv6 )

Use the permit command in Ipv6 Access-list Configuration mode to set permit conditions
(ACEs) for IPv6 ACLs. Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [ace-priority
priority]|[dscp number | precedence number]| [time-range time-range-name] [log-input]
[flow-label flow-label-value]

permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {anyl|icmp-type}
{any|icmp-code} [ace-priority priority][dscp number | precedence number| [time-range
time-range-name] [log-input] [flow-label flow-label-value]

permit tcp {any | {source-prefix/length} {any | source-port}}{any |
destination-prefix/length} {any | destination-port} [ace-priority priority][dscp number |
precedence number] [match-all list-of-flags| [time-range time-range-name] [log-input]
[flow-label flow-label-value]

permit udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any | destination-port} [ace-priority priority][dscp number |
precedence number][time-range time-range-name] [log-input| [flow-label flow-label-value]

no permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [dscp
number | precedence number] [time-range time-range-name] [log-input| [flow-label
flow-label-value]

no permit icmp {any | {source-prefix/length} {any | destination-prefix/length}
{any|icmp-type} {anylicmp-code} [dscp number | precedence number] [time-range
time-range-name] [log-input] [flow-label flow-label-value]
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no permit tep {any | {source-prefix/length} {any | source-port}} {any | destination-
prefix/length} {any| destination-port} [dscp number | precedence number] [match-all
list-of-flags] [time-range time-range-name] [log-input] [flow-label flow-label-value]

no permit udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [dscp number | precedence number]
[time-range time-range-name] [log-input| [flow-label flow-label-value]

Parameters

protocol—The name or the number of an IP protocol. Available protocol names are:
icmp (58), tep (6) and udp (17). To match any protocol, use the ipv6 keyword. (Range:
0-255)

source-prefix/length—The source IPv6 network or class of networks about which to
set permit conditions. This argument must be in the form documented in RFC 3513
where the address is specified in hexadecimal using 16-bit values between colons.

destination-prefix/length—The destination IPv6 network or class of networks about
which to set permit conditions. This argument must be in the form documented in RFC
3513 where the address is specified in hexadecimal using 16-bit values between
colons.

priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: destination-unreachable (1), packet-too-big (2),
time-exceeded (3), parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0—
255)

destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9), domain
(53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23),
time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
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following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain
(53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137),
non500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flag—List of TCP flags that should occur. If a flag should be set it is
prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about the packet
that matches the entry. Because forwarding/dropping is done in hardware and logging
is done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these
arguments must be in range 0—1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Flow label and port range cannot be configured together.

Flow label cannot be configured into an output ACL.
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Examples

Example 1. This example defines an ACL by the name of server and enters a rule (ACE) for
tep packets.

switchxxxxxx(config)# ipvé access-list server

switchxxxxxx(config-ipv6-al)# permit tcp 3001::2/64 any any 80

Example 2. This example defines an ACL with the flow-label keyword:

switchxxxxxx(config)# ipvé access-list server

switchxxxxxx(config-ipv6-al)# permit ipvé any any flow-label 5

3.6 deny ( IPv6)

Use the deny command in Ipv6 Access-list Configuration mode to set deny conditions (ACEs)
for IPv6 ACLs. Use the no form of the command to remove the access control entry.

Syntax

deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [ace-priority
priority/[dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

deny icmp {any | {source-prefix/length}{any | destination-prefix/length} {anylicmp-type}
{any|icmp-code} [ace-priority priority][dscp number | precedence number] [time-range
time-range-name] [disable-port |log-input] [flow-label flow-label-value]

deny tcp {any | {source-prefix/length} {any | source-port}}{any | destination-prefix/length}
{any| destination-port} [ace-priority priority|[dscp number | precedence number]
[match-all list-of-flags] [time-range time-range-name] [disable-port [log-input] [flow-label
flow-label-value]

deny udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [ace-priority priority]/[dscp number |
precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-value]

no deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [dscp number
| precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-value]
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no deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number] [time-range time-range-name]
[disable-port |[log-input] [flow-label flow-label-value]

no deny tep {any | {source-prefix/length} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [dscp number | precedence number]
[match-all list-of-flags] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-value]

no deny udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [dscp number | precedence number]
[time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

Parameters

® protocol—The name or the number of an IP protocol. Available protocol names are:
icmp (58), tep (6) and udp (17). To match any protocol, use the ipv6 keyword. (Range:
0-255)

*  source-prefix/length—The source IPv6 network or class of networks about which to
set permit conditions. This argument must be in the format documented in RFC 3513
where the address is specified in hexadecimal using 16-bit values between colons.

* destination-prefix/length—The destination IPv6 network or class of networks about
which to set permit conditions. This argument must be in the format documented in
RFC 3513 where the address is specified in hexadecimal using 16-bit values between
colons.

e priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

* dscp number—Specifies the DSCP value. (Range: 0-63)
° precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: destination-unreachable (1), packet-too-big (2),
time-exceeded (3), parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

* icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0—
255)

® destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9), domain
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(53), drip (3949), echo (7), finger (79), ftp (21), ftp-data 20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23),
time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain
(53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137),
non500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcep (177).
(Range: 0—65535)

source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be set it is
prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

disable-port—The Ethernet interface is disabled if the condition is matched.

log-input—Specifies sending an informational syslog message about the packet that
matches the entry. Because forwarding/dropping is done in hardware and logging is
done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these
arguments must be in range 0—1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Flow label and port range cannot be configured together.
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Flow label cannot be configured into an output ACL.

Example

switchxxxxxx(config)# ipvé access-list server

switchxxxxxx(config-ipv6-al)# deny tcp 3001::2/64 any any 80

3.7 mac access-list

Use the mac access-list Global Configuration mode command to define a Layer 2 access list
(ACL) based on source MAC address filtering and to place the device in MAC Access-list
Configuration mode. All commands after this command refer to this ACL. The rules (ACEs)
for this ACL are defined in the permit ( MAC ) and deny (MAC) commands. The service-acl
input command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended ac/-name

no mac access-list extended ac/-name

Parameters

acl-name—Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration

No MAC access list is defined.

Command Mode

Global Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. [IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.
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Example

switchxxxxxx (config) # mac access-list extended serverl

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any

3.8 permit ( MAC)

Use the permit command in MAC Access-list Configuration mode to set permit conditions
(ACEs) for a MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

permit {any | source source-wildcard} {any | destination destination-wildcard}
[ace-priority priority][eth-type 0 | aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm
| etype-6000] [vlan vian-id] [cos cos cos-wildcard] [time-range time-range-name]

[log-input|

no permit {any | source source-wildcard} {any | destination destination-wildcard} [eth-type
0 | aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vian vian-id]
[cos cos cos-wildcard] [time-range time-range-name]

[log-input/]
Parameters
*  source—Source MAC address of the packet.

*  source-wildcard—Wildcard bits to be applied to the source MAC address. Use 1s in
the bit position that you want to be ignored.

® destination—Destination MAC address of the packet.

* destination-wildcard—Wildcard bits to be applied to the destination MAC address.
Use 1s in the bit position that you want to be ignored.

e priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

* eth-type—The Ethernet type in hexadecimal format of the packet.
® vlan-id—The VLAN ID of the packet. (Range: 1-4094)

* cos—The Class of Service of the packet. (Range: 0-7)
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®  cos-wildcard—Wildcard bits to be applied to the CoS.

* time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet
that matches the entry. Because forwarding/dropping is done in hardware and logging
is done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode

Example

switchxxxxxx (config) # mac access-list extended serverl

switchxxxxxx (config-mac-al) # permit 00:00:00:00:00:01 00:00:00:00:00:ff any

3.9 deny (MAC)

Use the deny command in MAC Access-list Configuration mode to set deny conditions
(ACEs) for a MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

deny {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [{eth-type 0}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000] [vian vian-id] [cos cos cos-wildcard] [time-range time-range-name]
[disable-port |log-input |
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no deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type
0}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id]
[cos cos cos-wildcard] [time-range time-range-name] [disable-port |log-input |

Parameters
*  source—Source MAC address of the packet.

*  source-wildcard—Wildcard bits to be applied to the source MAC address. Use ones in
the bit position that you want to be ignored.

® destination—Destination MAC address of the packet.

® destination-wildcard—Wildcard bits to be applied to the destination MAC address.
Use 1s in the bit position that you want to be ignored.

° priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

® eth-type—The Ethernet type in hexadecimal format of the packet.
®  vlan-id—The VLAN ID of the packet. (Range: 1-4094).

® cos—The Class of Service of the packet.(Range: 0-7).

®  cos-wildcard—Wildcard bits to be applied to the CoS.

° time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

° disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that
matches the entry. Because forwarding/dropping is done in hardware and logging is
done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode
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User Guidelines

A MAC ACL is defined by a unique name. [IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Example

switchxxxxxx (config) # mac access-list extended serverl

switchxxxxxx (config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff any

3.10  service-acl input

Use the service-acl input command in Interface Configuration mode to bind an access list(s)
(ACL) to an interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
sevice-acl input acl-namel [acl-name?2] [default-action {deny-any | permit-any} ]

no service-acl input

Parameters

* acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range:
1-32 characters).

* deny-any—Deny all packets (that were ingress at the port) that do not meet the rules in
this ACL.

° permit-any—Forward all packets (that were ingress at the port) that do not meet the
rules in this ACL.

Default Configuration

No ACL is assigned. Default action for ACL is deny-any.

Command Mode

Interface Configuration mode (Ethernet, Port-Channel,, VLAN )
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User Guidelines

The following rules govern when ACLs can be bound or unbound from an interface:

IPv4 ACLs and IPv6 ACLs can be bound together to an interface.

A MAC ACL cannot be bound on an interface which already has an IPv4 ACL or IPv6
ACL bound to it.

Two ACLs of the same type cannot be bound to a port.

An ACL cannot be bound to a port that is already bound to an ACL, without first
removing the current ACL. Both ACLs must be mentioned at the same time in this
command.

MAC ACLs that include a VLAN as match criteria cannot be bound to a VLAN.
ACLs with time-based configuration on one of its ACEs cannot be bound to a VLAN.
ACLs with the action Shutdown cannot be bound to a VLAN.

When the user binds ACL to an interface, TCAM resources will be consumed. One
TCAM rule for each MAC or IP ACE and two TCAM rules for each IPv6 ACE.The
TCAM consumption is always even number, so in case of odd number of rules the
consumption will be increased by 1.

An ACL cannot be bound as input if it has been bound as output.

Example

switchxxxxxx(config)# mac access-list extended server-acl

switchxxxxxx(config-mac-al}# permit 00:00:00:00:00:01 00:00:00:00:00:ff any

switchxxxxxx(config-mac-al}# exit

switchxxxxxx(config)# interface gil

switchxxxxxx(config-if}# service-acl input server-acl default-action deny-any

3.11

service-acl output

Use the service-acl output command in Interface Configuration mode to control access to an
interface on the egress (transmit path).

Use the no form of this command to remove the access control.
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Syntax
service-acl output acl-namel [acl-name?2] [default-action {deny-any | permit-any} |

no service-acl output

Parameters

* acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range:
1-32 characters).

* deny-any—Deny all packets (on the output of port) that do not meet the rules in this

ACL.
° permit-any—Forward all packets (on the output of port) that do not meet the rules in
this ACL.
Default

No ACL is assigned. Default action is deny-any

Command Mode

Interface Configuration mode(Ethernet, Port-Channel).

User Guidelines

The rule actions: log-input is not supported. Trying to use it will result in an error.

The deny rule action disable-port is not supported. Trying to use it will result in an error.
IPv4 and IPv6 ACLs can be bound together on an interface.

A MAC ACL cannot be bound on an interface together with an [Pv4 ACL or IPv6 ACL.
Two ACLs of the same type cannot be added to a port.

An ACL cannot be added to a port that is already bounded to an ACL, without first removing
the current ACL and binding the two ACLs together.

An ACL cannot be bound as output if it has been bound as input.

Example

This example binds an egress ACL to a port:

switchxxxxxx (config)# mac access-list extended server

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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switchxxxxxx (config-mac-al) # exit
switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# service-acl output server

3.12  time-range

Use the time-range Global Configuration mode command to define time ranges for different
functions. In addition, this command enters the Time-range Configuration mode. All
commands after this one refer to the time-range being defined.

This command sets a time-range name. Use the absolute and periodic commands to actually
configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

time-range-name—Specifies the name for the time range. (Range: 1-32 characters)

Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

After adding the name of a time range with this command, use the absolute and periodic
commands to actually configure the time-range. Multiple periodic commands are allowed in a
time range. Only one absolute command is allowed.

If a time-range command has both absolute and periodic values specified, then the periodic
items are evaluated only after the absolute start time is reached, and are not evaluated again
after the absolute end time is reached.

All time specifications are interpreted as local time.
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To ensure that the time range entries take effect at the desired times, the software clock should
be set by the user or by SNTP. If the software clock is not set by the user or by SNTP, the time
range ACEs are not activated.

The user cannot delete a time-range that is bound to any features.
When a time range is defined, it can be used in the following commands:
® dotlx port-control
® power inline
® operation time
*  permit (IP)
® deny (IP)
°  permit (IPv6)
* deny (IPv6)
* permit (MAC)

* deny (MAC)

Example

switchxxxxxx (config) # time-range http-allowed

console (config-time-range) #periodic mon 12:00 to wed 12:00

3.13 absolute

Use the absolute Time-range Configuration mode command to specify an absolute time when
a time range is in effect. Use the no form of this command to remove the time limitation.

Syntax

absolute start hh:mm day month year
no absolute start

absolute end hh:mm day month year

no absolute end
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Parameters

° start—Absolute time and date that the permit or deny statement of the associated
function going into effect. If no start time and date are specified, the function is in
effect immediately.

° end—Absolute time and date that the permit or deny statement of the associated
function is no longer in effect. If no end time and date are specified, the function is in
effect indefinitely.

* hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
* day—Day (by date) in the month. (Range: 1-31)
° month—Month (first three letters by name). (Range: Jan...Dec)

® year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx (config) # time-range http-allowed
switchxxxxxx (config-time-range)# absolute start 12:00 1 jan 2005

switchxxxxxx (config-time-range)# absolute end 12:00 31 dec 2005

3.14  periodic

Use the periodic Time-range Configuration mode command to specify a recurring (weekly)
time range for functions that support the time-range feature. Use the no form of this command
to remove the time limitation.

Syntax
periodic day-of-the-week hh:mm to day-of-the-week hh:mm
no periodic day-of-the-week hh:mm to day-of-the-week hh:mm

periodic list 1h:mm to hh:mm day-of-the-weekl [day-of-the-week? ... day-of-the-week7]
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no periodic list 21i:mm to hh:mm day-of-the-weekl [day-of-the-week?... day-of-the-week7]
periodic list 2h:mm to hh:mm all

no periodic list hh:mm to hh:mm all

Parameters

* day-of-the-week—The starting day that the associated time range is in effect. The
second occurrence is the ending day the associated statement is in effect. The second
occurrence can be the following week (see description in the User Guidelines).
Possible values are: mon, tue, wed, thu, fri, sat, and sun.

* hh:mm—The first occurrence of this argument is the starting hours:minutes (military
format) that the associated time range is in effect. The second occurrence is the ending
hours:minutes (military format) the associated statement is in effect. The second
occurrence can be at the following day (see description in the User Guidelines).
(Range: 0-23, mm: 0-59)

* list day-of-the-weekl—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—-Monday means
that the time range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".

Example

switchxxxxxx (config)# time-range http-allowed

switchxxxxxx (config-time-range)# periodic mon 12:00 to wed 12:00
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3.15  show time-range

Use the show time-range User EXEC mode command to display the time range
configuration.

Syntax

show time-range time-range-name

Parameters

time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx> show time-range
http-allowed
absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005

periodic Monday 12:00 to Wednesday 12:00

3.16 show access-lists

Use the show access-lists Privileged EXEC mode command to display access control lists
(ACLs) configured on the switch.

Syntax
show access-lists [name]

show access-liststime-range-active [name]

Parameters
° name—Specifies the name of the ACL.(Range: 1-160 characters).

® time-range-active—Shows only the Access Control Entries (ACEs) whose time-range
is currently active (including those that are not associated with time-range).
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Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays

permit 234 172.30.23.8 0.0.0.255 any priority 40 time-range weekdays

switchxxxxxx# show access-lists time-range-active
Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any priority 20
permit 234 172.30.8.8 0.0.0.0 any priority 40
Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays

switchxxxxxx# show access-lists ACL1
Extended IP access list ACL1
permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40

3.17 show interfaces access-lists

Use the show interfaces access-lists Privileged EXEC mode command to display access lists
(ACLs) applied on interfaces.

Syntax

show interfaces access-lists [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port, port-channel or VLAN.
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Command Mode

Privileged EXEC mode

Example

Interface ACLs

giz Ingress: serverl

Egress : ip

3.18 clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear access-lists
(ACLs) counters.

Syntax

clear access-lists counters [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear access-lists counters gil

3.19  show interfaces access-lists trapped packets

Use the show interfaces access-lists trapped packets Privileged EXEC mode command to
display Access List (ACLs) trapped packets.
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Syntax

show interfaces access-lists trapped packets /interface-id | port-channel-number | VLAN]

Parameters

° interface-id—Specifies an interface ID, the interface ID is an Ethernet port
port-channel.

* port-channel—Specifies a port-channel.

®* VLAN—Specifies a VLAN

Command Mode

Privileged EXEC mode

User Guidelines

This command shows whether packets were trapped from ACE hits with logging enable on an
interface.

Examples

Example 1:

switchxxxxxx# show interfaces access-lists trapped packets
Ports/LAGs: gil-gi3, chl-ch3, ch4
VLANs: VLAN1, VLAN12-VLAN15

Packets were trapped globally due to lack of resources

Example 2:

switchxxxxxx# show interfaces access-lists trapped packets gil

Packets were trapped on interface gil
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4.1 bridge multicast filtering

To enable the filtering of Multicast addresses, use the bridge multicast filtering Global
Configuration mode command. To disable Multicast address filtering, use the no form of this
command.

Syntax
bridge multicast filtering

no bridge multicast filtering

Parameters

This command has no arguments or keywords.

Default Configuration

Multicast address filtering is disabled. All Multicast addresses are flooded to all ports.

Command Mode

Global Configuration mode

User Guidelines

When this feature is enabled, unregistered Multicast traffic (as opposed to registered) will still
be flooded.

All registered Multicast addresses will be forwarded to the Multicast groups. There are two
ways to manage Multicast groups, one is the IGMP Snooping feature, and the other is the
bridge multicast forward-all command.

Example

The following example enables bridge Multicast filtering.
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switchxxxxxx (config)# bridge multicast filtering

4.2 bridge multicast mode

To configure the Multicast bridging mode, use the bridge multicast mode Interface (VLAN)
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax
bridge multicast mode /{mac-group | ipv4-group | ipv4-src-group;

no bridge multicast mode

Parameters

° mac-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC address.

° ipv4-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC address for non-IPv4 packets, and on the packet's VLAN and IPv4 destination
address for IPv4 packets.

° ipv4-src-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC address for non-IPv4 packets, and on the packet's VLAN, IPv4 destination
address and IPv4 source address for IPv4 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group option when using a network management system that uses a MIB based
on the Multicast MAC address. Otherwise, it is recommended to use the ipv4 mode, because
there is no overlapping of IPv4 Multicast addresses in these modes.
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For each Forwarding Data Base (FDB) mode, use different CLI commands to configure static
entries in the FDB, as described in the following table:

FDB Mode CLI Commands

mac-group bridge multicast bridge multicast forbidden
address address

ipv4-group bridge multicast bridge multicast forbidden
ip-address ip-addresss

ipv4-src-group bridge multicast source  bridge multicast forbidden
group source group

The following table describes the actual data that is written to the Forwarding Data Base
(FDB) as a function of the IGMP version that is used in the network:

FDB mode IGMP version 2 IGMP version 3

mac-group MAC group address ~ MAC group address
ipv4-group IP group address IP group address
ipv4-src-group *) IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-group. In that case,
no new FDB entry is created, but the port is added to the static (S,G) entries (if they exist) that
belong to the requested group. It is recommended to set the FDB mode to ipv4-group or
mac-group for IGMP version 2.

If an application on the device requests (*,G), the operating FDB mode is changed to

ipv4-group.

Example

The following example configures the Multicast bridging mode as an mac-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast mode mac-group

4.3 bridge multicast address

To register a MAC-layer Multicast address in the bridge table and statically add or remove
ports to or from the group, use the bridge multicast address Interface (VLAN) Configuration
mode command. To unregister the MAC address, use the no form of this command.
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Syntax

bridge multicast address {mac-multicast-address | ipv4-multicast-address} | {add | remove}
{ethernet interface-list | port-channel port-channel-list} |

no bridge multicast address mac-multicast-address

Parameters

° mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast
address.

* add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

If ethernet interface-list or port-channel port-channel-list is specified without specifying
add or remove, the default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels,
specify the mac-multicast-address parameter only.

Static Multicast addresses can be defined on static VL AN only.

You can execute the command before the VLAN is created.

Examples

Example 1 - The following example registers the MAC address to the bridge table:
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switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if) # bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports statically.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast address 01:00:5e:02:02:03 add
gil-2

4.4 bridge multicast forbidden address

To forbid adding or removing a specific Multicast address to or from specific ports, use the
bridge multicast forbidden address IInterface (VLAN) Configuration mode command. To
restore the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden address {mac-multicast-address | ipv4-multicast-address} {add
| remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden address mac-multicast-address

Parameters

° mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast
address.

* add—Forbids adding ports to the group.
* remove—Forbids removing ports from the group.

° ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.
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Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Before defining forbidden ports, the Multicast group should be registered, using bridge
multicast address.

You can execute the command before the VLAN is created.

Example

The following example forbids MAC address 0100.5¢02.0203 on port gi4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 0100.5e02.0203

switchxxxxxx (config-if)# bridge multicast forbidden address 0100.5e02.0203
add gi4

4.5 bridge multicast ip-address

To register IP-layer Multicast addresses to the bridge table, and statically add or remove ports
to or from the group, use the bridge multicast ip-address IInterface (VLAN) Configuration
mode command. To unregister the IP address, use the no form of this command.

Syntax

bridge multicast ip-address ip-multicast-address [[add | remove] {interface-list |
port-channel port-channel-list}]

no bridge multicast ip-address ip-multicast-address

Parameters
° ip-multicast-address—Specifies the group IP Multicast address.
* add—(Optional) Adds ports to the group.

*  remove—(Optional) Removes ports from the group.
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® interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels,
specify the ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLLANs only.

You can execute the command before the VLAN is created.

Example

The following example registers the specified IP address to the bridge table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2 add gi4
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4.6 bridge multicast forbidden ip-address

To forbid adding or removing a specific [P Multicast address to or from specific ports, use the
bridge multicast forbidden ip-address Interface (VLAN) Configuration mode command. To
restore the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden ip-address {ip-multicast-address} {add | remove} {ethernet
interface-list | port-channel port-channel-list}

no bridge multicast forbidden ip-address ip-multicast-address

Parameters
* ip-multicast-address—Specifies the group IP Multicast address.
* add—(Optional) Forbids adding ports to the group.
* remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.
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Example

The following example registers IP address 239.2.2.2, and forbids the IP address on port gi4
within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if) # bridge multicast ip-address 239.2.2.2

switchxxxxxx (config-if)# bridge multicast forbidden ip-address 239.2.2.2 add
gi4

4.7 bridge multicast source group

To register a source IP address - Multicast IP address pair to the bridge table, and statically add
or remove ports to or from the source-group, use the bridge multicast source group Interface
(VLAN) Configuration mode command. To unregister the source-group-pair, use the no form
of this command.

Syntax

bridge multicast source ip-address group ip-multicast-address [[add | remove] {ethernet
interface-list | port-channel port-channel-list} |

no bridge multicast source ip-address group ip-multicast-address

Parameters
° ip-address—Specifies the source IP address.
° ip-multicast-address—Specifies the group IP Multicast address.
* add—(Optional) Adds ports to the group for the specific source IP address.
* remove—(Optional) Removes ports from the group for the specific source IP address.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.
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Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge
table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if) # bridge multicast source 13.16.1.1 group 239.2.2.2

4.8 bridge multicast forbidden source group

To forbid adding or removing a specific IP source address - Multicast address pair to or from
specific ports, use the bridge multicast forbidden source group IInterface (VLAN)
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax

bridge multicast forbidden source ip-address group ip-multicast-address {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden source ip-address group ip-multicast-address

Parameters
* ip-address—Specifies the source IP address.
° ip-multicast-address—Specifies the group IP Multicast address.

° add—(Optional) Forbids adding ports to the group for the specific source IP address.
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* remove—(Optional) Forbids removing ports from the group for the specific source IP
address.

° ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge
table, and forbids adding the pair to port gi4 on VLAN 8&:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if) # bridge multicast source 13.16.1.1 group 239.2.2.2

switchxxxxxx (config-if)# bridge multicast forbidden source 13.16.1.1 group
239.2.2.2 add gi4

4.9 bridge multicast ipv6 mode

To configure the Multicast bridging mode for IPv6 Multicast packets, use the bridge
multicast ipv6 mode Interface (VLAN) Configuration mode command. To return to the
default configuration, use the no form of this command.
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Syntax
bridge multicast ipv6 mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipv6 mode

Parameters

° mac-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC destination address.

® ip-group—Specifies that Multicast bridging is based on the packet's VLAN and IPv6
destination address for I[Pv6 packets.

® ip-sre-group—Specifies that Multicast bridging is based on the packet's VLAN, I[Pv6
destination address and IPv6 source address for IPv6 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group mode when using a network management system that uses a MIB based
on the Multicast MAC address.

For each Forwarding Data Base (FDB) mode, use different CLI commands to configure static
entries for [Pv6 Multicast addresses in the FDB, as described in the following table::

FDB Mode CLI Commands
bridge multicast address bridge multicast forbidden
mac-group
address
ipv6-group bridge multicast ipv6 ip-address  bridge multicast ipv6 forbidden
ip-address
ipv6-src-group  bridge multicast ipv6 source bridge multicast ipv6 forbidden
group source group
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The following table describes the actual data that is written to the Forwarding Data Base
(FDB) as a function of the MLD version that is used in the network:

FDB mode MLD version 1 MLD version 2

mac-group MAC group address ~ MAC group address
ipv6-group IPv6 group address IPv6 group address
ipv6-src-group *) IPv6 source and group addresses

(*) In ip-src-group mode a match is performed on 4 bytes of the multicast address and 4 bytes
of the source address. In the group address the last 4 bytes of the address are checked for
match. In the source address the last 3 bytes and 5th from last bytes of the interface ID are
examined.

(*) Note that (*,G) cannot be written to the FDB if the mode is ip-src-group. In that case, no
new FDB entry is created, but the port is added to the (S,G) entries (if they exist) that belong to
the requested group.

If an application on the device requests (*,G), the operating FDB mode is changed to
ip-group.
You can execute the command before the VLAN is created.

Example

The following example configures the Multicast bridging mode as an ip-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast ipv6 mode

ip-group

4.10  bridge multicast ipv6 ip-address

To register an IPv6 Multicast address to the bridge table, and statically add or remove ports to
or from the group, use the bridge multicast ipv6 ip-address Interface (VLAN) Configuration
mode command. To unregister the IPv6 address, use the no form of this command.

Syntax

bridge multicast ipv6 ip-address ipv6-multicast-address [[add | remove] {ethernet
interface-list | port-channel port-channel-list} |
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no bridge multicast ipv6 ip-address ip-multicast-address

Parameters
° ipv6o-multicast-address—Specifies the group IPv6 multicast address.
* add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces; use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels,
specify the ipvo-multicast-address parameter only.

Static Multicast addresses can be defined on static VL AN only.

You can execute the command before the VLAN is created.

Examples

Example 1 - The following example registers the [Pv6 address to the bridge table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1
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Example 2 - The following example registers the IPv6 address and adds ports statically.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if) # bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1
add gil-2

4.11  bridge multicast ipv6 forbidden ip-address

To forbid adding or removing a specific IPv6 Multicast address to or from specific ports, use
the bridge multicast ipv6 forbidden ip-address Interface (VLAN) Configuration mode
command. To restore the default configuration, use the no form of this command.

Syntax

bridge multicast ipv6 forbidden ip-address {ipv6-multicast-address} {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden ip-address ipv6-multicast-address

Parameters
° ipv6-multicast-address—Specifies the group IPv6 Multicast address.
* add—(Optional) Forbids adding ports to the group.
* remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

° port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No forbidden addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode
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User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers an IPv6 Multicast address, and forbids the [Pv6 address on
port gi4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if) # bridge multicast ipvé ip-address FF00:0:0:0:4:4:4:1

switchxxxxxx (config-if) # bridge multicast ipvé forbidden ip-address

FF00:0:0:0:4:4:4:1 add gi4

4.12  bridge multicast ipv6 source group

To register a source IPv6 address - Multicast IPv6 address pair to the bridge table, and
statically add or remove ports to or from the source-group, use the bridge multicast ipvé
source group Interface (VLAN) Configuration mode command. To unregister the
source-group-pair, use the no form of this command.

Syntax

bridge multicast ipv6 source ipv6-source-address group ipv6-multicast-address [[add |
remove]| {ethernet interface-list | port-channel port-channel-list}]

no bridge multicast ipv6 source ipv6-address group ipv6-multicast-address

Parameters
° ipv6-source-address—Specifies the source IPv6 address.
° ipv6-multicast-address—Specifies the group [IPv6 Multicast address.
* add—(Optional) Adds ports to the group for the specific source IPv6 address.

° remove—(Optional) Removes ports from the group for the specific source [Pv6
address.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.
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4

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the
bridge table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

4.13  bridge multicast ipv6 forbidden source group

To forbid adding or removing a specific [Pv6 source address - Multicast address pair to or
from specific ports, use the bridge multicast ipvé6 forbidden source group Interface (VLAN)
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax

bridge multicast ipv6 forbidden source ipv6-source-address group ipv6-multicast-address
{add | remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden source ipv6-address group ipv6-multicast-address

Parameters
° ipv6-source-address—Specifies the source [Pv6 address.
° ipv6o-multicast-address—Specifies the group [Pv6 Multicast address.

* add—Forbids adding ports to the group for the specific source IPv6 address.
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* remove—Forbids removing ports from the group for the specific source IPv6 address.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

° port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the
bridge table, and forbids adding the pair to gi4 on VLAN 8:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

switchxxxxxx (config-if)# bridge multicast forbidden source

2001:0:0:0:4:4:4:1 group FF00:0:0:0:4:4:4:1 add gi4

4.14  bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge multicast
unregistered Interface (Ethernet, Port Channel) Configuration mode command. To restore the
default configuration, use the no form of this command.
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Syntax
bridge multicast unregistered {forwarding | filtering}

no bridge multicast unregistered

Parameters
* forwarding—Forwards unregistered Multicast packets.

* filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because
the 224.0.0.x address range should not be filtered. Note that routers do not necessarily send
IGMP reports for the 224.0.0.x range.

You can execute the command before the VL AN is created.

Example

The following example specifies that unregistered Multicast packets are filtered on gil:

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# bridge multicast unregistered filtering

4.15  bridge multicast forward-all

To enable forwarding all multicast packets for a range of ports or port channels, use the bridge
multicast forward-all Interface (VLAN) Configuration mode command. To restore the
default configuration, use the no form of this command.
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Syntax

bridge multicast forward-all {add | remove} {ethernet interface-list | port-channel
port-channel-list}

no bridge multicast forward-all

Parameters
* add—Forces forwarding of all Multicast packets.
* remove—Does not force forwarding of all Multicast packets.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

° port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.

Default Configuration

Forwarding of all Multicast packets is disabled.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example enables all Multicast packets on port gi4 to be forwarded.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast forward-all add gi4

4.16  bridge multicast forbidden forward-all

To forbid a port to dynamically join Multicast groups, use the bridge multicast forbidden
forward-all Interface (VLAN) Configuration mode command. To restore the default
configuration, use the no form of this command.
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Syntax

bridge multicast forbidden forward-all {add | remove} {ethernet interface-list |
port-channel port-channel-list}

no bridge multicast forbidden forward-all

Parameters
* add—Forbids forwarding of all Multicast packets.
* remove—Does not forbid forwarding of all Multicast packets.

* ethernet interface-list —Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

° port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.
Default Configuration

Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use this command to forbid a port to dynamically join (by IGMP, for example) a Multicast
group.

The port can still be a Multicast router port.

Example

The following example forbids forwarding of all Multicast packets to gil within VLAN 2.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast forbidden forward-all add ethernet

gil
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4.17  bridge unicast unknown

To enable egress filtering of Unicast packets where the destination MAC address is unknown
to the device, use the bridge unicast unknown Interface (Ethernet, Port Channel)
Configuration mode command. To restore the default configuration, use the no form of this
command.

Syntax
bridge unicast unknown {filtering | forwarding}

no bridge unicast unknown

Parameters
* filtering—Filter unregistered Unicast packets.

* forwarding—Forward unregistered Unicast packets.

Default Configuration

Forwarding.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode.

Example

The following example drops Unicast packets on gil when the destination is unknown.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# bridge unicast unknown filtering

4.18  show bridge unicast unknown

To display the unknown Unicast filtering configuration, use the show bridge unicast
unknown Privileged EXEC mode command.

Syntax

show bridge unicast unknown [interface-id]
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Parameters

interface-id—(Optional) Specify an interface ID. The interface ID can be one of the following
types: Ethernet port or port-channel

Command Mode

Privileged EXEC mode

Example

Console # show bridge unicast unknown

Port Unregistered
gil Forward

gi2 Filter

gi3 Filter

4.19 mac address-table static

To add a MAC-layer station source address to the MAC address table, use the mac
address-table static Global Configuration mode command. To delete the MAC address, use
the no form of this command.

Syntax

mac address-table static mac-address vlan vian-id interface interface-id [permanent |
delete-on-reset | delete-on-timeout | secure]|

no mac address-table static [mac-address] vlan vian-id

Parameters
*  mac-address—MAC address (Range: Valid MAC address)
*  vlan-id— Specify the VLAN

® interface-id—Specify an interface ID. The interface ID can be one of the following
types: Ethernet port or port-channel (Range: valid ethernet port, valid port-channel)

° permanent—(Optional) The permanent static MAC address. The keyword is applied
by the default.
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® delete-on-reset—(Optional)The delete-on-reset static MAC address.
* delete-on-timeout—(Optional)The delete-on-timeout static MAC address.

* secure—(Optional)The secure MAC address. May be used only in a secure mode.

Default Configuration

No static addresses are defined. The default mode for an added address is permanent.

Command Mode

Global Configuration mode

User Guidelines

Use the command to add a static MAC address with given time-to-live in any mode or to add a
secure MAC address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type and time-to-live.
The following value of time-of-live is supported:

°  permanent—MAC address is saved until it is removed manually.

* delete-on-reset—MAC address is saved until the next reboot.

* delete-on-timeout—MAC address that may be removed by the aging timer.
The following types are supported:

* static— MAC address manually added by the command with the following keywords
specifying its time-of-live:

- permanent

- delete-on-reset

- delete-on-timeout

A static MAC address may be added in any port mode.

* secure— A MAC address added manually or learned in a secure mode. Use the mac
address-table static command with the secure keyword to add a secure MAC address.
The MAC address cannot be relearned.

A secure MAC address may be added only in a secure port mode.

* dynamic— a MAC address learned by the switch in non-secure mode. A value of its
time-to-live attribute is delete-on-timeout.
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Examples

Example 1 - The following example adds two permanent static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:bl vlan

interface gil

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan

interface gil permanent

Example 2 - The following example adds a deleted-on-reset static MAC address:

switchxxxxxx (config)# mac address-table static 00:3f:bd:45:5a:b2 vlan

interface gil delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan

interface gil delete-on-timeout

Example 4 - The following example adds a secure MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan

interface gil secure

420 clear mac address-table

To remove learned or secure entries from the forwarding database (FDB), use the clear mac

address-table Privileged EXEC mode command.

Syntax
clear mac address-table dynamic interface interface-id

clear mac address-table secure interface interface-id
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Parameters

* dynamic interface interface-id—Delete all dynamic (learned) addresses on the
specified interface.The interface ID can be one of the following types: Ethernet port or
port-channel. If interface ID is not supplied, all dynamic addresses are deleted.

° secure interface interface-id—Delete all the secure addresses learned on the specific
interface. A secure address on a MAC address learned on ports on which port security
is defined.

Default Configuration

For dynamic addresses, if interface-id is not supplied, all dynamic entries are deleted.

Command Mode

Privileged EXEC mode

Examples

Example 1 - Delete all dynamic entries from the FDB.

switchxxxxxx# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port gil.

switchxxxxxx# clear mac address-table secure interface gil

4.21  mac address-table aging-time

To set the aging time of the address table, use the mac address-table aging-time Global
configuration command. To restore the default, use the no form of this command.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time

Parameters

seconds—Time is number of seconds. (Range:10-400)
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Default Configuration

300

Command Mode

Global Configuration mode

Example

switchxxxxxx (config) # mac address-table aging-time 600

4.22  port security

To enable port security learning mode on an interface, use the port security Interface
(Ethernet, Port Channel) Configuration mode command. To disable port security learning
mode on an interface, use the no form of this command.

Syntax
port security [forward | discard | discard-shutdown] [trap seconds]

no port security

Parameters

¢ forward—(Optional) Forwards packets with unlearned source addresses, but does not
learn the address.

® discard—(Optional) Discards packets with unlearned source addresses.

* discard-shutdown—(Optional) Discards packets with unlearned source addresses and
shuts down the port.

® trap seconds—(Optional) Sends SNMP traps and specifies the minimum time interval
in seconds between consecutive traps. (Range: 1-1000000)
Default Configuration
The feature is disabled by default.
The default mode is discard.

The default number of seconds is zero, but if traps is entered, a number of seconds must also
be entered.
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Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited
MAC learning) mode.

Port Security cannot be enabled on an interface if 802.1X authentication is already active on
the interface.

See the mac address-table static command for information about MAC address attributes (type
and time-to-live) definitions.

When the port security command enables the lock mode on a port all dynamic addresses
learned on the port are changed to permanent secure addresses.

When the port security command enables a mode on a port differing from the lock mode all
dynamic addresses learned on the port are deleted.

When the no port security command cancels a secure mode on a port all secure addresses
defined on the port are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action that the switch
should perform on a frame which source MAC address cannot be learned.

Example

The following example forwards all packets to port gil without learning addresses of packets
from unknown sources and sends traps every 100 seconds, if a packet with an unknown source
address is received.

switchxxxxxx (config)# interface gi4
switchxxxxxx (config-if) # port security mode lock
switchxxxxxx (config-if)# port security forward trap 100

switchxxxxxx (config-if)# exit

4.23  port security mode

To configure the port security learning mode, use the port security mode Interface (Ethernet,
Port Channel) Configuration mode command. To restore the default configuration, use the no
form of this command.
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Syntax
port security mode {max-addresses | lock | secure permanent | secure delete-on-reset}

no port security mode

Parameters

° max-addresses— Non-secure mode with limited learning dynamic MAC addresses.
The static MAC addresses may be added on the port manually by the mac
address-table static command.

® lock— Secure mode without MAC learning. The static and secure MAC addresses
may be added on the port manually by the mac address-table static command.

° secure permanent—Secure mode with limited learning permanent secure MAC
addresses with the permanent time-of-live. The static and secure MAC addresses may
be added on the port manually by the mac address-table static command.

* secure delete-on-reset—Secure mode with limited learning secure MAC addresses
with the delete-on-reset time-of-live. The static and secure MAC addresses may be
added on the port manually by the mac address-table static command.

Default Configuration

The default port security mode is

lock.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The default port mode is called regular. In this mode, the port allows unlimited learning of
dynamic addresses.

The static MAC addresses may be added on the port manually by the mac address-table static
command.

The command may be used only when the interface in the regular (non-secure with unlimited
MAC learning) mode.

Use the port security mode command to change the default mode before the port security
command.
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Example
The following example sets the port security mode to

Lock for gi4.

switchxxxxxx (config) # interface gi4

switchxxxxxx (config-if) # port security mode
lock
switchxxxxxx (config-if) # port security

switchxxxxxx (config-if) # exit

4.24  port security max

To configure the maximum number of addresses that can be learned on the port while the port
is in port, max-addresses or secure mode, use the port security max Interface (Ethernet, Port
Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
port security max max-addr

no port security max

Parameters

max-addr—Specifies the maximum number of addresses that can be learned on the port.
(Range: 0-256)

Default Configuration

This default maximum number of addresses is 1.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited
MAC learning) mode.
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Use this command to change the default value before the port security command.

Example

The following example sets the port to limited learning mode:

switchxxxxxx (config) # interface gi4
switchxxxxxx (config-if)# port security mode max
switchxxxxxx (config-if) # port security max 20
switchxxxxxx (config-if) # port security

switchxxxxxx (config-if)# exit

4.25  port security routed secure-address

To add a MAC-layer secure address to a routed port. (port that has an IP address defined on it),
use the port security routed secure-address Interface (Ethernet, Port Channel) Configuration
mode command. To delete a MAC address from a routed port, use the no form of this
command.

Syntax
port security routed secure-address mac-address

no port security routed secure-address mac-address

Parameters

mac-address—Specifies the MAC address.

Default Configuration

No addresses are defined.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode. It cannot be configured for a range of
interfaces (range context).
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User Guidelines

This command enables adding secure MAC addresses to a routed port in port security mode.
The command is available when the port is a routed port and in port security mode. The
address is deleted if the port exits the security mode or is not a routed port.

Example

The following example adds the MAC-layer address 00:66:66:66:66:66 to gil.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# port security routed secure-address
00:66:66:66:66:66

426  show mac address-table

To display entries in the MAC address table, use the show mac address-table Privileged
EXEC mode command.

Syntax

show mac address-table [dynamic | static | secure] [vlan vian] [interface interface-id]
[address mac-address]

Parameters
* dynamic—(Optional) Displays only dynamic MAC address table entries.
* static—(Optional) Displays only static MAC address table entries.
* secure—(Optional) Displays only secure MAC address table entries.
° vlan—(Optional) Displays entries for a specific VLAN.

* interface interface-id—(Optional) Displays entries for a specific interface ID. The
interface ID can be one of the following types: Ethernet port or port-channel.

° address mac-address—(Optional) Displays entries for a specific MAC address.

Default Configuration

If no parameters are entered, the entire table is displayed.
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Command Mode

Privileged EXEC mode

User Guidelines

Internal usage VLANs (VLANS that are automatically allocated on routed ports) are presented
in the VLAN column by a port number and not by a VLAN ID.

Examples

Example 1 - Displays entire address table.

switchxxxxxx# show mac address-table

Aging time is 300 sec

VLAN MAC Address Port Type

1 00:00:26:08:13:23 0 self

1 00:3f:bd:45:5a:bl gil static
1 00:a21:b0:69:63:£3 giz dynamic
2 00:21:00:69:63:£3 gi3 dynamic
gid 00:al:b0:69:61:12 gi4d dynamic

Example 2 - Displays address table entries containing the specified MAC address.
switchxxxxxx# show mac address-table address 00:3f:bd:45:5a:bl
Aging time is 300 sec

VLAN MAC Address Port Type

4.27  show mac address-table count

To display the number of addresses present in the Forwarding Database, use the show mac
address-table count Privileged EXEC mode command.
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Syntax

show mac address-table count [vlan vian | interface interface-id]

Parameters
* vlan vian—(Optional) Specifies VLAN.
* interface-id interface-id—(Optional) Specifies an interface ID. The interface ID can
be one of the following types: Ethernet port or port-channel.
Command Mode

Privileged EXEC mode

User Guidelines

Use the show mac address-table count command to display the Forwarding Database
capacity (total number of entries), free entries (the number of entries that can still be used) and
the consumed entries breakdown by type of entry. The following entry types are displayed:

* Used Unicast - Occupied Forwarding Database entries which are layer 2 MAC unicast
addresses.

® Used Multicast - Occupied Forwarding Database entries which are layer 2 MAC
Multicast addresses.

® IPv4 hosts - Occupied Forwarding Database entries which are IPv4 Layer 3 host
entries.

® IPv6 hosts - Occupied Forwarding Database entries which are IPv6 Layer 3 host
entries.

® Secure - The amount of the secure unicast entries.

* Dynamic Unicast- The amount of the dynamic unicast entries.

® Static Unicast - The amount of the static (configured by user) unicast entries.

* Internal - The amount of the internal entries. For example device own MAC address.

The Secure, Dynamic Unicast, Static Unicast and Internal entry types present further
breakdown of the Used Unicast entries.

The total number of consumed entries is the aggregate value of the following entry types:
Used Unicast; Used Multicast ;IPv4 hosts ;IPv6 hosts .

If the Interface parameter is used the command will display only the following entry types:
Used Unicast, secure, Dynamic Unicast, Static Unicast and Internal.
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Examples

Example 1 - The following example displays the number of entries present in forwarding
table for the entire device:

switchxxxxxx#

show mac address-table count

This may take some time.

Capacity

Free

Used unicast
Used multicast
Used IPv4 hosts
Used IPv6 hosts
Secure

Dynamic unicast
Static unicast
Internal

console#

16384
16378

5

1 (each IPv6 host consumes 2 entires in MAC address table)

Example 2 - The following example displays the number of entries present in forwarding
table for a specific device interface.

switchxxxxxx# show mac address-table count interface gil

This may take some time.

Capacity

Free

Used unicast
Secure

Dynamic unicast
Static unicast
Internal

console#

16384

16378

5
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4.28  show bridge multicast mode

To display the Multicast bridging mode for all VLANSs or for a specific VLAN, use the show
bridge multicast mode Privileged EXEC mode command.

Syntax

show bridge multicast mode [vian vian-id|

Parameters

vlan vian-id—(Optional) Specifies the VLAN ID.

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast bridging mode for all VLANs

switchxxxxxx# show bridge multicast mode

VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper

1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP

11 IPv4-GROUP IPv4-GROUP IPv6-GROUP IPv6-GROUP

12 IPv4-SRC- IPv4-SRC- IPv6-SRC- IPv6-SRC-
GROUP GROUP GROUP GROUP

4.29  show bridge multicast address-table

To display Multicast MAC addresses or [P Multicast address table information, use the show
bridge multicast address-table Privileged EXEC mode command.
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Syntax
show bridge multicast address-table [vlan vian-id]

show bridge multicast address-table [vlan vian-id] [address mac-multicast-address)
[format {ip | mac}]

show bridge multicast address-table [vlan vian-id] [address ipv4-multicast-address]
[source ipv4-source-address|

show bridge multicast address-table [vlan vian-id] [address ipv6-multicast-address]
[source ipv6-source-address|

Parameters
*  vlan-id vlan-id—(Optional) Display entries for specified VLAN ID.

* address—(Optional) Display entries for specified Multicast address. The possible
values are:

- mac-multicast-address—(Optional) Specifies the MAC Multicast address.
- ipv4-multicast-address—(Optional) Specifies the [IPv4 Multicast address.
- ipv6-multicast-address—(Optional) Specifies the [Pv6 Multicast address.

° format—(Optional) Applies if mac-multicast-address was selected. In this case either
MAC or IP format can be displayed. Display entries for specified Multicast address
format. The possible values are:

- ip—Specifies that the Multicast address is an [P address.
- mac—Specifies that the Multicast address is a MAC address.

* source —(Optional) Specifies the source address. The possible values are:
- ipv4-address—(Optional) Specifies the source IPv4 address.

- ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration
If the format is not specified, it defaults to mac (only if mac-multicast-address was entered).
If VLAN ID is not entered, entries for all VLANS are displayed.

If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000
through 0100.5¢7f.ffff.

Multicast router ports (defined statically or discovered dynamically) are members in all MAC
groups.

Ports that were defined via the bridge multicast forbidden forward-all command are displayed
in all forbidden MAC entries.

Changing the Multicast mode can move static Multicast addresses that are written in the
device FDB to a shadow configuration because of FDB hash collisions.

Example

The following example displays bridge Multicast address information.

switchxxxxxx# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:
Vlan MAC Address Type Ports

8 01:00:5e:02:02:03 Static 1-2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

8 01:00:5e:02:02:03 gi4

Multicast address table for VLANs in [Pv4-GROUP bridging mode:

Vlan MAC Address Type Ports

1 224.0.0.251 Dynamic gi2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports
1 232.5.6.5
1 233.22.2.6
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Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports

1 224.2.2.251 11.2.2.3 Dynamic gil
Forbidden ports for Multicast addresses:

Vlan Group Address Source Address Ports

8 239.2.2.2 * gid

8 239.2.2.2 1.1.1.11 gid

Multicast address table for VLANs in IPv6-GROUP bridging mode:
VLAN IP/MAC Address Type Ports

8 ££f02::4:4:4 Static gil-2, gi3, Pol

Forbidden ports for Multicast addresses:

VLAN IP/MAC Address Ports

8 ££f02::4:4:4 gid

Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:

Vlan Group Address Source address Type Ports
8 ££f02::4:4:4 * Static gil-2,gi3, Pol
8 £f£02::4:4:4 fe80::200:7£ff: Static

£e00:200

Forbidden ports for Multicast addresses:

Vlan Group Address Source address Ports

8 £f£02::4:4:4 * gid

8 ££f02::4:4:4 fe80::200:7ff: £ gi4
e00:200
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4.30  show bridge multicast address-table static

To display the statically-configured Multicast addresses, use the show bridge multicast
address-table static Privileged EXEC mode command.

Syntax
show bridge multicast address-table static [vlan vian-id] [all]

show bridge multicast address-table static [vlan vian-id] [address mac-multicast-address]
[mac]| ip]

show bridge multicast address-table static [vlan vian-id] [address ipv4-multicast-address]
[source ipv4-source-address]

show bridge multicast address-table static [vlan vian-id] [address ipv6-multicast-address]
[source ipv6-source-address]

Parameters

® vlan vian-id—(Optional) Specifies the VLAN ID.

* address—(Optional) Specifies the Multicast address. The possible values are:
- mac-multicast-address—(Optional) Specifies the MAC Multicast address.
- ipv4-multicast-address—(Optional) Specifies the [Pv4 Multicast address.
- ipv6o-multicast-address—(Optional) Specifies the IPv6 Multicast address.

* source—(Optional) Specifies the source address. The possible values are:
- ipv4-address—(Optional) Specifies the source IPv4 address.

- ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode

Privileged EXEC mode

User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000—-
0100.5e7f.fftf.
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Example

The following example displays the statically-configured Multicast addresses.

switchxxxxxx#

MAC-GROUP table

Vlan

1

Forbidden ports for multicast

Vlan

MAC Address

0100.9923.8787

MAC Address

IPv4-GROUP Table

Vlan

19

Forbidden ports for multicast

Vlan

1

19

IP Address

231.2.2.3

231.2.2.8

IP Address

231.2.2.3

231.2.2.8

IPv4-SRC-GROUP Table:

Vlan

Forbidden ports for multicast

Vlan

Group Address

Group Address

IPv6-GROUP Table

Vlan

191

IP Address

FF12::8

addresses:

Ports

addresses:

Ports

gid

gi3

Source address

addresses:

Source address

gil-4

Forbidden ports for multicast addresses:

show bridge multicast address-table static
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Vlan IP Address Ports
11 FF12::3 gid
191 FF12::8 gi4

IPv6-SRC-GROUP Table:

Vlan Group Address Source address Ports
192 FF12::8 FE80::201:C9A9:FE40: gil-4
8988

Forbidden ports for multicast addresses:

Vlan Group Address Source address Ports
192 FF12::3 FE80::201:C9A9:FE40 gid
: 8988

4.31  show bridge multicast filtering

To display the Multicast filtering configuration, use the show bridge multicast filtering
Privileged EXEC mode command.

Syntax

show bridge multicast filtering vian-id

Parameters

vlan-id—Specifies the VLAN ID. (Range: Valid VLAN)

Default Configuration

None

Command Mode

Privileged EXEC mode
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Example

The following example displays the Multicast configuration for VLAN 1.

switchxxxxxx# show bridge multicast filtering 1
Filtering: Enabled
VLAN: 1

Forward-All

Port Static Status
gil Forbidden Filter
giz Forward Forward(s)
gi3 - Forward (d)

4.32  show bridge multicast unregistered

To display the unregistered Multicast filtering configuration, use the show bridge multicast
unregistered Privileged EXEC mode command.

Syntax

show bridge multicast unregistered [interface-id|

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration

Display for all interfaces.

Command Mode

Privileged EXEC mode
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Example

The following example displays the unregistered Multicast configuration.

switchxxxxxx# show bridge multicast unregistered

Port Unregistered
gil Forward

giz Filter

gi3 Filter

4.33  show ports security

To display the port-lock status, use the show ports security Privileged EXEC mode
command.

Syntax

show ports security [interface-id | detailed]

Parameters

® interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the port-lock status of all ports.

switchxxxxxx# show ports security
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Port Status Learning Action Maximum Trap Frequency
gil Enabled Max- Discard 3 Enabled 100
Addresses
gi2 Disabled Max- - 28 - -
Addresses
gi3 Enabled Lock Discard 8 Disabled -

The following table describes the fields shown above.

Field Description

Port The port number.

Status The port security status. The possible values are: Enabled or
Disabled.

Action The action taken on violation.

Maximum The maximum number of addresses that can be associated on
this port in the Max-Addresses mode.

Trap The status of SNMP traps. The possible values are: Enable or
Disable.

Frequency The minimum time interval between consecutive traps.

4.34

show ports security addresses

To display the current dynamic addresses in locked ports, use the show ports security
addresses Privileged EXEC mode command.

Syntax

show ports security addresses [interface-id | detailed]

Parameters

® interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

® detailed—(Optional) Displays information for non-present ports in addition to present

ports.
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Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays dynamic addresses in all currently locked port:

Status

Disabled

Disabled

Disabled

Disabled

Learning
Lock
Lock
Lock

Lock

Current Maximum
0 10

0 1

0 1

0 1
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5.1

aaa authentication login

Use the aaa authentication login Global Configuration mode command to set one or more
authentication methods to be applied during login. Use the no form of this command to restore
the default authentication method.

Syntax

aaa authentication login [authorization] {default | /ist-name} methodl [method?...]

no aaa authentication login {default | /ist-name}

Parameters

authorization—Specifies that authentication and authorization are applied to the
given list. If the keyword is not configured, then only authentication is applied to the
given list.

default—Uses the authentication methods that follow this argument as the default
method list when a user logs in (this list is unnamed).

list-name—Specifies a name of a list of authentication methods activated when a user
logs in. (Length: 1-12 characters)

methodl [method?...]—Specifies a list of methods that the authentication algorithm
tries (in the given sequence). Each additional authentication method is used only if the
previous method returns an error, not if it fails. To ensure that the authentication
succeeds even if all methods return an error, specify none as the final method in the
command line. Select one or more methods from the following list::

Keyword  Description

enable Uses the enable password for authentication.

line

Uses the line password for authentication.

local

Uses the locally-defined usernames for authentication.
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Keyword  Description

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and passwords. This is the
same as entering the command aaa authentication login local.

Command Mode

Global Configuration mode

User Guidelines

Create a list of authentication methods by entering this command with the /ist-name parameter
where list-name is any character string. The method arguments identifies the list of methods
that the authentication algorithm tries, in the given sequence.

The default and list names created with this command are used with the login authentication
command.

Note. If authorization is enabled for login and the switch receives from a TACACS+ server
user level 15, then the enable command is not required and if received level 1 the enable
command is required.

The no aaa authentication login /ist-name command deletes a list-name only if it has not
been referenced by another command.

Example

The following example sets the authentication login methods for the console.

switchxxxxxx (config)# aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console

switchxxxxxx (config-line)# login authentication authen-list

5.2 aaa authentication enable

The aaa authentication enable Global Configuration mode command sets one or more
authentication methods for accessing higher privilege levels. To restore the default
authentication method, use the no form of this command.
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Syntax
aaa authentication enable [authorization] {default | list-name} method [method?...]}

no aaa authentication enable {default | /ist-name}

Parameters

° authorization—Specifies that authentication and authorization are applied to the
given list. If the keyword is not configured, then only authentication is applied to the
given list.

* default—Uses the listed authentication methods that follow this argument as the
default method list, when accessing higher privilege levels.

* [list-name —Specifies a name for the list of authentication methods activated when a
user accesses higher privilege levels. (Length: 1-12 characters)

®  method [method2...]—Specifies a list of methods that the authentication algorithm
tries, in the given sequence. The additional authentication methods are used only if the
previous method returns an error, not if it fails. Specify none as the final method in the
command line to ensure that the authentication succeeds, even if all methods return an
error. Select one or more methods from the following list:

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.

Default Configuration

No Authentication lists exist by default.

Command Mode

Global Configuration mode

User Guidelines

Create a list by entering the aaa authentication enable /ist-name methodl [method?...]
command where /ist-name is any character string used to name this list. The method argument
identifies the list of methods that the authentication algorithm tries, in the given sequence.

The default and list names created by this command are used with the enable authentication
command.
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All aaa authentication enable requests sent by the device to a RADIUS server include the
username $enabx$., where x is the requested privilege level.

The additional methods of authentication are used only if the previous method returns an error,
not if it fails. Specify none as the final method in the command line to ensure that the
authentication succeeds even if all methods return an error.

no aaa authentication enable /ist-name deletes list-name if it has not been referenced.

Example

The following example sets the enable password for authentication for accessing higher
privilege levels.

switchxxxxxx (config) # aaa authentication enable enable-list radius none
switchxxxxxx (config)# line console

switchxxxxxx (config-line)# enable authentication enable-list

5.3 login authentication

The login authentication Line Configuration mode command specifies the login
authentication method list for a remote Telnet or console session. Use the no form of this
command to restore the default authentication method.

Syntax
login authentication {default | /ist-name}

no login authentication

Parameters
® default—Uses the default list created with the aaa authentication login command.

* list-name—1Uses the specified list created with the aaa authentication login
command.

Default Configuration

default

Command Mode

Line Configuration Mode
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Examples

Example 1 - The following example specifies the login authentication method as the default
method for a console session.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# login authentication default

kkkkkk

Example 2 - The following example sets the authentication login methods for the console as a
list of methods.

switchxxxxxx (config)# aaa authentication login authen-list radius local none
switchxxxxxx (config) # line console

switchxxxxxx (config-line)# login authentication authen-list

54 enable authentication

The enable authentication Line Configuration mode command specifies the authentication
method for accessing a higher privilege level from a remote Telnet or console. Use the no form
of this command to restore the default authentication method.

Syntax
enable authentication {default | /ist-name}

no enable authentication

Parameters
¢ default—Uses the default list created with the aaa authentication enable command.
* list-name—Uses the specified list created with the aaa authentication enable
command.
Default Configuration

default.

Command Mode

Line Configuration Mode
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Examples

Example 1 - The following example specifies the authentication method as the default method
when accessing a higher privilege level from a console.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for accessing higher
privilege levels.

switchxxxxxx (config) # aaa authentication enable enable-list radius none
switchxxxxxx (config)# line console

switchxxxxxx (config-line)# enable authentication enable-list

5.5 ip http authentication

The ip http authentication Global Configuration mode command specifies authentication
methods for HTTP server access. Use the no form of this command to restore the default
authentication method.

Syntax
ip http authentication aaa login-authentication [login-authorization] methodl [method?...]

no ip http authentication aaa login-authentication

Parameters

* login-authorization—Specifies that authentication and authorization are applied. If
the keyword is not configured, then only authentication is applied.

® method [method2...]—Specifies a list of methods that the authentication algorithm
tries, in the given sequence. The additional authentication methods are used only if the
previous method returns an error, not if it fails. Specify none as the final method in the
command line to ensure that the authentication succeeds, even if all methods return an
error. Select one or more methods from the following list:

Keyword Description

local Uses the local username database for authentication.
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none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.

Default Configuration

The local user database is the default authentication login method. This is the same as entering
the ip http authentication local command.

Command Mode

Global Configuration mode

User Guidelines

The command is relevant for HTTP and HTTPS server users.

Example

The following example specifies the HTTP access authentication methods.

switchxxxxxx (config)# ip http authentication aaa login-authentication radius

local none

5.6 show authentication methods

The show authentication methods Privileged EXEC mode command displays information
about the authentication methods.

Syntax

show authentication methods

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode
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Example

The following example displays the authentication configuration:

switchxxxxxx# show

authentication methods
Login Authentication Method Lists
Default: Radius, Local, Line

Consl Login(with authorization): Line, None

Enable Authentication Method Lists

Default: Radius, Enable

Consl Enable (with authorization): Enable, None

Line Login Method List Enable Method List
Console Consl Login Consl Enable
Telnet Default Default

SSH Default Default

HTTP, HHTPS: Radius, local

Dotlx: Radius

5.7 password

Use the password Line Configuration mode command to specify a password on a line (also
known as an access method, such as a console or Telnet). Use the no form of this command to
return to the default password.

Syntax
password {unencrypted-password [method hash-method] | encrypted-password encrypted}

no password
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Parameters
® unencrypted-password—The authentication password for the user. (Range: 1-64)

* [method hash-method] — (optional) specifies the method used for encrypting the
clear-text password. Supported values:

- sha512 - PBKDF?2 encryption with HMAC using the SHAS512 as the underlying
Hashing Algorithm. This is the default method if the method parameter is not
specified.

° encrypted encrypted-password—Specifies that the password is encrypted and hashed
using a salt. Use this keyword to enter a password that is already encrypted (for
instance, a password that was copied from the configuration file of another device).
The encrypted-password is specified in the format of
S<type>$§<salt>$<encrypted-password >, where:

- <type> - is an integer value that indicates the type of hash algorithm used to
generate the hash

- <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)
- <encrypted-password> - The base64 encoding of the encrypted hash output
(length - 86 bytes)
Default Configuration

No password is defined.

Command Mode

Line Configuration Mode

User Guidelines

The unencrypted-password must comply to password complexity requirements

Example

The following example specifies the password ‘secreT123!” on the console linel.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# password secreTl23!
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5.8

enable password

Use the enable password Global Configuration mode command to set a local password to
control access to normal and privilege levels. Use the no form of this command to return to the
default password.

Syntax

enable password [level privilege-level] {{method hash-method] unencrypted-password |
encrypted encrypted-password}

no enable password [level privilege-level]

Parameters

level privilege-level—Level for which the password applies. If not specified, the level
is 15. (Range: 1-15)

[method hash-method] — (optional) specifies the method used for encrypting the
clear-text password. Supported values:

- sha512 - PBKDEF2 encryption with HMAC using the SHAS512 as the underlying
Hashing Algorithm. This is the default method if the method parameter is not
specified.

unencrypted-password—Password for this level. (Range: 0159 chars)

encrypted encrypted-password—Specifies that the password is encrypted and hashed
using a salt. Use this keyword to enter a password that is already encrypted (for
instance, a password that was copied from the configuration file of another device).
The encrypted-password is specified in the format of
S<type>$<salt>$<encrypted-password >, where:

- <type> - is an integer value that indicates the type of hash algorithm used to
generate the hash

- <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)

- <encrypted-password> - The base64 encoding of the encrypted hash output
(length - 86 bytes)

Default Configuration

Default for level is 15.
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Command Mode

Global Configuration mode

User Guidelines
The unencrypted-password must comply to password complexity requirements

When the administrator configures a new enable password, this password is encrypted
automatically and saved to the configuration file. No matter how the password was entered, it
appears in the configuration file with the keyword encrypted and the encrypted value. The
administrator is required to use the encrypted keyword only when actually entering an
encrypted keyword.

If the administrator wants to manually copy a password that was configured on one switch (for
instance, switch B) to another switch (for instance, switch A), the administrator must add
encrypted in front of this encrypted password when entering the enable command in switch
A. In this way, the two switches will have the same password.

The administrator is required to use the encrypted keyword only when actually entering an
encrypted keyword.
Examples

Example 1 - The command sets a password that has already been encrypted. It will be copied
to the configuration file just as it is entered. To login to device using this password, the user
must know its unencrypted form.

switchxxxxxx (config) # enable password encrypted
$158TgKC13RgV/QJIb2Ma$4ImeDTwgRGH2 1 wGKMM+g4MS 3uQxpOMLhkUNS 6UMAEUuMghwObsRH27 zake7
2hLxt/YhEknPA6LX7fTgqwZn6Vw==

Example 2 - The command sets an unencrypted password for level 1 (it will be encrypted in
the configuration file).

switchxxxxxx (config)# enable password level 1 let-me-In

5.9 service password-recovery

Use the service password-recovery Global Configuration mode command to enable the
password-recovery mechanism. This mechanism allows an end user, with physical access to
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the console port of the device, to enter the boot menu and trigger the password recovery
process. Use the no service password-recovery command to disable the password-recovery
mechanism. When the password-recovery mechanism is disabled, accessing the boot menu is
still allowed and the user can trigger the password recovery process. The difference is, that in
this case, all the configuration files and all the user files are removed. The following log
message is generated to the terminal: “All the configuration and user files were removed”.

Syntax
service password-recovery

no service password-recovery

Parameters

N/A

Default Configuration

The service password recovery is enabled by default.

Command Mode

Global Configuration mode

User Guidelines

* Ifpassword recovery is enabled, the user can access the boot menu and trigger the
password recovery in the boot menu. All configuration files and user files are kept.

* If password recovery is disabled, the user can access the boot menu and trigger the
password recovery in the boot menu. The configuration files and user files are
removed.

* Ifadevice is configured to protect its sensitive data with a user-defined passphrase for
(Secure Sensitive Data), then the user cannot trigger the password recovery from the
boot menu even if password recovery is enabled.

Example

The following command disables password recovery:

switchxxxxxx (config) # no service password recovery

Note that choosing to use Password recovery option in the Boot Menu during
the boot process will remove the configuration files and the user files.

Would you like to continue ? Y/N.
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5.10 username

Use the username Global Configuration mode command to create or edit a username based
user authentication account. Use the no form to remove a user account.

Syntax

username name {[method hash-method] password {unencrypted-password | {encrypted
encrypted-password}} | {privilege privilege-level {{method hash-method]
unencrypted-password | {encrypted encrypted-password}}}}

no username name

Parameters
* name—The name of the user. (Range: 1-20 characters)

* [method hash-method] — (optional) specifies the method used for encrypting the
clear-text password. Supported values:

- sha512 - PBKDF?2 encryption with HMAC using the SHAS512 as the underlying
Hashing Algorithm. This is the default method if the method parameter is not
specified.

* password—Specifies the password for this username.
® unencrypted-password—The authentication password for the user. (Range: 1-64)

° encrypted encrypted-password—Specifies that the password is encrypted and hashed
using a salt. Use this keyword to enter a password that is already encrypted (for
instance, a password that was copied from the configuration file of another device).
The encrypted-password is specified in the format of
$<type>8<salt>$<encrypted-password >, where:

- <type> - is an integer value that indicates the type of hash algorithm used to
generate the hash

- <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)

- <encrypted-password> - The base64 encoding of the encrypted hash output
(length - 86 bytes)

e privilege privilege-level —User account privilege level. If not specified the level is 1.
(Range: 1-15).
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Default Configuration

No user is defined.

Command Mode

Global Configuration mode

Usage Guidelines
The unencrypted-password must comply to password complexity requirements

The last level 15 user cannot be removed and cannot be a remote user.

Examples

Example 1 - Sets an unencrypted password for user tom (level 15). It will be encrypted in the
configuration file.

switchxxxxxx (config)# username tom password 1234Ab$5678

Example 2 - Sets a password for user jerry (level 15) that has already been encrypted. It will
be copied to the configuration file just as it is entered. To use it, the user must know its
unencrypted form.

switchxxxxxx (config) # username jerry privilege 15 encrypted
$158TgKC13RgV/QJIb2Ma$4ImeD7wgRGH2 1wGKMM+g4M53uQxpOM1hkUNS56UMAEUUMghwObsRH27zakc7
2hLxt/YhEknPAGLX7fTgqwZn6Vw==

5.11 show users accounts

The show users accounts Privileged EXEC mode command displays information about the
users local database.

Syntax

show users accounts

Parameters

N/A
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Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays information about the users local database:

switchxxxxxx# show users accounts

Password
Username Privilege Expiry date
Bob 15 Jan 18 2005
Robert 15 Jan 19 2005

Smith 15

The following table describes the significant fields shown in the display:

Field Description

Username The user name.

Privilege The user’s privilege level.
Password Expiry The user's password expiration date.
date

5.12  passwords complexity

Use the passwords complexity Global Configuration mode commands to control the
minimum requirements from a password when password complexity is enabled. Use the no
form of these commands to return to default.

Syntax

passwords complexity {min-length number} | {min-classes number} | {no-repeat number}

no passwords complexity min-length | min-classes | no-repeat
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Parameters
° min-length number—Sets the minimal length of the password. (Range: 8—64)

° min-classes number—Sets the minimal character classes (uppercase letters, lowercase
letters, numbers, and special characters available on a standard keyboard). (Range: 1—
4)

® no-repeat number—Specifies the maximum number of characters in the new
password that can be repeated consecutively. (Range: 1-16)
Default Configuration
The minimal length is 8.
The number of classes is 3.
The default for no-repeat is 3.

In addition to above setting the new password cannot be the same as the current password,
cannot repeat or reverse the user name or any variant reached by changing the case of the
characters and cannot repeat or reverse the manufacturer’s name or any variant reached by
changing the case of the characters.

Command Mode

Global Configuration mode

Example

The following example configures the minimal required password length to 10 characters.

switchxxxxxx (config) # passwords complexity min-length 10

5.13  passwords aging

Use the passwords aging Global Configuration mode command to enforce password aging.
Use the no form of this command to return to default.

Syntax
passwords aging days

no passwords aging
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Parameters
* days—Specifies the number of days before a password change is forced. You can use 0
to disable aging. (Range: 0-365).
Default Configuration

180

Command Mode

Global Configuration mode

User Guidelines

Aging is relevant only to users of the local database with privilege level 15 and to enable a
password of privilege level 15.

To disable password aging, use passwords aging 0.

Using no passwords aging sets the aging time to the default.

Example

The following example configures the aging time to be 24 days.

switchxxxxxx (config) # passwords aging 24

5.14  show passwords configuration

The show passwords configuration Privileged EXEC mode command displays information
about the password management configuration.

Syntax

show passwords configuration

Parameters

N/A

Default Configuration

N/A
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Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show passwords configuration

Passwords aging is enabled with aging time 180 days.

Passwords complexity is enabled with the following attributes:
Minimal length: 3 characters

Minimal classes: 3

New password must be different than the current: Enabled
Maximum consecutive same characters: 3

New password must be different than the user name: Enabled

New password must be different than the manufacturer name: Enabled
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6.1 boot host auto-config

Use the boot host auto-config Global Configuration mode command to enable auto
configuration via DHCP. Use the no form of this command to disable DHCP auto
configuration.

Syntax
boot host auto-config [tftp | scp | auto [extension]]

no boot host auto-config

Parameters
°  tftp—Only the TFTP protocol is used by auto-configuration.
® scp—Only the SCP protocol is used by auto-configuration.

° auto—(Default) Auto-configuration uses the TFTP or SCP protocol depending on the
configuration file's extension. If this option is selected, the extension parameter may be
specified or, if not, the default extension is used.

* extension—The SCP file extension. When no value is specified, 'scp' is used. (Range:
1-16 characters)

Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TETP or SCP protocol is used to download/upload a configuration file.
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Examples

Example 1. The following example specifies the auto mode and specifies "scon" as the SCP
extension:

switchxxxxxx (config)# boot host auto-config auto scon

Example 2. The following example specifies the auto mode and does not provide an SCP
extension.

In this case "scp" is used.

switchxxxxxx (config)# boot host auto-config auto

Example 3. The following example specifies that only the SCP protocol will be used:

switchxxxxxx (config)# boot host auto-config scp

6.2 boot host auto-update

Use the boot host auto-update Global Configuration mode command to enable the support of
auto update via DHCP. Use the no form of this command to disable DHCP auto configuration.

Syntax
boot host auto-update [tftp | scp | auto [extension]]

no boot host auto-update

Parameters
° tftp—Only the TFTP protocol is used by auto-update.
® scp—Only the SCP protocol is used by auto-update.

* auto (Default)—Auto-update uses the TFTP or SCP protocol depending on the
Indirect image file's extension. If this option is selected, the extension parameter may
be specified or, if not, the default extension is used.

* extension—The SCP file extension. When no value is specified, 'scp' is used. (Range:
1-16 characters)
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Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload an image file.

Examples

Example 1—The following example specifies the auto mode and specifies "scon" as the SCP
extension:

switchxxxxxx (config) # boot host auto-update auto scon

Example 2—The following example specifies the auto mode and does not provide an SCP
extension. In this case "scp" is used.

switchxxxxxx (config) # boot host auto-update auto

Example 3—The following example specifies that only the SCP protocol will be used:

switchxxxxxx (config) # boot host auto-update scp

6.3 show boot

Use the show boot Privilege EXEC mode command to show the status of the I[P DHCP Auto
Conlfig process.

Syntax

show boot

Parameters

N/A
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Default Configuration

N/A

Command Mode

Privileged EXEC mode

Examples

switchxxxxxx# show boot
Auto Config
Config Download via DHCP: enabled
Download Protocol: auto
SCP protocol will be used for files with extension: scp
Configuration file auto-save: enabled
Auto Config State: Finished successfully
Server IP address: 1.2.20.2
Configuration filename: /config/configfilel.cfg
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Opening <hostname>-config file

Auto Update
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Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

"Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Downloading configuration file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: tftp

Configuration file auto-save: enabled

Auto Config State: Searching device hostname in indirect file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled
Download Protocol: tftp

Configuration file auto-save: enabled

Auto Update
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Image Download via DHCP: enabled
Auto Update State: Downloaded indirect image file

Indirect Image filename: /image/indirectimage.txt

6.4 ip dhcp tftp-server ip address

Use the ip dhcp tftp-server ip address Global Configuration mode command to set the
backup server’s IP address. This address server as the default address used by a switch when it
has not been received from the DHCP server. Use the no form of the command to return to
default.

Syntax
ip dhcp tftp-server ip address ip-addr

no ip dhcp tftp-server ip address

Parameters

® ip-addr—IPv4 Address, or IPv6 Address or DNS name of TFTP or SCP server.

Default Configuration

No IP address

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

Example 1. The example specifies the IPv4 address of TFTP server:

switchxxxxxx (config)# ip dhcp tftp-server ip address 10.5.234.232
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Example 2. The example specifies the IPv6 address of TFTP server:

switchxxxxxx (config)# ip dhcp tftp-server ip address 3000:1::12

Example 3. The example specifies the [Pv6 address of TFTP server:

switchxxxxxx (config) # ip dhcp tftp-server ip address tftp-server.company.com

6.5 ip dhcp tftp-server file

Use the ip dhcp tftp-server file Global Configuration mode command to set the full file name
of the configuration file to be downloaded from the backup server when it has not been
received from the DHCP server. Use the no form of this command to remove the name.

Syntax
ip dhcp tftp-server file file-path

no ip dhcep tftp-server file

Parameters

® file-path—Full file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or an SCP server.

Examples

switchxxxxxx (config)# ip dhcp tftp-server file conf/conf-file

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0 170



Auto-Update and Auto-Configuration

6.6 1p dhcp tftp-server image file

Use the ip dhep tftp-server image file Global Configuration mode command to set the
indirect file name of the image file to be downloaded from the backup server when it has not
been received from the DHCP server. Use the no form of this command to remove the file
name.

Syntax
ip dhcp tftp-server image file file-path

no ip dhep tftp-server image file

Parameters

® file-path—Full indirect file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

switchxxxxxx (config) # ip dhep tftp-server image file imag/imag-file

6.7 show 1p dhcp tftp-server

Use the show ip dhcp tftp-server EXEC mode command to display information about the
backup server.

Syntax

show ip dhcp tftp-server

Parameters

N/A
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Default Configuration

N/A

Command Mode

User EXEC mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Example

show ip dhcp tftp-server

server address

active 1.1.1.1 from sname

manual 2.2.2.2

file path on server

active conf/conf-file from option 67

manual conf/conf-filel

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0 172




Bonjour Commands

7.1 bonjour enable

To enable Bonjour globally, use the bonjour enable command in Global Configuration mode.
To disable Bonjour globally, use the no format of the command.

Syntax
bonjour enable

no bonjour enable.

Default Configuration

Enable

Command Mode

Global Configuration mode

Examples

switchxxxxxx (config)# bonjour enable

7.2 bonjour interface range

To add L2 interfaces to the Bonjour L2 interface list, use the bonjour interface range
command in Global Configuration mode. To remove L2 interfaces from this list, use the no
format of the command.

Syntax
bonjour interface range interface-list

no bonjour interface range [interface-list]
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Parameters

* interface-list—Specifies a list of interfaces. Only interfaces supporting L2 Multicast
forwarding can be specified. The follow: LAN and point, which support be of the
following types: Ethernet port, Port-channel, and VLAN.

Default Configuration

The list includes the Default VLAN.

Command Mode

Global Configuration mode

User Guidelines
The Bonjour L2 interface list specifies a set of interfaces on which Bonjour is enabled.

Use the bonjour interface range interface-list command, to add the specified interfaces to the
Bonjour L2 interface list.

Use the no bonjour interface range interface-list command, to remove the specified
interfaces from the Bonjour L2 interface list.

Use the no bonjour interface range command, to clear the Bonjour L2 interface list.

Examples

switchxxxxxx (config)# bonjour interface range VLAN 100-103

7.3 show bonjour

To display Bonjour information, use the show bonjour command in Privileged EXEC mode.

Syntax

show bonjour [interface-id]

Parameters

® interface-id—Specifies an interface.

Command Mode

Privileged EXEC mode
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Examples

The example displays Bonjour status.

switchxxxxxx# show bonjour

Bonjour global status: enabled

Bonjour L2 interfaces list: vlans 1

Service
csco-sb
http
https
ssh

telnet

Admin Status Oper Status
enabled enabled
enabled enabled
enabled disabled
enabled disabled
enabled disabled
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8.1 ca-certificate install

To manually install a CA certificate, use the ca-certificate install command in Global
Configuration mode. To remove a static CA certificate, use the no form of this command.

Syntax
ca-certificate install name name [owner owner]

no ca-certificate install {name name | owner owner}

Parameters
* name—Specifies the certificate name. The range is from 1 to 160 characters.

* owner—specifies the owner of the certificate. This is a string of 0 to 32 characters. If
an owner is not specified, the default owner is "Static".

When adding a certificate, the certificate itself should follow the command on the command
line.

Default Configuration

There are no installed certificates.

Command Mode

Global Configuration mode

User Guidelines
Use the ca-certificate install name command to install a CA certificate.

Following the command, the user will be prompted to enter the certificate in the command
line.

The user will need to enter or paste the certificate. Entering a period on a separate line
indicates that the certificate input is complete.

The entered certificate must use the pem format.
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A certificate will not be valid if the system clock was not set by user or synchronized with
SNTP, or based on hardware based Real Time Clock (RTC).

Up to 256 certificates can be installed.

When using the no form of the command to remove certificates, a specific certificate can be
removed by name. Alternatively, the owner keyword can be used to remove all static
certificates belonging to a specific owner.

Examples

Example 1. The following example installs a CA certificate from the command line:

switchxxxxxx (config)# ca-certificate install rootl
Please paste the input now, add a period (.) on a separate line after the

input,and press Enter.

MIIBkzCB/QIBADBUMQswCQYDVQQOGEwWIgIDEKMAgGALIUECBMBIDEKMAGGALIUEBXMB
IDEVMBMGA1UEAXMMMTAUNS4 yMzQuMjASMQowCAYDVQOKEWEgMQowCAYDVQQLEWEg
MIGEfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDK+beogIcke73sBSL7tC2DMZrY
00g9XM1AxfOigL1QJHA4xP+BHGZWwEkjKjUDBpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRM5LPka0L/halpYxp7EWAL51DBzSw5s041v0bSN70aGjFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJKOZ IThveNAQEEBQADGYEAUQYQiNIst6hI
XFDxe7180d3Uyt3Dmf7KE/AmMUVOPif2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/IcjzbBYXLvih45ASWG3TRV2WVKyWs89rPPXuS5hKxggEeTvigpuS+gXrIgjW

WvVzdOnlfXhMacoflgnnEmweIzmrgXBs=

switchxxxxxx (confiqg) #

8.2 ca-certificate revoke

To add a certificate to the revocation list, use the ca-certificate revoke command in Global
Configuration mode. To remove a certificate from the revocation list, use the no form of this
command.
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Syntax
ca-certificate revoke issuer issuer serial-number serial-number

no ca-certificate revoke issuer issuer serial-number serial-number

Parameters

* issuer—The issuer string as it appears in the revoked certificate - including all
parameters (Range: 1-160 characters).

* serial-number—The serial number of the revoked certificate. This is a string in
hexadecimal format (Range: 1-16 pairs of characters).
Default Configuration

There are no revoked certificates.

Command Mode

Global Configuration mode

User Guidelines
Use the ca-certificate revoke command to add a certificate to the revocation list.

When entering the issuer information, the full issuer string should be entered as it appears in
the certificate. If the string contains spaces, it must be contained in quotation marks.

Adding a certificate to this list will change the status of this certificate to "revoked" if it is
installed. If the certificate is not installed, it will receive the revoked status if it is installed at a
later date.

Up to 512 certificates can be added to the revocation list.

Examples

Example 1. The following example adds a CA certificate to the revocation list:

switchxxxxxx (config)# ca-certificate revoke issuer "C=US, 0=GlobalSign nv-sa,

CN=GlobalSign Organization Validation" serial-number 10ad0044a8418ad5005e45b6

switchxxxxxx (config) #
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8.3 show ca-certificate

To display the CA certificates installed on the device and their status, use the show
ca-certificate command in Privileged EXEC mode.

Syntax

show ca-certificate [name name][type type][owner owner-name][detailed]

Parameters

° name name - Specifies the certificate name. (Range: 1-160 characters).

° type type—Specifies the certificate type. The possible values are static, dynamic or
signer.

* owner owner-name—Specifies the name of the certificate owner - this is the
application that installed a dynamic certificate. (Range: 1-32 characters).

® detailed - This optional parameter shows detailed information of the displayed
certificates. If this parameter is not used, only limited information will be displayed for
each certificate.

Command Mode

Privileged EXEC mode

User Guidelines
Use the show ca-certificate command to display all installed CA certificates.

Use the optional name, type and owner parameters to display the information of a subset of
certificates.

Example
Example 1 The following example displays brief information for all static CA certificates.

switchxxxxxx# show ca-certificate type static

Name Type Owner Valid From Valid To Status
local.cert static rnd 03-Aug-2019 03-Aug-2020 Valid
appl.certl static appl 16-Jan-2021 16-Jul-2023 Premature
appl.cert?2 static appl 15-Mar-2017 14-Mar-2018 Expired
trusted-certl static app2 27-Jun-2019 26-Jun-2024 Valid
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certif3 static app3 08-Feb-2018

08-Feb-2020

Revoked

Example 2 The following example displays detailed information for all CA certificates:

switchxxxxxx# show ca-certificate detailed
>C-CountryName, ST-StateOrProvinceName,

>0U-OrganizationalUnit, CN-CommonName

certl
Type: Signer
Owner: N/A

Version: 3 (0x2)

Serial Number: 10:ad:00:44:a8:41:8a:d5:00:5e:45:b6

Issuer: C=US, 0=GlobalSign nv-sa,

Status: Valid

Validity

Not Before: Nov 21 08:00:00 2015 GMT
Not After : Nov 22 07:59:59 2020 GMT

Subject: C=US, 0=GlobalSign nv-sa,

Public Key Type: ECDSA P256
Public Key Length: 2048 bits
Signature Algorithm: sha256RSA
certA
Type: Static
Owner: Static
Parent: certl

Version: 3 (0x2)

Serial Number: 10:e6:fc:62:07:41:8a:d5:00:5e:45:b6

Issuer: C=US, 0=GlobalSign nv-sa,

Status: Not Valid (expired)

Validity

Not Before: Nov 21 08:00:00 2016 GMT

L-Locality,

O-Organization,

CN=GlobalSign Organization Validation

CN=GlobalSign Organization Validation

CN=GlobalSign Organization Validation

181

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0



CA Certificate Commands 8

Not After : Nov 22 07:59:59 2017 GMT
Subject: C=US, ST=California, L=San Francisco, O=AKB Foundation, Inc.,
CN=*.wikipedia.org
Finger print: DC72343 DC88A988 127897BC BB789788
Public Key Type: ECDSA P256
Public Key Length: 2048 bits
Signature Algorithm: sha256RSA
certB
Type: Dynamic
Owner: PnP
Parent: certl
Version: 3 (0x2)
Serial Number: 88:cc:55:ae:a8:41:8a:d5:00:5e:45:b6
Issuer: C=US, 0O=Google Trust Services, CN=GTS CA 101
Status: Not Valid (revoked)
Validity
Not Before: Sep 21 08:00:00 2019 GMT
Not After : Sep 22 07:59:59 2020 GMT
Subject: C=US, S=California, L=Mountain View O=Google LLC, CN=*.google.com
Finger print: DC789788 DC88A988 127897BC BB789788
Public Key Type: ECDSA P256
Public Key Length: 2048 bits

Signature Algorithm: sha256RSA

8.4 show ca-certificate revocation

To display the CA certificate revocation list, use the show ca-certificate revocation command
in Privileged EXEC mode.

Syntax

show ca-certificate revocation
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Command Mode

Privileged EXEC mode

User Guidelines

Use the show ca-certificate revocation command to display the CA certificate revocation list.

Example

Example. The following displays the revocation list:

switchxxxxxx# show ca-certificate revocation
>C-CountryName, ST-StateOrProvinceName, L-Locality, O-Organization,
>0U-OrganizationalUnit, CN-CommonName
Issuer: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation
Serial Number: 10:ad:00:44:a8:41:8a:d5:00:5e:45:b6
Issuer: C=US, 0=Google Trust Services, CN=GTS CA 101

Serial Number: 00:9e:44:1b:49:08:8d:75:bb:02:00:00:00:00:40:a5:b4
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9.1 cdp advertise-v2

To specify version 2 of transmitted CDP packets, use the cdp advertise-v2 command in
Global Configuration mode. To specify version 1, use the no form of this command.

Syntax
cdp advertise-v2

no cdp advertise-v2

Parameters

N/A

Default Configuration

Version 2.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# edp run

switchxxxxxx (config) # cdp advertise-v2

9.2 cdp appliance-tlv enable

To enable sending of the Appliance TLV, use the cdp appliance-tlv enable command in
Global Configuration mode. To disable the sending of the Appliance TLV, use the no form of
this command.
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Syntax

cdp appliance-tlv enable

no cdp appliance-tlv enable

Parameters

N/A

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines

This MIB specifies the Voice Vlan ID (VVID) to which this port belongs:

0—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV
with value of 0. VoIP and related packets are expected to be sent and received with
VLAN-ID=0 and an 802.1p priority.

1..4094—The CDP packets transmitting through this port contain Appliance
VLAN-ID TLV with N. VoIP and related packets are expected to be sent and received
with VLAN-ID=N and an 802.1p priority.

4095—The CDP packets transmitting through this port contain Appliance VLAN-ID
TLV with value of 4095. VoIP and related packets are expected to be sent and received
untagged without an 802.1p priority.

4096—The CDP packets transmitting through this port do not include Appliance
VLAN-ID TLYV; or, if the VVID is not supported on the port, this MIB object will not
be configurable and will return 4096.

Example

switchxxxxxx (config)# cdp appliance-tlv enable
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9.3 cdp device-i1d format

To specify the format of the Device-ID TLYV, use the cdp device-id format command in
Global Configuration mode. To return to default, use the no form of this command.

Syntax
cdp device-id format {mac | serial-number | hostname}

no cdp device-id format

Parameters
° mac—Specifies that the Device-ID TLV contains the device’s MAC address.

° serial-number—Specifies that Device-ID TLV contains the device’s hardware serial
number.

° hostname—Specifies that Device-ID TLV contains the device’s hostname.

Default Configuration

MAC address is selected by default.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp device-id format serial-number

9.4 cdp enable

Tp enable CDP on interface, use the cdp enable command in Interface (Ethernet)
Configuration mode. To disable CDP on an interface, use the no form of the CLI command.

Syntax

cdp enable

Parameters

N/A
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Default Configuration

Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

For CDP to be enabled on an interface, it must first be enabled globally using cdp
advertise-v2.

Example

switchxxxxxx (config) # ecdp run
switchxxxxxx (config-if) # interface gil

switchxxxxxx (config-if)# cdp enable

9.5 cdp holdtime

To specify a value of the Time-to-Live field into sent CDP messages, use the cdp holdtime
command in Global Configuration mode. To return to default, use the no form of this
command.

Syntax
cdp holdtime seconds

no cdp holdtime

Parameters

seconds—Value of the Time-to-Live field in seconds. The value should be greater than the
value of the Transmission Timer.

Parameters range

seconds—10 - 255.

Default Configuration

180 seconds.
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Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp holdtime 100

9.6 cdp log mismatch duplex

To enable validating that the duplex status of a port received in a CDP packet matches the
ports actual configuration and generation the SYSLOG duplex mismatch messages if they do
not match, use the cdp log mismatch duplex command in Global Configuration mode and
Interface (Ethernet) Configuration mode. To disable the generation of the SYSLOG messages,
use the no form of the CLI command.

Syntax
cdp log mismatch duplex

no cdp log mismatch duplex

Parameters

N/A

Default Configuration

The switch reports duplex mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # cdp log mismatch duplex
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9.7 cdp log mismatch native

To enable validating that the native VLAN received in a CDP packet matches the actual native
VLAN of the port and generation the SYSLOG VLAN native mismatch messages if they do
not match, use the cdp log mismatch native Global and Interface Configuration mode
command in Global Configuration mode and Interface (Ethernet) Configuration mode. To
disable the generation of the SYSLOG messages, use the no format of the CLI command.

Syntax
cdp log mismatch native

no cdp log mismatch native

Parameters

N/A

Default Configuration

The switch reports native VLAN mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # cdp log mismatch native

9.8 cdp log mismatch voip

To enable validating that the VoIP status of the port received in a CDP packet matches its
actual configuration and generation the SYSLOG voip mismatch messages if they do not
match, use the cdp log mismatch voip Global and Interface Configuration mode command in
Global Configuration mode and Interface (Ethernet) Configuration mode. To disable the
generation of the SYSLOG messages, use the no format of the CLI command.
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Syntax
cdp log mismatch voip

no cdp log mismatch voip

Parameters

N/A

Default Configuration

The switch reports VoIP mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # cdp log mismatch voip

9.9 cdp mandatory-tlvs validation

To validate that all mandatory (according to the CDP protocol) TLVs are present in received

CDP frames, use the cdp mandatory-tlvs validation command in Global Configuration
mode. To disables the validation, use the no form of this command.

Syntax
cdp mandatory-tlvs validation

no cdp mandatory-tlvs validation

Parameters

N/A

Default Configuration

Enabled.
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Command Mode

Global Configuration mode

User Guidelines

Use the command to delete CDP packets not including all the mandatory TLVs.

Example

This example turns off mandatory TLV validation:

switchxxxxxx (config) # no cdp mandatory-tlvs validation

9.10 cdp pdu

To specify CDP packets handling when CDP is globally disabled, use the edp pdu command
in Global Configuration mode. To return to default, use the no form of this command.

Syntax
cdp pdu [filtering | bridging | flooding]
no cdp pdu

Parameters

* filtering—Specify that when CDP is globally disabled, CDP packets are filtered
(deleted).

* bridging—Specify that when CDP is globally disabled, CDP packets are bridged as
regular data packets (forwarded based on VLAN).

* flooding—Specify that when CDP is globally disabled, CDP packets are flooded to all
the ports in the product that are in STP forwarding state, ignoring the VLAN filtering
rules.

Default Configuration

bridging

Command Mode

Global Configuration mode
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User Guidelines
When CDP is globally enabled, CDP packets are filtered (discarded) on CDP-disabled ports.

In the flooding mode, VLAN filtering rules are not applied, but STP rules are applied. In case
of MSTP, the CDP packets are classified to instance 0.

Example

switchxxxxxx (config) # edp run

switchxxxxxx (config) # cdp pdu flooding

9.11 cdprun

To enable CDP globally, use the edp run command in Global Configuration mode. To disable
CDP globally, use the no form of this command.

Syntax
cdp run

no cdp run

Parameters

N/A

Default Configuration

Enabled.

Command Mode

Global Configuration mode

User Guidelines

CDP is a link layer protocols for directly-connected CDP/LLDP-capable devices to advertise
themselves and their capabilities. In deployments where the CDP/LLDP capable devices are
not directly connected and are separated with CDP/LLDP incapable devices, the CDP/LLDP
capable devices may be able to receive the advertisement from other device(s) only if the
CDP/LLDP incapable devices flood the CDP/LLDP packets they receives. If the CDP/LLDP
incapable devices perform VLAN-aware flooding, then CDP/LLDP capable devices can hear
each other only if they are in the same VLAN. It should be noted that a CDP/LLDP capable
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device may receive advertisement from more than one device if the CDP/LLDP incapable
devices flood the CDP/LLDP packets.

To learn and advertise CDP information, it must be globally enabled (it is so by default) and
also enabled on interfaces (also by default).

Example

switchxxxxxx (config) # cdp run

9.12  cdp source-interface

To specify the CDP source port used for source IP address selection, use the cdp
source-interface command in Global Configuration mode. To delete the source interface, use
the no form of this command.

Syntax
cdp source-interface interface-id

no cdp source-interface

Parameters

interface-id—Source port used for Source IP address selection.

Default Configuration

No CDP source interface is specified.

Command Mode

Global Configuration mode

User Guidelines

Use the cdp source-interface command to specify an interface whose minimal IP address will
be advertised in the TVL instead of the minimal IP address of the outgoing interface.

Example

switchxxxxxx (config)# cdp source-interface gil
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9.13  cdp timer

To specify how often CDP packets are transmitted, use the cdp timer command in Global
Configuration mode. To return to default, use the no form of this command.

Syntax
cdp timer seconds

no cdp timer

Parameters

seconds—Value of the Transmission Timer in seconds. Range: 5-254 seconds.

Default Configuration

60 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp timer 100

9.14  clear cdp counters

To reset the CDP traffic counters to 0, use the clear cdp counters command in Privileged
EXEC mode.

Syntax

clear cdp counters [global | interface-id]

Parameters
* global—Clear only the global counters.

® interface-id—Specifies the interface identifier of the counters that should be cleared.
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Command Mode

Privileged EXEC mode

User Guidelines
Use the command clear cdp counters without parameters to clear all the counters.
Use the clear cdp counters global to clear only the global counters.

Use the clear cdp counters interface-id command to clear the counters of the given interface.

Example

Example 1. The example clears all the CDP counters:

switchxxxxxx# clear cdp couters

Example 2. The example clears the CDP global counters.

switchxxxxxx# clear cdp couters global

Example 3. The example clears the CDP counters of Ethernet port gil:

switchxxxxxx# clear cdp couters interface gil

9.15 clear cdp table

To delete the CDP Cache tables, use the clear cdp table command in Privileged EXEC mode.

Syntax

clear cdp table

Parameters

N/A
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Command Mode

Privileged EXEC mode

Example The example deletes all entries from the CDP Cache tables:

switchxxxxxx# clear cdp table

9.16 show cdp

To display the interval between advertisements, the number of seconds the advertisements are
valid and version of the advertisements, use the show cdp Privileged EXEC mode command

in Privileged EXEC mode.

Syntax

show cdp

Parameters

N/A

Command Mode

Privileged EXEC mode

Example
switchxxxxxx# show cdp
Global CDP information:
cdp is globally enabled
cdp log duplex mismatch is globally enabled
cdp log voice VLAN mismatch is globally enabled
cdp log native VLAN mismatch is globally disabled
Mandatory TLVs are
Device-ID TLV (0x0001
Address TLV (0x0002)
Port-ID TLV (0x0003)
Capabilities TLV (0x0004)
Version TLV (0x0005)
Platform TLV (0x0006)

Sending CDPv2 advertisements is enabled
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Sending Appliance TLV is enabled
Device ID format is Serial Number
Sending CDP packets every 60 seconds

Sending a holdtime value of 180 seconds

9.17  show cdp entry

To display information about specific neighbors, use the show cdp entry command in
Privileged EXEC mode.

Syntax

show cdp entry {* | device-name} [protocol | version]

Parameters
* *_Specifies all neighbors
* device-name—Specifies the name of the neighbor.
° protocol—Limits the display to information about the protocols enabled on neighbors.

® version—Limits the display to information about the version of software running on
the neighbors.

Default Configuration

Version

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp entry

device.cisco.com
Device ID: device.cisco.com
Advertisement version: 2
Entry address (es):
IP address: 192.168.68.18
CLNS address: 490001.1111.1111.1111.00
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DECnet address: 10.1
Platform: cisco 4500, Capabilities: Router
Interface: gil, Port ID (outgoing port): EthernetO
Holdtime: 125 sec
Version:

Cisco Internetwork Operating System Software

IOS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4),

SOFTWARE
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart

MAINTENANCE INTERIM

switchxxxxxx# show cdp entry device.cisco.com protocol

Protocol information for device.cisco.com:
IP address: 192.168.68.18
CLNS address: 490001.1111.1111.1111.00

DECnet address: 10.1

switchxxxxxx# show cdp entry device.cisco.com version

Version information for device.cisco.com:

Cisco Internetwork Operating System Software

IOS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4),

SOFTWARE
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart

MAINTENANCE INTERIM

9.18  show cdp interface

To display information about ports on which CDP is enabled, use the show cdp interface

command in Privileged EXEC mode.

Syntax

show cdp interface interface-id

Parameters

interface-id—Port ID.
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Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp interface gil
CDP is globally enabled
CDP log duplex mismatch
Globally is enabled
Per interface is enabled
CDP log voice VLAN mismatch
Globally is enabled
Per interface is enabled
CDP log native VLAN mismatch
Globally is disabled
Per interface is enabled
gil is Down, CDP is enabled
Sending CDP packets every 60 seconds

Holdtime is 180 seconds

9.19  show cdp neighbors

To display information about neighbors kept in the main or secondary cache, use the show cdp
neighbors command in Privileged EXEC mode.

Syntax

show cdp neighbors [interface-id] [detail | secondary]

Parameters
° interface-id—Displays the neighbors attached to this port.

® detail—Displays detailed information about a neighbor (or neighbors) from the main
cache including network address, enabled protocols, hold time, and software version.

* secondary—Displays information about neighbors from the secondary cache.
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Default Configuration

If an interface ID is not specified, the command displays information for the neighbors of all
ports.

If detail or secondary are not specified, the default is secondary.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,P - VoIP Phone,

M - Remotely-Managed Device, C - CAST Phone Port, W - Two-Port MAC Relay
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - VoIP Phone
M - Remotely-Managed Device, C - CAST Phone Port,
W - Two-Port MAC Relay
Device ID Local Adv Time To Capability Platform Port ID

Interface Ver. Live

PTK-SW-A-86.company gids8 2 147 S I Company gi3/39
1l.com XX-10R-E
ESW-520-8P gids 2 153 S IM ESW-520-8P gl
ESW-540-8P gid8 2 146 S IM ESW-540-8P g9
003106131611 gi4s 2 143 S I Company fa2/1
XX-23R-E
001828100211 gids 2 173 S I Company fa2/2
XX-23R-E
c47d4£fed9302 gids 2 137 S I Company fa2/5
XX-23R-E

switchxxxxxx# show cdp neighbors detail
Device ID: lab-7206

Advertisement version: 2

Entry address (es):

IP address: 172.19.169.83
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Platform: company x5660, Capabilities: Router
Interface: EthernetO, Port ID (outgoing port): giO
Time To Live : 123 sec

Version

Company Network Operating System Software

NOS (tm) x5660 Software (D5660-I-N), Version 18.1(10.4), MAINTENANCE INTERIM
SOFTWARE

Copyright (c) 1986-1997 by company Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by xxdeeert
Duplex: half
Device ID: lab-as5300-1
Entry address(es):
IP address: 172.19.169.87
Platform: company TD6780, Capabilities: Router
Device ID: SEP000427D400ED
Advertisement version: 2
Entry address(es):
IP address: 1.6.1.81
Platform: Company IP Phone x8810, Capabilities: Host
Interface: gil, Port ID (outgoing port): Port 1
Time To Live: 150 sec
Version
P00303020204
Duplex: full
sysName: a-switch

Power drawn: 6.300 Watts

switchxxxxxx# show cdp neighbors secondary
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater,
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P - VoIP Phone,M - Remotely-Managed Device,
C - CAST Phone Port, W - Two-Port MAC Relay
Local Interface gil, MAC Address: 00:00:01:23:86:9c
TimeToLive: 157
Capabilities: R S
VLAN-ID: 10
Platform: 206VXRYC
Local Interface gil, MAC Address: 00:00:01:53:86:9c
TimeToLive: 163
Capabilities: R S
VLAN-ID: 10
Platform: ABCD-VSD
Power Available TLV: Request-ID is 1
Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
Local Interface gi2, MAC Address: 00:00:01:2b:86:9c
TimeToLive: 140
Capabilities: R S
VLAN-ID: 1210
Platform: QACSZ
4-wire Power-via-MDI (UPOE) TLV:

4-pair PoE Supported: Yes

Spare pair Detection/Classification required:

PD Spare Pair Desired State: Disabled
PSE Spare Pair Operational State: Disabled
Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
Local Interface gi2, MAC Address: 00:00:01:2c:86:9c

TimeToLive: 132

Yes
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Capabilities: T

VLAN-ID: 1005

Platform: CAT-3000

Field Definitions:

Advertisement version—The version of CDP being used for CDP advertisements.

Capabilities—The device type of the neighbor. This device can be a router, a bridge, a
transparent bridge, a source-routing bridge, a switch, a host, an IGMP device, or a
repeater.

COS for Untrusted Ports—The COS value with which all packets received on an
untrusted port should be marked by a simple switching device which cannot itself
classify individual packets.

Device ID—The name of the neighbor device and either the MAC address or the serial
number of this device.

Duplex—The duplex state of connection between the current device and the neighbor
device.

Entry address(es)—A list of network addresses of neighbor devices.
Extended Trust—The Extended Trust.

External Port-ID—Identifies the physical connector port on which the CDP packet is
transmitted. It is used in devices, such as those with optical ports, in which signals
from multiple hardware interfaces are multiplexed through a single physical port. It
contains the name of the external physical port through which the multiplexed signal is
transmitted.

Interface—The protocol and port number of the port on the current device.

IP Network Prefix—It is used by On Demand Routing (ODR). When transmitted by a
hub router, it is a default route (an IP address). When transmitted by a stub router, it is
a list of network prefixes of stub networks to which the sending stub router can
forward IP packets.

Management Address—When present, it contains a list of all the addresses at which
the device will accept SNMP messages, including those it will only accept when
received on interface(s) other than the one over which the CDP packet is being sent.

MTU—The MTU of the interface via which the CDP packet is sent.

Native VLAN—The ID number of the VLAN on the neighbor device.
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Physical Location—A character string indicating the physical location of a connector
which is on, or physically connected to, the interface over which the CDP packet
containing this TLV is sent.

Platform—The product name and number of the neighbor device. In the case of the
Secondary Cache only the 8 last characters of the value are printed.

Power Available—Every switch interface transmits information in the Power
Available TLV, which permits a device which needs power to negotiate and select an
appropriate power setting. The Power Available TLV includes four fields.

Power Consumption—The maximum amount of power, in milliwatts, expected to be
obtained and consumed from the interface over which the CDP packet is sent.

Power Drawn—The maximum requested power.

Note: For IP Phones the value shown is the maximum requested power (6.3 Watts).
This value can be different than the actual power supplied by the routing device
(generally 5 watts; shown using the show power command).

Protocol-Hello—Specifies that a particular protocol has asked CDP to piggyback
its "hello" messages within transmitted CDP packets.

Remote Port ID—Identifies the port the CDP packet is sent on

sysName—An ASCII string containing the same value as the sending device's
sysName MIB object.

sysObjectID—The OBJECT-IDENTIFIER value of the sending device's sysObjectID
MIB object.

Time To Live—The remaining amount of time, in seconds, the current device will
hold the CDP advertisement from a transmitting router before discarding it.

Version—The software version running on the neighbor device.
Voice VLAN-ID—The Voice VLAN-ID.

VTP Management Domain—A string that is the name of the collective group of
VLAN:Ss associated with the neighbor device.

show cdp tlv

To display information about TLVs sent by CDP on all ports or on a specific port, use the
show cdp tlv command in Privileged EXEC mode.
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Syntax

show cdp tlv [interface-id]

Parameters

interface-id—Port ID.

Default Configuration

TLVs for all ports.

Command Mode

Privileged EXEC mode

User Guidelines

You can use the show cdp tlv command to verify the TLVs configured to be sent in CDP
packets. The show cdp tlv command displays information for a single port if specified or for
all ports if not specified. Information for a port is displayed if only CDP is really running on
the port, i.e. CDP is enabled globally and on the port, which is UP.

Examples:

Example 1 - In this example, CDP is disabled and no information is displayed.

switchxxxxxx# show cdp tlv

cdp globally is disabled

Example 2 - In this example, CDP is globally enabled but disabled on the port and no
information is displayed.

switchxxxxxx# show cdp tlv gi2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gi2
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CDP is disabled on gi2

Example 3 - In this example, CDP is globally enabled and enabled on the port, but the port is
down and no information is displayed.

switchxxxxxx# show cdp tlv interface gi2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gi3

CDP is enabled on gi3

Ethernet gi3 is down

Example 4 - In this example, CDP is globally enabled, and no ports are specified, so
information is displayed for all ports on which CDP is enabled who are up.

switchxxxxxx# show cdp tlv interface

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil

CDP is enabled

Ethernet gil is up,

Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44
Address TLV: IPv4: 1.2.2.2 IPv6:

Port ID TLV: gil

Capabilities: S, I

Version TLV: 1 and 2

Platform TLV: VSD Ardd
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Native VLAN TLV: 1

Full/Half Duplex TLV: full-duplex

Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100

COS for Untrusted Ports TLV: 1

sysName: a-switch

4-wire Power-via-MDI (UPOE) TLV:

4-pair PoE Supported: No

Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF

Interface TLV: gi2

CDP is disabled on gi2

Interface TLV: gi3

CDP is enabled on gi3

Ethernet gi3 is down

Example 5 - In this example, CDP is globally enabled and enabled on the PSE PoE port,
which is up and information is displayed.

switchxxxxxx# show cdp tlv interface gil

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil

CDP is enabled

Ethernet gil is up,

Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44
Address TLV: IPv4: 1.2.2.2 IPv6:

Port ID TLV: gil
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Capabilities: S, I
Version TLV: 1 and 2
Platform TLV: VSD Ardd
Native VLAN TLV: 1
Full/Half Duplex TLV: full-duplex
Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100
COS for Untrusted Ports TLV: 1
sysName: a-switch
Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: Yes
Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled
PSE Spare Pair Operational State: Disabled
Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;

Management-Power-Level is OxFFFFFFFF

Example 6 - In this example, CDP is globally enabled and enabled on the PD PoE port, which
is up and information is displayed.

switchxxxxxx# show cdp tlv interface gil

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil

CDP is enabled

Ethernet gil is up,
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Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44
Address TLV: IPv4d: 1.2.2.2 IPv6:
Port ID TLV: gil
Capabilities: S, I
Version TLV: 1 and 2
Platform TLV: VSD Ardd
Native VLAN TLV: 1
Full/Half Duplex TLV: full-duplex
Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100
COS for Untrusted Ports TLV: 1
sysName: a-switch
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: No
Power Requested TLV: Request-ID is 1
Power management-ID is 1;
Requested Power Level is 10;
Requested Power Level is 8;

Power Consumption TLV: 10

9.21  show cdp traffic

To display the CDP counters, including the number of packets sent and received and checksum
errors, use the show cdp traffic command in Privileged EXEC mode.

Syntax

show cdp traffic [global | interface-id|

Parameters
* global—Display only the global counters

® interaface-id—Port for which counters should be displayed.

209 Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0



CDP Commands

Command Mode

Privileged EXEC mode

User Guidelines

Use the command show cdp traffic without parameters to display all the counters.

Use the show cdp traffic global to display only the global counters.

Use the show cdp traffic interface-id command to display the counters of the given port.

Example

switchxxxxxx# show cdp traffic

CDP Global counters:

Total packets output: 81684, Input: 81790

Hdr syntax: 0, Chksum error: 0, Invalid packet: 0
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input

CDP version 2 advertisements output: 81784, Input

gil
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: 0
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input
CDP version 2 advertisements output: 81784, Input
giz
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: 0
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input
CDP version 2 advertisements output: 81784, Input
Field Definition:

0

0

0

0

0

0
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* Total packets output—The number of CDP advertisements sent by the local device.
Note that this value is the sum of the CDP Version 1 advertisements output and CDP
Version 2 advertisements output fields.

* Input—The number of CDP advertisements received by the local device. Note that
this value is the sum of the CDP Version 1 advertisements input and CDP Version 2
advertisements input fields.

* Hdr syntax—The number of CDP advertisements with bad headers, received by the
local device.

® Chksum error—The number of times the checksum (verifying) operation failed on
incoming CDP advertisements.

* No memory—The number of times the local device did not have enough memory to
store the CDP advertisements in the advertisement cache table when the device was
attempting to assemble advertisement packets for transmission and parse them when
receiving them.

¢ Invalid—The number of invalid CDP advertisements received.

* CDP version 1 advertisements output The number of CDP Version 1 advertisements
sent by the local device.

* CDP version 1 advertisements Input—The number of CDP Version 1
advertisements received by the local device.

° CDP version 2 advertisements output—The number of CDP Version 2
advertisements sent by the local device.

* CDP version 2 advertisements Input—The number of CDP Version 2
advertisements received by the local device.
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10.1 absolute

To specify an absolute time when a time range is in effect, use the absolute command in
Time-range Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

absolute start 2h:mm day month year
no absolute start

absolute end ih:mm day month year
no absolute end

Parameters

° start—Absolute time and date that the permit or deny statement of the associated
function going into effect. If no start time and date are specified, the function is in
effect immediately.

° end—Absolute time and date that the permit or deny statement of the associated
function is no longer in effect. If no end time and date are specified, the function is in
effect indefinitely.

®  hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
® day—Day (by date) in the month. (Range: 1-31)

*  month—Month (first three letters by name). (Range: Jan...Dec)

® year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode
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Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # absolute start 12:00 1 jan 2005

switchxxxxxx (config-time-range)# absolute end 12:00 31 dec 2005

10.2  clock dhcp timezone

To specify that the timezone and the Summer Time (Daylight Saving Time) of the system can
be taken from the DHCP Timezone option, use the clock dhep timezone command in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
clock dhep timezone

no clock dhcp timezone

Parameters

N/A

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

The TimeZone taken from the DHCP server has precedence over the static TimeZone.

The Summer Time taken from the DHCP server has precedence over static SummerTime.

The TimeZone and SummerTime remain effective after the IP address lease time has expired.
The TimeZone and SummerTime that are taken from the DHCP server are cleared after reboot.

The no form of the command clears the dynamic Time Zone and Summer Time from the
DHCEP server are cleared.

In case of multiple DHCP-enabled interfaces, the following precedence is applied:

- information received from DHCPv6 precedes information received from DHCPv4
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- information received from DHCP client running on lower interface precedes information
received from DHCP client running on higher interfac

Disabling the DHCP client from where the DHCP-TimeZone option was taken, clears the
dynamic Time Zone and Summer Time configuration.

Example

switchxxxxxx (config) # clock dhcp timezone

10.3  clock set

To set the system clock manually, use the clock set command in Privileged EXEC mode.

Syntax

clock set ih:mm:ss {[day month] | [month day]} year

Parameters

®  hh:mm:ss—Specifies the current time in hours (military format), minutes, and
seconds. (Range: hh: 0-23, mm: 0-59, ss: 0-59)

® day—Specifies the current day of the month. (Range: 1-31)

*  month—Specifies the current month using the first three letters of the month name.
(Range: Jan—Dec)

* year—Specifies the current year. (Range: 2000-2037)

Default Configuration

The time of the image creation.

Command Mode

Privileged EXEC mode

User Guidelines

After boot the system clock is set to the time of the image creation.
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Example

The following example sets the system time to 13:32:00 on March 7th, 2005.

switchxxxxxx# clock set 13:32:00 7 Mar 2005

10.4  clock source

To configure an external time source for the system clock, use the clock source command in
Global Configuration mode. To disable the external time source, use the no form of this
command.

Syntax
clock source {sntp | browser}

no clock source {sntp | browser}

Parameters
* sntp—(Optional) Specifies that an SNTP server is the external clock source.

* browser—(Optional) Specifies that if the system clock is not already set (either
manually or by SNTP) and a user login to the device using a WEB browser (either via
HTTP or HTTPS), the system clock will be set according to the browser’s time
information.

Default Configuration

SNTP

Command Mode

Global Configuration mode

User Guidelines
After boot the system clock is set to the time of the image creation.
If no parameter is specified, SNTP will be configured as the time source.

if the command is executed twice, each time with a different clock source, both sources will be
operational, SNTP has higher priority than time from browser.
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Example

The following example configures an SNTP server as an external time source for the system
clock.

switchxxxxxx (config)# clock source sntp
switchxxxxxx (config) # clock source browser
switchxxxxxx (config)# exit

switchxxxxxx# show clock

*10:46:48 UTC May 28 2013

Time source 1is sntp

Time from Browser is enabled

10.5 clock summer-time

To configure the system to automatically switch to summer time (Daylight Saving Time), use
the clock summer-time command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

clock summer-time zone recurring {usa | eu | {week day month hh:mm week day month

hh:mm}} [offset]

clock summer-time zone date day month year hh:mm date month year hh:mm [offset]
clock summer-time zone date month day year hh:mm month day year hh:mm [offset]

no clock summer-time

Parameters

® zone—The acronym of the time zone. (Range: 1- 4 characters). Only letters can be
included in the acronym.

® recurring—Indicates that summer time starts and ends on the corresponding specified
days every year.

¢ date—Indicates that summer time starts on the first date listed in the command and
ends on the second date in the command.

¢ usa—The summer time rules are the United States rules.
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® eu—The summer time rules are the European Union rules.

*  week—Week of the month. Can be 1-5, first to last.

® day—Day of the week (first three characters by name, such as Sun).
® date—Date of the month. (Range: 1-31)

*  month—Month (first three characters by name, such as Feb).

® year—year (no abbreviation). (Range: 2000-2097)

®  hh:mm—Time (military format) in hours and minutes. (Range: hh:mmhh: 0-23, mm:
0-59)

* offset—(Optional) Number of minutes to add during summer time (default is 60).
(Range: 1440)
Default Configuration

Summer time is disabled.

Command Mode

Global Configuration mode

User Guidelines

In both the date and recurring forms of the command, the first part of the command specifies
when summer time begins, and the second part specifies when it ends. All times are relative to
the local time zone. The start time is relative to standard time. The end time is relative to
summer time. If the starting month is chronologically after the ending month, the system
assumes that you are in the southern hemisphere.

USA rules for Daylight Saving Time:

*  From 2007:
- Start: Second Sunday in March
- End: First Sunday in November
- Time: 2 AM local time

* Before 2007:
- Start: First Sunday in April
- End: Last Sunday in October

- Time: 2 AM local time
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EU rules for Daylight Saving Time:
° Start: Last Sunday in March
* End: Last Sunday in October

*  Time: 1.00 am (01:00) Greenwich Mean Time (GMT)

Example

switchxxxxxx (config) # clock summer-time abc date apr 1 2010 09:00 aug 2 2010
09:00

10.6 clock timezone

To set the time zone for display purposes, use the clock timezone command in Global

Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
clock timezone zone hours-offset [minutes-offset|

no clock timezone

Parameters

® zone—The acronym of the time zone. (Range: 1- 4 characters). Only letters can be
included in the acronym.

®  hours-offset—Hours difference from UTC. (Range: (-12)—(+13))

*  minutes-offset—(Optional) Minutes difference from UTC. (Range: 0-59)

Default Configuration
Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT), which is the same:
° Offsets are 0.

® Acronym is empty.

Command Mode

Global Configuration mode
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User Guidelines

The system internally keeps time in UTC, so this command is used only for display purposes
and when the time is manually set.

Example

switchxxxxxx (config) # clock timezone abc +2 minutes 32

10.7  periodic

To specify a recurring (weekly) time range for functions that support the time-range feature,
use the periodic command in Time-range Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

periodic day-of-the-week hh:mm to day-of-the-week hh:mm

no periodic day-of-the-week hh:mm to day-of-the-week hh:mm

periodic list 1i:mm to hh:mm day-of-the-weekl [day-of-the-week?2... day-of-the-week7]
no periodic list 2h:mm to hh:mm day-of-the-weekl [day-of-the-week?2... day-of-the-week7]
periodic list 2h:mm to hh:mm all

no periodic list hh:mm to hh:mm all

Parameters

® day-of-the-week—The starting day that the associated time range is in effect. The
second occurrence is the ending day the associated statement is in effect. The second
occurrence can be the following week (see description in the User Guidelines).
Possible values are: mon, tue, wed, thu, fri, sat, and sun.

®  hh:mm—The first occurrence of this argument is the starting hours:minutes (military
format) that the associated time range is in effect. The second occurrence is the ending
hours:minutes (military format) the associated statement is in effect. The second
occurrence can be at the following day (see description in the User Guidelines).
(Range: 023, mm: 0-59)

* list day-of-the-week I—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.
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Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means
that the time range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".

Example

switchxxxxxx (config)# time-range http-allowed

switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00

10.8  sntp anycast client enable

To enable the SNTP Anycast client, use the sntp anycast client enable command in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax

sntp anycast client enable [both | ipv4 | ipv6]

Parameters

* both—(Optional) Specifies the IPv4 and IPv6 SNTP Anycast clients are enabled. If
the parameter is not defined it is the default value.

° ipv4—(Optional) Specifies the IPv4 SNTP Anycast clients are enabled.

* ipv6—(Optional) Specifies the IPv6 SNTP Anycast clients are enabled.

Default Configuration

The SNTP anycast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use this command to enable the SNTP Anycast client.
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Example

The following example enables SNTP Anycast clients.

switchxxxxxx (config)# sntp anycast client enable

10.9  sntp authenticate

To enable authentication for received SNTP traffic from servers, use the sntp authenticate
command in Global Configuration mode. To restore the default configuration, use the no form
of this command.

Syntax
sntp authenticate

no sntp authenticate

Parameters

N/A

Default Configuration

Authentication is disabled.

Command Mode

Global Configuration mode

Examples

The following example enables authentication for received SNTP traffic and sets the key and
encryption key.

switchxxxxxx (config) # sntp authenticate
switchxxxxxx (config)# sntp authentication-key 8 md5 ClkKey

switchxxxxxx (config) # sntp trusted-key 8
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10.10 sntp authentication-key

To define an authentication key for Simple Network Time Protocol (SNTP), use the sntp
authentication-key command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
sntp authentication-key key-number md5 key-value
encrypted sntp authentication-key key-number mdS encrypted-key-value

no sntp authentication-key key-number

Parameters
®  key-number—Specifies the key number. (Range: 1-4294967295)
* key-value—Specifies the key value. (Length: 1-8 characters)

® encrypted-key-value—Specifies the key value in encrypted format.

Default Configuration

No authentication key is defined.

Command Mode

Global Configuration mode

Examples

The following example defines the authentication key for SNTP.

switchxxxxxx (config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx (config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx (config)# sntp trusted-key 8

switchxxxxxx (config) # sntp authenticate
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10.11 sntp broadcast client enable

To enable SNTP Broadcast clients, use the sntp broadcast client enable command in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
sntp broadcast client enable [both | ipv4 | ipv6]

no sntp broadcast client enable

Parameters

° both—(Optional) Specifies the [Pv4 and IPv6 SNTP Broadcast clients are enabled. If
the parameter is not defined it is the default value.

° ipv4—(Optional) Specifies the IPv4 SNTP Broadcast clients are enabled.

° ipv6—(Optional) Specifies the IPv6 SNTP Broadcast clients are enabled.

Default Configuration

The SNTP Broadcast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp broadcast client enable Interface Configuration mode command to enable the
SNTP Broadcast client on a specific interface.

After entering this command, you must enter the clock source command with the sntp
keyword for the command to be run. If this command is not run, the switch will not
synchronize with Broadcast servers.

Example

The following example enables SNTP Broadcast clients.

switchxxxxxx (config) # sntp broadcast client enable
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10.12 sntp client enable

To enable the SNTP Broadcast and Anycast client, use the sntp client enable command in
Global Configuration mode. To restore the default configuration, use the no form of this

command.

Syntax
sntp client enable interface-id

no sntp client enable interface-id

Parameters

® interface-id—Specifies an interface ID, which can be one of the following types:

Ethernet port, Port-channel or VLAN.

Default Configuration

The SNTP client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp client enable command to enable SNTP Broadcast and Anycast clients.

Example

The following example enables the SNTP Broadcast and Anycast clients on VLAN 100:

switchxxxxxx (config)# sntp client enable vlan 100

10.13 sntp client enable (interface)

To enable the SNTP Broadcast and Anycast client on an interface, use the sntp client enable

command in Interface Configuration mode. To restore the default configuration, use the no

form of this command.
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Syntax
sntp client enable

no sntp client enable

Parameters

N/A

Default Configuration

The SNTP client is disabled on an interface.

Command Mode

Interface Configuration mode

User Guidelines

This command enables the SNTP Broadcast and Anycast client on an interface. Use the no
form of this command to disable the SNTP client.

Example

The following example enables the SNTP broadcast and anycast client on an interface.

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# sntp client enable

switchxxxxxx (config-if) # exit

10.14 sntp server

To configure the device to use the SNTP to request and accept Network Time Protocol (NTP)
traffic from a specified server (meaning to accept system time from an SNTP server), use the
sntp server command in Global Configuration mode. To remove a server from the list of
SNTP servers, use the no form of this command.

Syntax
sntp server {default | {{ip-address | hostname} [poll] [key keyid]}}

no sntp server [ip-address | hostname]
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Parameters
* default—Default defined SNTP servers.

® ip-address—Specifies the server IP address. This can be an [Pv4, IPv6 or [Pv6z
address.

®  hostname—Specifies the server hostname. Only translation to IPv4 addresses is
supported. (Length: 1-158 characters. Maximum label length for each part of the
hostname: 63 characters)

° poll—(Optional) Enables polling.
* Kkey keyid—(Optional) Specifies the Authentication key to use when sending packets
to this peer. (Range:1-4294967295)
Default Configuration
The following servers with polling and without authentication are defined:
® time-a.timefreq.bldrdoc.gov
® time-b.timefreq.bldrdoc.gov
® time-c.timefreq.bldrdoc.gov
® pool.ntp.org

® time-pnp.cisco.com

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server {ip-address | hostname} [poll] [key keyid] command to define a SNTP
server. The switch supports up to 8 SNTP servers.

Use the sntp server default command to return to the default configuration.
Use the no sntp server ip-address | hostname command to remove one SNTP server.

Use the no sntp server to remove all SNTP servers.
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Example

The following example configures the device to accept SNTP traffic from the server on
192.1.1.1 with polling.

switchxxxxxx (config)# sntp server 192.1.1.1 poll

10.15 sntp source-interface

To specify the source interface whose IPv4 address will be used as the source IPv4 address for
communication with IPv4 SNTP servers, use the sntp source-interface command in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
sntp source-interface interface-id

no sntp source-interface

Parameters

® interface-id—Specifies the source interface.

Default Configuration

The source IPv4 address is the IPv4 address defined on the outgoing interface and belonging
to next hop IPv4 subnet.

Command Mode

Global Configuration mode

User Guidelines

If the source interface is the outgoing interface, the interface IP address belonging to next hop
IPv4 subnet is applied.

If the source interface is not the outgoing interface, the minimal IPv4 address defined on the
interface is applied.

If there is no available IPv4 source address, a SYSLOG message is issued when attempting to
communicate with an [Pv4 SNTP server.
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Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx (config)# sntp source-interface vlan 10

10.16 sntp source-interface-ipv6

To specify the source interface whose IPv6 address will be used ad the Source [Pv6 address for
communication with IPv6 SNTP servers, use the sntp source-interface-ipv6 command in
Global Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
sntp source-interface-ipvé interface-id

no sntp source-interface-ipvé

Parameters

® interface-id—Specifies the source interface.

Default Configuration

The IPv6 source address is the IPv6 address defined of the outgoing interface and selected in
accordance with RFC6724.

Command Mode

Global Configuration mode

User Guidelines

The outgoing interface is selected based on the SNTP server's IP address. If the source
interface is the outgoing interface, the IPv6 address defined on the interfaces and selected in
accordance with RFC 6724.

If the source interface is not the outgoing interface, the minimal IPv4 address defined on the
interface and with the scope of the destination IPv6 address is applied.

If there is no available IPv6 source address, a SYSLOG message is issued when attempting to
communicate with an [Pv6 SNTP server.
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Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx (config) # sntp source-interface-ipvé vlan 10

10.17 sntp trusted-key

To define the trusted key, use the sntp trusted-key command in Global Configuration mode.
To restore the default configuration, use the no form of this command.

Syntax
sntp trusted-key key-number

no sntp trusted-key key-number

Parameters
®  key-number—Specifies the key number of the authentication key to be trusted. (Range:
1-4294967295).
Default Configuration

No keys are trusted.

Command Mode

Global Configuration mode

User Guidelines

The trusted key is used for authentication of all servers not having personal keys assigned by
the sntp server command.

Examples

The following example authenticates key 8.

switchxxxxxx (config)# sntp trusted-key 8
switchxxxxxx (config)# sntp authentication-key 8 md5 ClkKey

switchxxxxxx (config)# sntp trusted-key 8
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switchxxxxxx (config) # sntp authenticate

10.18 sntp unicast client enable

To enable the device to use Simple Network Time Protocol (SNTP) Unicast clients, use the
sntp unicast client enable command in Global Configuration mode. To disable the SNTP
Unicast clients, use the no form of this command.

Syntax
sntp unicast client enable

no sntp unicast client enable

Parameters

N/A

Default Configuration

The SNTP unicast clients are enabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server Global Configuration mode command to define SNTP servers.

Example

The following example enables the device to use SNTP Unicast clients.

switchxxxxxx (config) # sntp unicast client enable

10.19  sntp unicast client poll

To enable polling for the SNTP Unicast clients, use the sntp unicast client poll command in
Global Configuration mode. To disable the polling, use the no form of this command.
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Syntax
sntp unicast client poll

no sntp unicast client poll

Parameters

N/A

Default Configuration

Polling is enabled.

Command Mode

Global Configuration mode

User Guidelines

The polling interval is 1024 seconds.

Example

The following example enables polling for SNTP unicast clients.

switchxxxxxx (config)# sntp unicast client poll

10.20 show clock

To display the time and date from the system clock, use the show clock command in User
EXEC mode.

Syntax

show clock [detail ]

Parameters

® detail—(Optional) Displays the time zone and summer time configuration.

Command Mode

User EXEC mode
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User Guidelines

The default output of the command shows the current system date and time, information on the
operational source of the system time and general clock related configurations.

The detailed output of the command shows additional information about time-zone and
daylight savings configuration.

The possible values for operational system time source are:

® RTC - Indicates that the system time was set from the Real Time Clock component.
This happens if the system clock hasn’t been set by SNTP, by a user or by the browser.

® User - If the system clock was last set manually by a user.

® SNTP - if the system clock was last set by SNTP. In this case, the time since the last
synchronization with the SNTP server is also displayed.

* None - If the clock hasn’t been set by any method since the last reboot and the system
does not have an RTC component.

Examples

Example 1 - The following example displays general system time and date information.

switchxxxxxx# show clock
15:29:03 PDT(UTC-7) Jun 17 2019

Operational Time Source: SNTP (last synchronized 2 days, 18 hours, 29 minutes

and 3 seconds ago)
Time from SNTP is enabled

Time from Browser is disabled

Example 2 - The following example displays the system time and date along with the time
zone and daylight saving configuration.

switchxxxxxx# show clock detail
15:22:55 SUN Apr 23 2019
Operational Time Source: User
Time from SNTP is disabled

Time from Browser is enabled
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Time zone (DHCPv4 on VLAN1) :

Acronym is RAIN

Offset is UTC+2

Time zone (Static):

Offset is UTC+0

Summertime (DHCPv4 on VLANL) :

Acronym 1is SUN

Recurring every year.

Begins at first Sunday of Apr at 02:00.
Ends at first Tuesday of Sep at 02:00.
Offset is 60 minutes.

Summertime (Static):

Acronym is GMT

Recurring every year.

Begins at first Sunday of Mar at 10:00.
Ends at first Sunday of Sep at 10:00.
Offset is 60 minutes.

DHCP timezone: Enabled

10.21 show sntp configuration

To display the SNTP configuration on the device, use the show sntp configuration command
in Privileged EXEC mode.

Syntax

show sntp configuration

Parameters

N/A

Default Configuration

N/A
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Command Mode

Privileged EXEC mode

Examples

The following example displays the device’s current SNTP configuration.

switchxxxxxx# show sntp configuration
SNTP port : 123
Polling interval: 1024 seconds
MD5 Authentication Keys
2 Johnl23
3 Alice456
Authentication is not required for synchronization.
No trusted keys
Unicast Clients: enabled
Unicast Clients Polling: enabled
Server: 1.1.1.121
Polling: disabled
Encryption Key: disabled
Server: 3001:1:1::1
Polling: enabled
Encryption Key: disabled
Server: dns_ serverl.comapany.com
Polling: enabled
Encryption Key: disabled
Server: dns_server2.comapany.com
Polling: enabled
Encryption Key: disabled

Broadcast Clients: enabled for IPv4 and IPv6
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Anycast Clients: disabled
No Broadcast Interfaces
Source IPv4 interface: vlan 1

Source IPv6 interface: vlan 10

Reference time is afe2525e.70597b34

10.22 show sntp status

Syntax

show sntp status

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays the SNTP servers status:

switchxxxxxx# show sntp status

Clock is synchronized, stratum 4, reference is 176.1.1.8,

Unicast servers:

Server: 176.1.1.8

Source: DHCPv4 on VLAN 1

Status: Up

Last response: 19:58:22.289 PDT Feb 19 2015
Last request: 19:58:21.555 PDT Feb 19 2015
Stratum Level: 1

Offset: 7.33mSec

Delay: 117.79mSec

(00:10:22.438 PDT Jul 5 1993)

To display the SNTP servers status, use the show sntp status command in Privileged EXEC
mode.
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Server: dns_server.comapany.com
Source: static

Status: Unknown

Last response: 12:17.17.987 PDT Feb 19 2015
Last request: 12:58:21.555 PDT Feb 19 2015

Stratum Level: 1
Offset: 8.98mSec
Delay: 189.19mSec
Server: 3001:1:1::1
Source: DHCPv6 on VLAN 2
Status: Unknown
Last response:
Last request:
Offset: mSec
Delay: mSec
Server: dnsl.company.com
Source: DHCPv6 on VLAN 20
Status: Unknown
Last response:
Last request:
Offset: mSec
Delay: mSec
Anycast servers:
Server: 176.1.11.8
Interface: VLAN 112

Status: Up

Last response: 9:53:21.789 PDT Feb 19 2005

Last request: 9:53:21.689 PDT Feb 19 2005
Stratum Level: 10
Offset: 9.98mSec
Delay: 289.19mSec
Broadcast servers:
Server: 3001:1::12

Interface: VLAN 101

Last response: 9:53:21.789 PDT Feb 19 2005

Last regeust: 9:53:21.689 PDT Feb 19 2005

Stratum Level: 255
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10.23 show time-range

To display the time range configuration, use the show time-range command in User EXEC
mode.

Syntax

show time-range time-range-name

Parameters

* time-range-name—Specifies the name of an existing time range.

Command Mode
User EXEC mode

Example

switchxxxxxx# show time-range
http-allowed
absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005

periodic Monday 12:00 to Wednesday 12:00

10.24 time-range

To define time ranges and to enter to Time-range Configuration mode, use the time-range
command to define time ranges and to enter to Time-range Configuration mode in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
time-range time-range-name
no time-range time-range-name

Parameters

* time-range-name—Specifies the name for the time range. (Range: 1-32 characters).

Default Configuration

No time range is defined
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Command Mode

Global Configuration mode

User Guidelines

After entering to Time-range Configuration mode with this command, use the absolute and
periodic commands to actually configure the time-range. Multiple periodic commands are
allowed in a time range. Only one absolute command is allowed.

If a time-range command has both absolute and periodic values specified, then the periodic
items are evaluated only after the absolute start time is reached, and are not evaluated again
after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software clock should
be set by the user or by SNTP. If the software clock is not set by the user or by SNTP, the time
range is not activated.

Example

switchxxxxxx (config) # time-range http-allowed

switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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11.1  security-suite deny fragmented

To discard IP fragmented packets from a specific interface, use the security-suite deny
fragmented Interface (Ethernet, Port Channel) Configuration mode command.

To permit IP fragmented packets, use the no form of this command.

Syntax

security-suite deny fragmented {/add {ip-address | any} {mask | /prefix-length}] | [remove
{ip-address | any} {mask | /prefix-length}]}

no security-suite deny fragmented

Parameters

* add ip-address | any—Specifies the destination IP address. Use any to specify all IP
addresses.

° mask—Specifies the network mask of the IP address.
* prefix-length—Specifies the number of bits that comprise the IP address prefix. The
prefix length must be preceded by a forward slash (/).
Default Configuration
Fragmented packets are allowed from all interfaces.
If mask is unspecified, the default is 255.255.255.255.

If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines

For this command to work, show security-suite configuration must be enabled both globally
and for interfaces.

Example

The following example attempts to discard IP fragmented packets from an interface.

switchxxxxxx (config) # security-suite enable global-rules-only
switchxxxxxx (config) # interface gil
switchxxxxxx (config-if)# security-suite deny fragmented add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.

11.2  security-suite deny icmp

To discard ICMP echo requests from a specific interface (to prevent attackers from knowing
that the device is on the network), use the security-suite deny icmp Interface (Ethernet, Port
Channel) Configuration mode command.

To permit echo requests, use the no form of this command.

Syntax

security-suite deny icmp {/add {ip-address | any} {mask | /prefix-length}] | [remove
{ip-address | any} {mask | /prefix-length}]}

no security-suite deny icmp

Parameters

° ip-address | any—Specifies the destination IP address. Use any to specify all [P
addresses.

° mask—Specifies the network mask of the IP address.

* prefix-length—Specifies the number of bits that comprise the IP address prefix. The
prefix length must be preceded by a forward slash (/).

Default Configuration

Echo requests are allowed from all interfaces.
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If mask is not specified, it defaults to 255.255.255.255.

If prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled both globally
and for interfaces.

This command discards ICMP packets with "ICMP type= Echo request" that ingress the
specified interface.

Example

The following example attempts to discard echo requests from an interface.

switchxxxxxx (config) # security-suite enable global-rules-only
switchxxxxxx (config)# interface gil
switchxxxxxx (config-if) # security-suite deny icmp add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.

11.3  security-suite deny martian-addresses

To deny packets containing system-reserved [P addresses or user-defined IP addresses, use the
security-suite deny martian-addresses Global Configuration mode command.

To restore the default, use the no form of this command.

Syntax

security-suite deny martian-addresses {add {ip-address {mask | /prefix-length}} | remove
{ip-address {mask | /prefix-length}}  (Add/remove user-specified IP addresses)

security-suite deny martian-addresses reserved {add | remove}! (Add/remove
system-reserved IP addresses, see tables below)

no security-suite deny martian-addresses (This command removes addresses reserved by
security-suite deny martian-addresses {add {ip-address {mask | /prefix-length}} | remove
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{ip-address {mask | /prefix-length}}, and removes all entries added by the user. The user can
remove a specific entry by using remove ip-address {mask | /prefix-length} parameter.

There is no no form of the security-suite deny martian-addresses reserved {add | remove}
command. Use instead the security-suite deny martian-addresses reserved remove
command to remove protection (and free up hardware resources).

Parameters
* reserved add/remove—Add or remove the table of reserved addresses below.

° ip-address—Adds/discards packets with the specified IP source or destination
address.

° mask—Specifies the network mask of the IP address.

* prefix-length—Specifies the number of bits that comprise the IP address prefix. The
prefix length must be preceded by a forward slash (/).

* reserved—Discards packets with the source or destination IP address in the block of
the reserved (Martian) IP addresses. See the User Guidelines for a list of reserved
addresses.

Default Configuration

Martian addresses are allowed.

Command Mode

Global Configuration mode

User Guidelines
For this command to work, show security-suite configuration must be enabled globally.

security-suite deny martian-addresses reserved adds or removes the addresses in the

following table:
Address Block Present Use
0.0.0.0/8 (except Addresses in this block refer to source hosts on

when 0.0.0.0/32 is the  "this" network.
source address)

127.0.0.0/8 This block is assigned for use as the Internet host
loopback address.
192.0.2.0/24 This block is assigned as "TEST-NET" for use in

documentation and example code.
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Address Block Present Use

224.0.0.0/4 as source  This block, formerly known as the Class D address
space, is allocated for use in IPv4 multicast address

assignments.
240.0.0.0/4 (except This block, formerly known as the Class E address
when space, is reserved.
255.255.255.255/32 is
the destination
address)

Note that if the reserved addresses are included, individual reserved addresses cannot be
removed.

Example

The following example discards all packets with a source or destination address in the block of
the reserved IP addresses.

switchxxxxxx (config)# security-suite deny martian-addresses reserved add

11.4  security-suite deny syn

To block the creation of TCP connections from a specific interface, use the security-suite
deny syn Interface (Ethernet, Port Channel) Configuration mode command. This a complete
block of these connections.

To permit creation of TCP connections, use the no form of this command.

Syntax

security-suite deny syn {/add {tcp-port | any} {ip-address | any} {mask | /prefix-length}] |
[remove {tcp-port | any} {ip-address | any} {mask | /prefix-length}]}

no security-suite deny syn

Parameters

* ip-address | any—Specifies the destination IP address. Use any to specify all IP
addresses.

* mask— Specifies the network mask of the destination IP address.
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* prefix-length—Specifies the number of bits that comprise the destination IP address
prefix. The prefix length must be preceded by a forward slash (/).

® tcp-port | any—Specifies the destination TCP port. The possible values are: http,
ftp-control, ftp-data, ssh, telnet, smtp, or port number. Use any to specify all ports.
Default Configuration
Creation of TCP connections is allowed from all interfaces.
If the mask is not specified, it defaults to 255.255.255.255.

If the prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled both globally
and for interfaces.

The blocking of TCP connection creation from an interface is done by discarding ingress TCP
packets with "SYN=1", "ACK=0" and "FIN=0" for the specified destination IP addresses and
destination TCP ports.

Example

The following example attempts to block the creation of TCP connections from an interface. It
fails because security suite is enabled globally and not per interface.

switchxxxxxx (config) # security-suite enable global-rules-only
switchxxxxxx (config) # interface gil
switchxxxxxx (config-if)# security-suite deny syn add any /32 any

To perform this command, DoS Prevention must be enabled in the per-interface mode.

11.5  security-suite deny syn-fin

To drop all ingressing TCP packets in which both SYN and FIN are set, use the security-suite
deny syn-fin Global Configuration mode command.
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To permit TCP packets in which both SYN and FIN are set, use the no form of this command.

Syntax
security-suite deny syn-fin

no security-suite deny syn-fin

Parameters

This command has no arguments or keywords.

Default Configuration

The feature is enabled by default.

Command Mode

Global Configuration mode

Example

The following example blocks TCP packets in which both SYN and FIN flags are set.

switchxxxxxx (config) # security-suite deny syn-fin

11.6  security-suite dos protect

To protect the system from specific well-known Denial of Service (DoS) attacks, use the
security-suite dos protect Global Configuration mode command. There are three types of
attacks against which protection can be supplied (see parameters below).

To disable DoS protection, use the no form of this command.

Syntax
security-suite dos protect {add attack | remove attack}

no security-suite dos protect

Parameters

add/remove attack—Specifies the attack type to add/remove. To add an attack is to provide
protection against it; to remove the attack is to remove protection.
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The possible attack types are:
* stacheldraht—Discards TCP packets with source TCP port 16660.

° invasor-trojan—Discards TCP packets with destination TCP port 2140 and source
TCP port 1024.

* back-orifice-trojan—Discards UDP packets with destination UDP port 31337 and
source UDP port 1024.

Default Configuration

No protection is configured.

Command Mode

Global Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled globally.

Example

The following example protects the system from the Invasor Trojan DOS attack.

switchxxxxxx (config) # security-suite dos protect add invasor-trojan

11.7  security-suite dos syn-attack

To rate limit Denial of Service (DoS) SYN attacks, use the security-suite dos syn-attack
Interface Configuration mode command. This provides partial blocking of SNY packets (up to
the rate that the user specifies).

To disable rate limiting, use the no form of this command.

Syntax
security-suite dos syn-attack syn-rate {any | ip-address} {mask | prefix-length}

no security-suite dos syn-attack {any | ip-address} {mask | prefix-length}
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Parameters

® syn-rate—Specifies the maximum number of connections per second. (Range: 199—
1000)

° any | ip-address—Specifies the destination IP address. Use any to specify all IP
addresses.

* mask—Specifies the network mask of the destination IP address.
* prefix-length—Specifies the number of bits that comprise the destination IP address
prefix. The prefix length must be preceded by a forward slash (/).
Default Configuration
No rate limit is configured.
If ip-address is unspecified, the default is 255.255.255.255

If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled both globally
and for interfaces.

This command rate limits ingress TCP packets with "SYN=1", "ACK=0" and "FIN=0" for the
specified destination IP addresses.

SYN attack rate limiting is implemented after the security suite rules are applied to the
packets. The ACL and QoS rules are not applied to those packets.

Since the hardware rate limiting counts bytes, it is assumed that the size of “SYN” packets is
short.

Example

The following example attempts to rate limit DoS SYN attacks on a port. It fails because
security suite is enabled globally and not per interface.

switchxxxxxx (config) # security-suite enable global-rules-only
switchxxxxxx (config) # interface gil

switchxxxxxx (config-if) # security-suite dos syn-attack 199 any /10
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To perform this command, DoS Prevention must be enabled in the per-interface mode.

11.8  security-suite enable

To enable the security suite feature and setting, use the security-suite enable Global
Configuration mode command. The security suite feature supports protection against various
types of attacks. To restore the default configuration, use the no form of this command.

Syntax
security-suite enable [global-rules-only | interface-rules-only]

no security-suite enable

Parameters

* global-rules-only—(Optional) Specifies that device will support only global level
(and not interface level) security suite commands). This setting saves space in the
Ternary Content Addressable Memory (TCAM). If this keyword is not used,
security-suite commands can be used both globally on per-interface.

° interface-rules-only—(Optional) Specifies that device will support only interface
level security suite command (See details in user guidelines below). This mode cannot
be enabled if an ACL is applied to any interface on device.

® (none) - If no keyword is used, security-suite commands can be used both globally and
per-interface. This mode cannot be enabled if an ACL is applied to any interface on
device.
Default Configuration

The security suite feature is disabled.

If neither global-rules-only or interface-rules-only are specified, the default is to enable
security-suite globally and per interfaces.

Command Mode

Global Configuration mode

User Guidelines

Use this command to enable the ability to define security suite settings, and to determine the
type of settings that can be enabled (only global level rules, only interface level rules or both

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0 248



11

Denial of Service (DoS) Commands

types). When security-suite is enabled, the following commands can be used, depending on the
mode set by user:

® Global level rules:
- security-suite deny martian-addresses

- security-suite dos protect

* Interface level rules:
- security-suite deny fragmented
- security-suite deny icmp
- security-suite deny syn
- security-suite dos syn-attack

When this command is used, hardware resources are reserved. The number of resources
reserved depends on the mode specified in command (global-rules-only, interface-rules-only
or no mode (meaning both types)). Resources are released when the no security-suite enable
command is entered.

MAC ACLs must be removed before the security-suite is enabled. The rules can be re-entered
after the security-suite is enabled.

If ACLs or policy maps are assigned on interfaces, per interface security-suite rules cannot be
enabled.

Examples

Example 1—The following example enables the security suite feature and specifies that
security suite commands are global commands only. When an attempt is made to configure
security-suite on a port, it fails.

switchxxxxxx (config)# security-suite enable global-rules-only
switchxxxxxx (config) # interface gil
switchxxxxxx (config-if)# security-suite dos syn-attack 199 any /10

To perform this command, DoS Prevention must be enabled in the per-interface mode.

Example 2—The following example enables the security suite feature globally and on
interfaces. The security-suite command succeeds on the port.
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switchxxxxxx (config) # security-suite enable
switchxxxxxx (config) # interface gil
switchxxxxxx (config-if)# security-suite dos syn-attack 199 any /10

switchxxxxxx (config-if) #

11.9  security-suite syn protection mode

To set the TCP SYN protection mode, use the security-suite syn protection mode Global
Configuration mode command.

To set the TCP SYN protection mode to default, use the no form of this command.

Syntax
security-suite syn protection mode {disabled | report | block}

no security-suite syn protection mode

Parameters

¢ disabled—Feature is disabled

* report—Feature reports about TCP SYN traffic per port (including rate-limited
SYSLOG message when an attack is identified)

#Editor: In devices with no TCAM, the below block option is not supported
®  block—TCP SYN traffic from attacking ports destined to the local system is blocked,

and a rate-limited SYSLOG message (one per minute) is generated

Default Configuration
The default mode is block.

Command Mode

Global Configuration mode

User Guidelines

On ports in which an ACL is defined (user-defined ACL etc.), this feature cannot block TCP
SYN packets. In case the protection mode is block but SYN Traffic cannot be blocked, a
relevant SYSLOG message will be created, e.g.: “port gil is under TCP SYN attack. TCP
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SYN traffic cannot be blocked on this port since the port is bound to an ACL.”

Examples

Example 1: The following example sets the TCP SYN protection feature to report TCP SYN
attack on ports in case an attack is identified from these ports.

switchxxxxxx (config) # security-suite syn protection mode report

01-Jan-2012 05:29:46: A TCP SYN Attack was identified on port gil

Example 2: The following example sets the TCP SYN protection feature to block TCP SYN
attack on ports in case an attack is identified from these ports.

switchxxxxxx (config) # security-suite syn protection mode block

01-Jan-2012 05:29:46: A TCP SYN Attack was identified on port gil. TCP SYN
traffic destined to the local system is automatically blocked for 100

seconds.

11.10 security-suite syn protection recovery

To set the time period for the SYN Protection feature to block an attacked interface, use the
security-suite syn protection period Global Configuration mode command.

To set the time period to its default value, use the no form of this command.

Syntax
security-suite syn protection recovery timeout

no security-suite syn protection recovery

Parameters

timeout—Defines the timeout (in seconds) by which an interface from which SYN packets are blocked
gets unblocked. Note that if a SYN attack is still active on this interface it might become blocked again.
(Range: 10-600)

Default Configuration
The default timeout is 60 seconds.
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Command Mode

Global Configuration mode

User Guidelines

If the timeout is modified, the new value will be used only on interfaces which are not
currently under attack.

Example
The following example sets the TCP SYN period to 100 seconds.

switchxxxxxx (config) # security-suite syn protection recovery 100

11.11 security-suite syn protection threshold

To set the threshold for the SYN protection feature, use the security-suite syn protection
threshold Global Configuration mode command.

To set the threshold to its default value, use the no form of this command.

Syntax
security-suite syn protection threshold syn-packet-rate

no security-suite syn protection threshold

Parameters
syn-packet-rate—defines the rate (number of packets per second) from each specific port that triggers
identification of TCP SYN attack. (Range: 20-200)

Default Configuration
The default threshold is 80pps (packets per second).

Command Mode

Global Configuration mode

Example

The following example sets the TCP SYN protection threshold to 40 pps.

switchxxxxxx (config) # security-suite syn protection threshold 40
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11.12 show security-suite configuration

To display the security-suite configuration, use the show security-suite configuration
switchxxxxxx> command.

Syntax

show security-suite configuration

Command Mode

User EXEC mode

Example

The following example displays the security-suite configuration.

switchxxxxxx# show security-suite configuration

Security suite is enabled (Per interface rules are enabled).
Denial Of Service Protect: stacheldraht, invasor-trojan,
back-office-trojan.

Denial Of Service SYN-FIN Attack is enabled

Denial Of Service SYN Attack

Interface IP Address SYN Rate (pps)

gil 176.16.23.0\24 100
Martian addresses filtering

Reserved addresses: enabled.

Configured addresses: 10.0.0.0/8, 192.168.0.0/16

SYN filtering

Interface IP Address TCP port

gi2 176.16.23.0\24 FTP
ICMP filtering

Interface IP Address

gi2 176.16.23.0\24

Fragmented packets filtering
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Interface IP Address

gi2 176.16.23.0\24

11.13 show security-suite syn protection

To display the SYN Protection feature configuration and the operational status per interface-id, including
the time of the last attack per interface, use the show security-suite syn protection switchxxxxxx>
command.

Syntax

show security-suite syn protection [interface-id]

Parameters

interface-id—(Optional) Specifies an interface-ID. The interface-ID can be one of the following types:
Ethernet port of Port-Channel.

Command Mode

User EXEC mode

User Guidelines

Use the Interface-ID to display information on a specific interface.

Example

The following example displays the TCP SYN protection feature configuration and current status on all
interfaces. In this example, port gi2 is attacked but since there is a user-ACL on this port, it cannot
become blocked so its status is Reported and not Blocked and Reported.

switchxxxxxx# show security-suite syn protection

Protection Mode: Block

Threshold: 40 Packets Per Second
Period: 100 Seconds

Interface Name Current Status Last Attack

gi1 Attacked 19:568:22.289 PDT Feb 19 2012 Blocked and Reported
gi2 Attacked 19:58:22.289 PDT Feb 19 2012 Reported

gi3 Attacked 19:568:22.289 PDT Feb 19 2012 Blocked and Reported
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12.1  1p dhcp relay enable (Global)

Use the ip dhcp relay enable Global Configuration mode command to enable the DHCP relay
feature on the device. Use the no form of this command to disable the DHCP relay feature.

Syntax
ip dhcp relay enable
no ip dhcp relay enable

Parameters

N/A

Default Configuration

DHCEP relay feature is disabled.

Command Mode

Global Configuration mode

Example

The following example enables the DHCP relay feature on the device.

switchxxxxxx (config)# ip dhcp relay enable

12.2  ip dhcp relay enable (Interface)

Use the ip dhep relay enable Interface Configuration mode command to enable the DHCP
relay feature on an interface. Use the no form of this command to disable the DHCP relay
agent feature on an interface.
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Syntax
ip dhcp relay enable

no ip dhcp relay enable

Parameters

N/A

Default Configuration

Disabled

Command Mode

Interface Configuration mode

User Guidelines

The operational status of DHCP Relay on an interface is active if one of the following
conditions exist:

° DHCP Relay is globally enabled, and there is an IP address defined on the interface.

Or
° DHCP Relay is globally enabled, there is no IP address defined on the interface, the
interface is a VLAN, and option 82 is enabled.

Example

The following example enables DHCP Relay on VLAN 21.

switchxxxxxx (config)# interface vlan 21

switchxxxxxx (config-if) # ip dhcp relay enable

12.3  ip dhcp relay address (Global)

Use the ip dhep relay address Global Configuration mode command to define the DHCP

servers available for the DHCP relay. Use the no form of this command to remove the server

from the list.

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0

256



1 2 DHCP Relay Commands

Syntax
ip dhcep relay address ip-address

no ip dhcp relay address [ip-address]

Parameters

® ip-address—Specifies the DHCP server IP address. Up to 8 servers can be defined.

Default Configuration

No server is defined.

Command Mode

Global Configuration mode

User Guidelines

Use the ip dhep relay address command to define a global DHCP Server IP address. To
define a few DHCP Servers, use the command a few times.

To remove a DHCP Server, use the no form of the command with the ip-address argument.

The no form of the command without the ip-address argument deletes all global defined
DHCP servers.

Example

The following example defines the DHCP server on the device.

switchxxxxxx (config)# ip dhcp relay address 176.16.1.1

12.4  show ip dhcp relay

Use the show ip dhcep relay EXEC mode command to display the DHCP relay information.

Syntax

show ip dhcp relay
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Command Mode

User EXEC mode

Example

Example 1:The following example gives an example of the command output:

switchxxxxxx# show ip dhcp relay
DHCP relay is globally enabled
DHCP relay is enabled on Ports: gil,pol-2
Active: gil

Inactive: pol-2
DHCP relay is enabled on VLANs: 1, 2, 4, 5
Active: 1, 2, 4, 5

Inactive:

Global Servers: 1.1.1.1 , 2.2.2.2
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13.1  clear ipv6 dhcp client

To restart DHCP for an [Pv6 client on an interface, use the clear ipv6 dhcep client command in
Privileged EXEC mode.

Syntax

clear ipv6 dhcp client interface-id

Parameters

® interface-id—Interface identifier.

Default Configuration

N/A

Command Mode

Privileged EXEC mode

User Guidelines

This command restarts DHCP for an IPv6 client on a specified interface after first releasing
and unconfiguring previously-acquired prefixes and other configuration options (for example,
Domain Name System [DNS] servers).

Example

The following example restarts the DHCP for IPv6 client on VLAN 100:

switchxxxxxx# clear ipvé dhcp client vlan 100
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13.2  1pv6 address dhcp

To enable DHCP for an IPv6 client process and acquire an [Pv6 address on an interface, use
the ipv6 address dhep command in Interface Configuration mode. To remove the address
from the interface, use the no form of this command.

Syntax
ipv6 address dhcp [rapid-commit]

no ipv6 address dhcp

Parameters

° rapid-commit—Allows the two-message exchange method for address assignment.

Default Configuration

No [Pv6 addresses are acquired from the DHCPv6 server.

Command Mode
Interface (VLAN) Configuration mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

This command enables IPv6 on an interface (if it is not enabled) and starts the DHCP for IPv6
client process, if this process is not yet running and if an IPv6 interface is enabled on the

interface. This command allows an interface to dynamically learn its IPv6 address by using
DHCPv6 and enables the DHCPv6 Stateless service.

The rapid-commit keyword enables the use of the two-message exchange for address
allocation and other configuration. If it is enabled, the client includes the rapid-commit option
in a solicit message.

This command allows an interface to dynamically learn its IPv6 address by using DHCPv®.

The DHCPV6 stateless service allows to receive the configuration from a DHCP server, passed
in the following options:

® Option 7: OPTION PREFERENCE - The preference value for the server in this
message

®  Option 12: OPTION_UNICAST - The IP address to which the client should send
messages delivered using unicast
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Option 23: OPTION DNS SERVERS - List of DNS Servers IPv6 Addresses
Option 24: OPTION_DOMAIN_LIST - Domain Search List
Option 31: OPTION _SNTP_SERVERS - List of SNTP Servers IPv6 Addresses

Option 32: OPTION_INFORMATION REFRESH TIME - Information Refresh Time
Option

Option 41: OPTION_NEW_POSIX TIMEZONE - New Timezone Posix String
Option 59: OPT_BOOTFILE URL - Configuration Server URL

Option 60: OPT_BOOTFILE PARAM, the first parameter - Configuration File Path
Name

The DHCPvV6 client uses the following IAID format based on the interface-id on which it is
running:

Octet 1, bits 7-4: These bits are reserved and must be 0
Octet 1, Bits 3-0: These bits contain the interface type:
- 0—VLAN

- 1—Ethernet port

- 2—Port channel

- 3—Tunnel

Octets 2-4: The octets contain a value depending on the interface type in the network
format:

- VLAN
Octet 2: Reserved, must be 0
Octets 3-4: VLAN ID (1-4095)
- Ethernet port
Octet 2, bits 7-4: Slot number
Octet 2, bits 3-0: Port Type:
0—Ethernet
1—Fast Ethernet
2—Giga Ethernet
3—2.5Giga Ethernet
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4—5Giga Ethernet
5—10Giga Ethernet
6—12Giga Ethernet
7—13.6Giga Ethernet
8—16Giga Ethernet
9—20Giga Ethernet
10—40Giga Ethernet
11—100Giga Ethernet
Octet 3: Unit number
Octet 4: Port number
- Port channel
Octets 2-3: Reserved, must be 0
Octet 4: Port channel number
- Tunnel
Octets 2-3: Reserved, must be 0
Octet 4: Tunnel number

When IPv6 Forwarding is enabled only stateless information is required from a DHCPv6
server.

When IPv6 forwarding is changed from disabled to enabled, IPv6 addresses assigned by a
DHCPv6 are removed.

When IPv6 forwarding is changed from enabled to disabled receiving IPv6 addresses from a
DHCPv6 server is resumed.

The DHCPvV6 client, server, and relay functions are mutually exclusive on an interface.

Example

The following example enables IPv6 on VLAN 100 and acquires an IPv6 address:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 address dhcp

switchxxxxxx (config-1if)# exit
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13.3  1pv6 dhep client information refresh

To configure the refresh time for IPv6 client information refresh time on a specified interface
if the DHCPvV6 server reply does not include the Information Refresh Time, use the ipvé dhcp
client information refresh command in Interface Configuration mode. To return to the
default value of the refresh time, use the no form of this command.

Syntax
ipv6 dhcp client information refresh seconds | infinite

no ipv6 dhep client information refresh

Parameters

* seconds—The refresh time, in seconds. The value cannot be less than the minimal
acceptable refresh time configured by the ipv6é dhcp client information refresh
command. The maximum value that can be used is 4,294967,294 seconds
(0XxFFFFFFFE).

¢ infinite—Infinite refresh time.

Default Configuration

The default is 86,400 seconds (24 hours).

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 dhep client information refresh command specifies the information refresh time. If
the server does not sends an information refresh time option then a value configured by the
command is used.

Use the infinite keyword, to prevent refresh, if the server does not send an information refresh
time option.

Example

The following example configures an upper limit of 2 days:

switchxxxxxx (config)# interface vlan 100

switchxxxxxx (config-if)# ipv6 dhcp client information refresh 172800
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switchxxxxxx (config-if) # exit

13.4  1pv6 dhcp client information refresh minimum

To configure the minimum acceptable refresh time on the specified interface, use the ipv6
dhcp client information refresh minimum command in Interface Configuration mode. To
remove the configured refresh time, use the no form of this command.

Syntax
ipv6 dhcp client information refresh minimum seconds | infinite

no ipv6 dhep client information refresh minimum

Parameters

® seconds—The refresh time, in seconds. The minimum value that can be used is 600
seconds. The maximum value that can be used is 4,294,967,294 seconds
(OXxFFFFFFFE).

¢ infinite—Infinite refresh time.

Default Configuration

The default is 86,400 seconds (24 hours).

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 dhcp client information refresh minimum command specifies the minimum
acceptable information refresh time. If the server sends an information refresh time option of
less than the configured minimum refresh time, the configured minimum refresh time will be
used instead.

This command may be configured in the following situations:
* In unstable environments where unexpected changes are likely to occur.

* For planned changes, including renumbering. An administrator can gradually decrease the
time as the planned event nears.
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 Limit the amount of time before new services or servers are available to the client, such as
the addition of a new Simple Network Time Protocol (SNTP) server or a change of address
of'a Domain Name System (DNS) server.

If you configure the infinite keyword client never refreshes the information.

Example

The following example configures an upper limit of 2 days:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6é dhcp client information refresh 172800

switchxxxxxx (config-if)# exit

13.5 1pv6 dhep duid-en

To set the Vendor Based on Enterprise Number DHVPv6 Unique Identified (DUID-EN)
format, use the ipv6 dhep duid-en command in Global Configuration mode.

To return to the default value, use the no form of this command.

Syntax
ipv6 dhcp duid-en enterprise-number identifier

no ipvé6 dhcp duid-en

Parameters

* enterprise-number—The vendor’s registered Private Enterprise number as maintained
by IANA.

® identifier—The vendor-defined non-empty hex string (up to 64 hex characters). If the
number of the character is not even ’0’ is added at the right. Each 2 hex characters can
be separated by a period or colon.

Default Configuration

DUID Based on Link-layer Address (DUID-LL) is used. The base MAC Address is used as a
Link-layer Address.

Command Mode

Global Configuration mode
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User Guidelines

By default, the DHCPv6 uses the DUID Based on Link-layer Address (see RFC3315) with the
Base MAC Address as a Link-layer Address.

Use this command to change the DUID format to the Vendor Based on Enterprise Number.

Examples

Example 1. The following sets the DIID-EN format:

ipv6 dhcp duid-en 9 0CC084D303000912

Example 2. The following sets the DIID-EN format using colons as delimiter:

switchxxxxxx (config)# ipv6 dhcp duid-en 9 0C:C0:84:D3:03:00:09:12

13.6  show ipv6 dhcp

To display the Dynamic DHCP unique identifier (DUID) on a specified device, use the show
ipv6 dhcp command in User EXEC mode.This information is relevant for DHCPv6 clients
and DHCPv6 relays.

Syntax

show ipv6 dhcp

Parameters

NA

Command Mode

User EXEC mode

User Guidelines

This command uses the DUID, which is based on the link-layer address for both client and
server identifiers. The device uses the MAC address from the lowest-numbered interface to
form the DUID.
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Examples

Example 1. The following is sample output from this command when the switch’s DUID
format is vendor based on enterprise number:

switchxxxxxx# show ipvé6 dhcp

The switch’s DHCPv6 unique identifier (DUID)is 0002000000090CC084D303000912
Format: 2
Enterprise Number: 9

Identifier: 0CC084D303000912

Example 2. The following is sample output from this command when the switch’s DUID
format is the vendor-based on link-layer address:

switchxxxxxx# show ipvé6 dhcp

The switch’s DHCPv6 unique identifier (DUID)is 000300010024012607AA
Format: 3
Hardware type: 1

MAC Address: 0024.0126.07AA

13.7  show ipv6 dhcp interface

To display DHCP for IPv6 interface information, use the show ipvé dhcp interface command
in User EXEC mode.

Syntax

show ipv6 dhcp interface [interface-id|

Parameters

® interface-id—Interface identifier.

Command Mode

User EXEC mode
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User Guidelines

If no interfaces are specified in the command, all interfaces on which DHCP for IPv6 (client or
server) is enabled are displayed. If an interface is specified in the command, only information
about the specified interface is displayed.

Note. This new output format is supported starting with the SW version supporting
statefull configuration

Example

The following is sample output from this command when DHCPv6 client is enabled:

switchxxxxxx# show ipvé dhcp interface
VLAN 100 is in client mode
Configuration:
Statefull Service is enabled (rapid-commit)
Auto-Configuration is enabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is enabled
Statefull Service is available
DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20
IPv6 Address Information:
IA NA: IA ID 0x00040001, T1 120, T2 192
IPv6 Address: 30e0::12:45:11
preferred lifetime: 300, valid lifetime: 54333
expires at Nov 08 2002 09:11 (54331 seconds)
renew for address will be sent in 54301 seconds
IPv6 Address: 3012::13:af:25

preferred lifetime: 280, valid lifetime: 51111
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expires at Nov 08 2002 08:17 (51109 seconds)
renew for address will be sent in 5101 seconds
Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgg/config/aaa config.dat
Indirect Image Path Name: gqqg/config/aaa_image name.txt
VLAN 105 is in client mode

Configuration:
Statefull Service is enabled
Auto-Configuration is disabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds

State:

DHCP Operational mode is enabled
Statefull Service is not available (IPv6 routing is enabled)

DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20

Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org

SNTP Servers: 2004::1
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POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgg/config/aaa config.dat
Indirect Image Path Name: ggg/config/aaa image name.txt
VLAN 107 is in client mode
Configuration:

Statefull Service is enabled
Auto-Configuration is enabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds

State:
DHCP Operational mode is enabled
Statefull Service is not available (IPv6 routing is enabled)

DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20

Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgqg/config/aaa config.dat
Indirect Image Path Name: gqg/config/aaa_image name.txt

VLAN 110 is in client mode
Configuration:

Statefull Service is enabled

Auto-Configuration is disabled
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Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is disabled (IPv6 is not enabled)
VLAN 1000 is in client mode

Configuration:
Statefull Service is enabled
Auto-Configuration is enabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds

State:

DHCP Operational mode is disabled (Interface status is DOWN)

DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20

Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: ESTS5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: ggg/config/aaa config.dat

Indirect Image Path Name: gqg/config/aaa image name.txt
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14.1 clear host

Use the clear host command in privileged EXEC mode to delete dynamic
hostname-to-address mapping entries from the DNS client name-to-address cache.

Syntax

clear host {/ostname | *}

Parameters

® hostname—Name of the host for which hostname-to-address mappings are to be
deleted from the DNS client name-to-address cache.

* *__Specifies that all the dynamic hostname-to-address mappings are to be deleted
from the DNS client name-to-address cache.
Default Configuration

No hostname-to-address mapping entries are deleted from the DNS client name-to-address
cache.

Command Mode

Privileged EXEC mode

User Guidelines

To remove the dynamic entry that provides mapping information for a single hostname, use
the hostname argument. To remove all the dynamic entries, use the * keyword.

To define a static hostname-to-address mappings in the DNS hostname cache, use the ip host
command.

To delete a static hostname-to-address mappings in the DNS hostname cache, use the no ip
host command.
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Example

The following example deletes all dynamic entries from the DNS client name-to-address
cache.

switchxxxxxx# clear host *

14.2  ip domain lookup

Use the ip domain lookup command in Global Configuration mode to enable the IP Domain
Naming System (DNS)-based host name-to-address translation.

To disable the DNS, use the no form of this command.

Syntax
ip domain lookup

no ip domain lookup

Parameters

N/A

Default Configuration

Enabled.

Command Mode

Global Configuration mode

Example

The following example enables DNS-based host name-to-address translation.

switchxxxxxx (config) # ip domain lookup
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14.3  ip domain name

Use the ip domain name command in Global Configuration mode. to define a default domain
name that the switch uses to complete unqualified hostnames (names without a dotted-decimal
domain name).

To delete the static defined default domain name, use the no form of this command.

Syntax
ip domain name name

no ip domain name

Parameters

name—Default domain name used to complete unqualified host names. Do not include the
initial period that separates an unqualified name from the domain name. Length: 1-158
characters. Maximum label length of each domain level is 63 characters.

Default Configuration

No default domain name is defined.

Command Mode

Global Configuration mode

User Guidelines

Any IP hostname that does not contain a domain name (that is, any name without a dot) will
have the dot and the default domain name appended to it before being added to the host table.

Domain names and host names are restricted to the ASCII letters A through Z
(case-insensitive), the digits 0 through 9, the underscore and the hyphen. A period (.) is used to
separate labels.

The maximum size of each domain level is 63 characters. The maximum name size is 158
bytes.
Example

The following example defines the default domain name as ‘www.website.com’.

switchxxxxxx (config) # ip domain name website.com
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144  ip domain polling-interval

Use the ip domain polling-interval command in Global Configuration mode to specify the
polling interval.

Use the no form of this command to return to the default behavior.

Syntax
ip domain polling-interval seconds

no ip domain polling-interval

Parameters

seconds—Polling interval in seconds. The range is from (2*(R+1)*T) to 3600.

Default Configuration
The default value is 2 * (R+1) * T, where
* Ris a value configured by the ip domain retry command.

* T is avalue configured by the ip domain timeout command.

Command Mode

Global Configuration mode

User Guidelines

Some applications communicate with the given IP address continuously. DNS clients for such
applications, which have not received resolution of the [P address or have not detected a DNS
server using a fixed number of retransmissions, return an error to the application and continue
to send DNS Request messages for the IP address using the polling interval.

Example

The following example shows how to configure the polling interval of 100 seconds:

switchxxxxxx (config) # ip domain polling-interval 100
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14.5  1p domain retry

Use the ip domain retry command in Global Configuration mode to specify the number of
times the device will send Domain Name System (DNS) queries when there is no replay.

To return to the default behavior, use the no form of this command.

Syntax
ip domain retry number

no ip domain retry

Parameters

number—Number of times to retry sending a DNS query to the DNS server. The range is from
0 to 16.

Default Configuration

The default value is 1.

Command Mode

Global Configuration mode

User Guidelines

The number argument specifies how many times the DNS query will be sent to a DNS server
until the switch decides that the DNS server does not exist.

Example

The following example shows how to configure the switch to send out 10 DNS queries before
giving up:

switchxxxxxx (config) # ip domain retry 10

14.6  1p domain timeout

Use the ip domain timeout command in Global Configuration mode to specify the amount of
time to wait for a response to a DNS query.

To return to the default behavior, use the no form of this command.
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Syntax
ip domain timeout seconds

no ip domain timeout

Parameters

seconds—Time, in seconds, to wait for a response to a DNS query. The range is from 1 to 60.

Default Configuration

The default value is 2 seconds.

Command Mode

Global Configuration mode

User Guidelines

Use the command to change the default time out value. Use the no form of this command to
return to the default time out value.

Example

The following example shows how to configure the switch to wait 50 seconds for a response to
a DNS query:

switchxxxxxx (config)# ip domain timeout 50

14.7  1p host

Use the ip host Global Configuration mode command to define the static host
name-to-address mapping in the DNS host name cache.

Use the no form of this command to remove the static host name-to-address mapping.

Syntax
ip host hostname address [address?...address8]

no ip host name ip host name [address|...address8]

&9
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Parameters

*  hostname—Name of the host. (Length: 1-158 characters. Maximum label length of
each domain level is 63 characters).

® address]—Associated host IP address (IPv4 or IPv6, if IPv6 stack is supported).
® address2...address8—Up to seven additional associated IP addresses, delimited by a
single space (IPv4 or IPv6, if IPv6 stack is supported).
Default Configuration

No host is defined.

Command Mode

Global Configuration mode

User Guidelines

Host names are restricted to the ASCII letters A through Z (case-insensitive), the digits 0
through 9, the underscore and the hyphen. A period (.) is used to separate labels.

An IP application will receive the IP addresses in the following order:
1. IPv6 addresses in the order specified by the command.
2. IPv4 addresses in the order specified by the command.

Use the no format of the command with the address]...address8 argument to delete the
specified addresses. The entry is deleted if all its addresses are deleted.

Example

The following example defines a static host name-to-address mapping in the host cache.

switchxxxxxx (config)# ip host accounting.website.com 176.10.23.1

14.8  ip name-server

Use the ip name-server command in Global Configuration mode to specify the address of one
or more name servers to use for name and address resolution.

Use the no form of this command to remove the static specified addresses.
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Syntax
ip name-server serverl-address [server-address?...erver-address8)|

no ip name-server [server-addressl...server-address§]

Parameters
° server-address]—IPv4 or IPv6 addresses of a single name server.

*  server-address2...server-address8—IPv4 or IPv6 addresses of additional name servers.

Default Configuration

No name server IP addresses are defined.

Command Mode

Global Configuration mode

User Guidelines

The preference of the servers is determined by the order in which they were entered.

Each ip name-server command replaces the configuration defined by the previous one (if one
existed).

Example

The following example shows how to specify IPv4 hosts 172.16.1.111, 172.16.1.2, and IPv6
host 2001:0DBS::3 as the name servers:

switchxxxxxx (config)# ip name-server 172.16.1.111 172.16.1.2 2001:0DB8::3

14.9  show hosts

Use the show hosts command in privileged EXEC mode to display the default domain name,
the style of name lookup service, a list of name server hosts, and the cached list of hostnames
and addresses.

Syntax

show hosts [all | hostname]
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Parameters

* all—The specified host name cache information is to be displayed for all configured
DNS views. This is the default.

*  hostname—The specified host name cache information displayed is to be limited to
entries for a particular host name.

Command Mode

Privileged EXEC mode

Default Configuration

Default is all.

User Guidelines

This command displays the default domain name, a list of name server hosts, and the cached
list of host names and addresses.

Example

The following is sample output with no parameters specified:

switchxxxxxx# show hosts
Name/address lookup is enabled
Domain Timeout: 3 seconds
Domain Retry: 4 times

Domain Polling Interval: 10 seconds

Default Domain Table

Source Interface Preference Domain

static website.com
dhcpve vlan 100 1 ggtca.com
dhcpvée wvlan 100 2 company.com
dhcpv6e vlan 1100 1 pptca.com

Name Server Table
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Source Interface Preference IP Address

static

static

static

DHCPv6 vlan 100
DHCPv4 vlan 1
DHCPv4 vlan 1

Casche Table

1 192.0.2.204

2 192.0.2.205

3 192.0.2.105

1 2002:0:22AC::11:231A:0BB4
1 192.1.122.20

2 154.1.122.20

Flags: (static/dynamic, OK/Ne/??)

OK - Okay, Ne - Negative Cache, ?? - No Response

Host Flag Address;Age...in preference order

examplel.company.com

(dynamic, OK) 2002:0:130F::0A0:1504:0BB4;1 112.0.2.10

176.16.8.8;123 124 173.0.2.30;39

example?.company.com
example3.company.com
exampled.company.com

exampleb.company.com

(dynamic, ?7?)
(static, OK) 120.0.2.27
(dynamic, OK) 24 173.0.2.30;15

(dynamic, Ne); 12
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15.1 eee enable (global)

To enable the EEE mode globally, use the eee enable Global Configuration command. To
disable the mode, use the no format of the command.

Syntax
eee enable

no eee enable

Parameters

This command has no arguments or keywords.

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines

In order for EEE to work, the device at the other end of the link must also support EEE and
have it enabled. In addition, for EEE to work properly, auto-negotaition must be enabled;
however, if the port speed is negotiated as 1Giga, EEE always works regardless of whether the
auto-negotiation status is enabled or disabled.

If auto-negotiation is not enabled on the port and its speed is less than 1 Giga, the EEE
operational status is disabled.

Example

switchxxxxxx (config) # eee enable
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15.2  eee enable (interface)

To enable the EEE mode on an Ethernet port, use the eee enable Interface Configuration
command. To disable the mode, use the no format of the command.

Syntax
eee enable

no eee enable

Parameters

This command has no arguments or keywords.

Default Configuration

EEE is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

If auto-negotiation is not enabled on the port and its speed is 1 Giga, the EEE operational
status is disabled.

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# eee enable

15.3  eee lldp enable

To enable EEE support by LLDP on an Ethernet port, use the eee lldp enable Interface
Configuration command. To disable the support, use the no format of the command.

Syntax
eee lldp enable

no eee lldp enable
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Parameters

This command has no arguments or keywords.

Default Configuration

Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Enabling EEE LLDP advertisement enables devices to choose and change system wake-up
times in order to get the optimal energy saving mode.

Example

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if) # eee 1lldp enable

15.4 show eee

Use the show eee EXEC command to display EEE information.

Syntax

show eee [interface-id]

Parameters

interface-id—(Optional) Specify an Ethernet port.

Defaults

None

Command Mode

Privileged EXEC mode
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User Guidelines

If the port is a 10G port, but the link speed is 1G, the EEE Remote status cannot be resolved
(and displayed).

Examples

Example 1 - The following displays brief Information about all ports.

switchxxxxxx# show eee

EEE globally enabled

EEE Administrate status is enabled on ports: gil-2, gi4
EEE Operational status is enabled on ports: gil-2, gi4

EEE LLDP Administrate status is enabled on ports: gil-3

EEE LLDP Operational status is enabled on ports: gil-2

Example 2 - The following is the information displayed when a port is in the Not Present
state; no information is displayed if the port supports EEE.

switchxxxxxx# show eee gil
Port Status: notPresent
EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 3 - The following is the information displayed when the port is in status DOWN.

switchxxxxxx# show eee gil
Port Status: DOWN

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
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EEE Administrate status: enabled

EEE LLDP Administrate status:

enabled

Example 4 - The following is the information displayed when the port is in status UP and does

not support EEE.

switchxxxxxx# show eee gi2
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 5 - The following is the information displayed when the neighbor does not support

EEE.

switchxxxxxx# show eee gi4
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps
EEE Remote status: disabled
EEE Administrate status: enabled

EEE Operational status: disabled

(neighbor does not support)

EEE LLDP Administrate status: enabled

EEE LLDP Operational status: disabled
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Example 6 - The following is the information displayed when EEE is disabled on the port.

switchxxxxxx# show eee gil
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Administrate status: disabled

EEE Operational status: disabled

EEE LLDP Administrate status: enabled

EEE LLDP Operational status: disabled

Example 7 - The following is the information displayed when EEE is running on the port, and

EEE LLDP is disabled.

switchxxxxxx# show eee gi2
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: disabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 1lOusec

Local Tx Timer: 10 usec

Resolved Timer: 25 usec
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Local Rx Timer: 20 usec

Example 8 - The following is the information displayed when EEE and EEE LLDP are
running on the port.

switchxxxxxx# show eee gi3
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 1lOusec

Local Tx Timer: 10 usec

Remote Rx Timer: 5 usec

Resolved Timer: 25 usec

Local Rx Timer: 20 usec

Remote Tx Timer: 25 usec

Example 9 - The following is the information displayed when EEE is running on the port,
EEE LLDP is enabled but not synchronized with the remote link partner.

switchxxxxxx# show eee gi4
Port Status: up

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
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Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 64

Local Tx Timer: 64

Resolved Rx Timer: 16

Local Rx Timer: 16

Example 10 - The following is the information displayed when EEE and EEE LLDP are

running on the port.
show eee gi3
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 1lOusec

Local Tx Timer: 10 usec

Remote Rx Timer: 5 usec

Resolved Timer: 25 usec

Local Rx Timer: 20 usec
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Remote Tx Timer: 25 usec
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16.1 interface

To enter Interface configuration mode in order to configure an interface, use the interface
Global Configuration mode command.

Syntax

interface interface-id

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port, port-channel, VLAN, range, [P interface or tunnel.

Default Configuration

None

Command Mode

Global Configuration mode

Examples

Example 1—For Ethernet ports:

switchxxxxxx (config) # interface gil

switchxxxxxx (config-if) #

Example 2—For port channels (LAGs):

switchxxxxxx (config)# interface pol
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switchxxxxxx (config-if) #

16.2  interface range

To execute a command on multiple ports at the same time, use the interface range command.

Syntax

interface range interface-id-list

Parameters

interface-id-list—Specify list of interface IDs. The interface ID can be one of the following
types: Ethernet port, VLAN, or port-channel

Default Configuration

None

Command Mode

Interface (Ethernet, Port Channel, VLAN) Configuration mode

User Guidelines

Commands under the interface range context are executed independently on each interface in
the range. If the command returns an error on one of the interfaces, it does not stop the
execution of the command on other interfaces.

Example

switchxxxxxx (config) # interface range gil-4

switchxxxxxx (config-if-range) #

16.3  shutdown

To disable an interface, use the shutdown Interface Configuration mode command. To restart
a disabled interface, use the no form of this command.
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Syntax
shutdown

no shutdown

Parameters

This command has no arguments or keywords.

Default Configuration

The interface is enabled.

Command Mode

Interface Configuration mode

User Guidelines

The shutdown command set a value of ifAdminStatus (see RFC 2863) to DOWN. When
ifAdminStatus is changed to DOWN, ifOperStatus will be also changed to DOWN.

The DOWN state of ifOperStatus means that the interface does not transmit/receive messages
from/to higher levels. For example, if you shut down a VLAN, on which an IP interface is
configured, bridging into the VLAN continues, but the switch cannot transmit and receive IP
traffic on the VLAN.

Notes:

* If the switch shuts down an Ethernet port it additionally shuts down the port MAC
sublayer too.

* Ifthe switch shuts down a port channel it additionally shuts down all ports of the port
channel too.

Examples

Example 1—The following example disables gi4 operations.

switchxxxxxx (config)# interface gi4
switchxxxxxx (config-if)# shutdown

switchxxxxxx (config-if) #
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Example 2—The following example restarts the disabled Ethernet port.

switchxxxxxx (config)# interface gi4
switchxxxxxx (config-if)# no shutdown

switchxxxxxx (config-if) #

Example 3—The following example shuts down vlan 100.

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# shutdown

switchxxxxxx (config-if) #

Example 4—The following example shuts down tunnel 1.

switchxxxxxx (config)# interface tunnel 1
switchxxxxxx (config-if)# shutdown

switchxxxxxx (config-if) #

Example 5—The following example shuts down Port Channel 3.

switchxxxxxx (config)# interface po3
switchxxxxxx (config-if)# shutdown

switchxxxxxx (config-if) #

16.4  operation time

To control the time that the port is up, use the operation time Interface (Ethernet, Port
Channel) Configuration mode command. To cancel the time range for the port operation time,
use the no form of this command.

Syntax

operation time time-range-name
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no operation time

Parameters
° time-range-name—Specifies a time range the port operates (in up state). When the
Time Range is not in effect, the port is shutdown. (Range: 1-32 characters)
Default Configuration

There is no time range configured on the port authorized state.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on
802.1x edge ports (ports in auto state that are connected to end stations), in order to proceed to
the forwarding state immediately after successful authentication.

Example

The operation time command influences the port if the port status is up. This command defines
the time frame during which the port stays up and at which time the port will be shutdown.
While the port is in shutdown because of other reasons, this command has no effect.

The following example activates an operation time range (named "morning") on port gil.

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# operation time morning

16.5  description

To add a description to an interface, use the description Interface (Ethernet, Port Channel)
Configuration mode command. To remove the description, use the no form of this command.

Syntax
description string

no description
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Parameters

string—Specifies a comment or a description of the port to assist the user. (Length: 1-64
characters).

Default Configuration

The interface does not have a description.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example adds the description ‘SW#3’ to gi4.

switchxxxxxx (config) # interface gi4

switchxxxxxx (config-if)# description SW#3

16.6  speed

To configure the speed of a given Ethernet interface when not using auto-negotiation, use the
speed Interface (Ethernet, Port Channel) Configuration mode command. To restore the default
configuration, use the no form of this command.

Syntax
speed {100 | 1000 | 10000}

no speed

Parameters
® 100—Forces 100 Mbps operation
*  1000—Forces 1000 Mbps operation

*  10000—Forces 10000 Mbps operation

Default Configuration

The port operates at its maximum speed capability.
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Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The no speed command in a port-channel context returns each port in the port-channel to its
maximum capability.

Example

The following example configures the speed of gi4 to 100 Mbps operation.

switchxxxxxx (config)# interface gi4

switchxxxxxx (config-if)# speed 100

16.7  duplex

To configure the full/half duplex operation of a given Ethernet interface when not using
auto-negotiation, use the duplex Interface (Ethernet, Port Channel) Configuration mode
command. To restore the default configuration, use the no form of this command.

Syntax
duplex {half | full}

no duplex

Parameters
* half—Forces half-duplex operation.

* full—Forces full-duplex operation.

Default Configuration

The interface operates in full duplex mode.

Command Mode

Interface (Ethernet) Configuration mode
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Example

The following example configures gil to operate in full duplex mode.

switchxxxxxx (config)# interface gi1l

switchxxxxxx (config-if) # duplex full

16.8  negotiation

To enable auto-negotiation operation for the speed and duplex parameters and primary-
secondary mode of a given interface, use the negotiation Interface (Ethernet, Port Channel)
Configuration mode command. To disable auto-negotiation, use the no form of this command.

Syntax
negotiation [capability [capability?... capability5]] [preferred {primary | secondary} |

no negotiation

Parameters

° Capability—(Optional) Specifies the capabilities to advertise. (Possible values: 10h,
10£, 100h,100f, 1000f ,10000f).

- 10h—Adpvertise 10 half-duplex
- 10f—Advertise 10 full-duplex
- 100h—Advertise 100 half-duplex
- 100f—Advertise 100 full-duplex
- 1000f—Advertise 1000 full-duplex
- 10000f—Advertise 10000 full-duplex
* Preferred—(Optional) Specifies the primary-secondary preference:
- primary—Advertise primary preference

- secondary—Advertise secondary preference

Default Configuration

If capability is unspecified, defaults to list of all the capabilities of the port and preferred
secondary mode.
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Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example enables auto-negotiation on gil.

switchxxxxxx (config)# interface gi1

switchxxxxxx (config-if) # negotiation

16.9  flowcontrol

To configure the Flow Control on a given interface, use the flowcontrol Interface (Ethernet,
Port Channel) Configuration mode command. To disable Flow Control, use the no form of this
command.

Syntax
flowcontrol {auto | on | off}

no flowcontrol

Parameters
* auto—Specifies auto-negotiation of Flow Control.
* on—Enables Flow Control.

¢ off—Disables Flow Control.

Default Configuration

Flow control is set to Disabled.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Use the negotiation command to enable flow control auto.
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Example

The following example enables Flow Control on port gil

switchxxxxxx (config)# interface gil

switchxxxxxx (config-if)# £flowcontrol on

16.10 mdix

To enable cable crossover on a given interface, use the mdix Interface (Ethernet)
Configuration mode command. To disable cable crossover, use the no form of this command.

Syntax
mdix {on | auto}

no mdix

Parameters

* on—Enables manual MDIX.

¢ auto—Enables automatic MDI/MDIX.

Default Configuration

The default setting is Auto.

Command Mode

Interface (Ethernet) Configuration mode

Example

The following example enables automatic crossover on port gil.

switchxxxxxx (config) # interface gi1

switchxxxxxx (config-if)# mdix auto
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16.11 back-pressure

To enable back pressure on a specific interface, use the back-pressure Interface (Ethernet)
Configuration mode command. To disable back pressure, use the no form of this command.

Syntax
back-pressure

no back-pressure

Parameters

This command has no arguments or keywords.

Default Configuration

Back pressure is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Back-pressure cannot be enabled when EEE is enabled.

Example

The following example enables back pressure on port gil.

switchxxxxxx (config)# interface gi1

switchxxxxxx (config-if)# back-pressure

16.12 port jumbo-frame

To enable jumbo frames on the device, use the port jumbo-frame Global Configuration mode
command. To disable jumbo frames, use the no form of this command.

Syntax

port jumbo-frame
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no port jumbo-frame

Parameters

This command has no arguments or keywords.

Default Configuration

Jumbo frames are disabled on the device.

Command Mode

Global Configuration mode

User Guidelines

This command takes effect only after resetting the device.

Example

The following example enables jumbo frames on the device.

switchxxxxxx (config)# port jumbo-frame

16.13 link-flap prevention

To enable setting a physical interface to err-disable state due to excessive link flapping, use the
link-flap prevention Global Configuration mode command. Use the no form of this
command to restore the default configuration.

Syntax
link-flap prevention {enable | disable}

no link-flap prevention

Parameters
enable—Enables Link-flap Prevention.

disable—Disables Link-flap Prevention.
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Default Configuration

Link-flap prevention is enabled on the device.

Command Mode

Global Configuration mode

User Guidelines

This command will shutdown Ethernet (Physical) interfaces if the interface experienced, for a
duration of 10 seconds, 3 link flaps (link status changes) within each second.

You can use the following commands to reset an interface shut down by link-flap prevention:

= The errdisable recovery reset command with the link-flapping parameter to recover all
interfaces in this state due to link-flap prevention, or the interface interface-id parameter to reset a
given interface.

=  The errdisable recovery cause with the link-flapping parameter to automatically recover from
the link-flap prevention error-disabled state.

m  The command sequence of "shutdown" and then "no shutdown" on required interface.

Example

The following example enables link-flap prevention on the device.

switchxxxxxx (config)# 1link-flap prevention

16.14 clear counters

To clear counters on all or on a specific interface, use the clear counters Privileged EXEC
mode command.

Syntax

clear counters /[interface-id]

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.
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Default Configuration

All counters are cleared.

Command Mode

Privileged EXEC mode

Example

The following example clears the statistics counters for gil.

switchxxxxxx# clear counters gi1

16.15 set interface active

To reactivate an interface that was shut down, use the set interface active Privileged EXEC
mode command.

Syntax

set interface active interface-id

Parameters

interface-id— Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

User Guidelines

This command is used to activate interfaces that were configured to be active, but were shut
down by the system.

Example

The following example reactivates gil.

switchxxxxxx# set interface active gil

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0 304



16

Ethernet Configuration Commands

16.16 errdisable recovery cause

To enable automatic re-activation of an interface after an Err-Disable shutdown, use the
errdisable recovery cause Global Configuration mode command. To disable automatic
re-activation, use the no form of this command.

Syntax

errdisable recovery cause {all | port-security | dotlx-src-address | acl-deny |
stp-loopback-guard | loopback-detection |storm-control | link-flap }

no errdisable recovery cause {all | port-security | dotlx-src-address | acl-deny |
stp-loopback-guard | loopback-detection | storm-control | link-flap }

Parameters
* all—Enables the error recovery mechanism for all reasons described below.

° port-security—Enables the error recovery mechanism for the port security
Err-Disable state.

* dotlx-src-address—Enables the error recovery mechanism for the 802.1x Err-Disable
state.

* acl-deny—Enables the error recovery mechanism for the ACL Deny Err-Disable state.

* stp-loopback-guard—Enables the error recovery mechanism for the STP Loopback
Guard Err-Disable state.

* loopback-detection—Enables the error recovery mechanism for the Loopback
Detection Err-Disable state.

° storm-control—Enables the error recovery mechanism for the Storm Control
Shutdown state.

° link-flap—Enables the error recovery mechanism for the link-flap prevention
Err-Disable state.
Default Configuration

Automatic re-activation is disabled, except for link-flap reason where automatic re-creation is
enabled by default.

Command Mode

Global Configuration mode
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Example

The following example enables automatic re-activation of an interface after all states.

switchxxxxxx (config) # errdisable recovery cause all

16.17 errdisable recovery interval

To set the error recovery timeout intervalse the errdisable recovery interval Global
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax
errdisable recovery interval seconds

no errdisable recovery interval

Parameters

seconds—Specifies the error recovery timeout interval in seconds. (Range: 30—-86400)

Default Configuration

The default error recovery timeout interval is 300 seconds.

Command Mode

Global Configuration mode

Example

The following example sets the error recovery timeout interval to 10 minutes.

switchxxxxxx (config) # errdisable recovery interval 600

16.18 errdisable recovery reset

To reactivate one or more interfaces that were shut down by a given application, use the
errdisable recovery reset Privileged EXEC mode command. A single interface, multiple
interfaces or all interfaces can be specified.
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Syntax

errdisable recovery reset {all | port-security | dotlx-src-address | acl-deny |
stp-loopback-guard | loopback-detection | storm-control | link-flap |interface
interface-id}

Parameters
° all—Reactivate all interfaces regardless of their state.
° port-security—Reactivate all interfaces in the Port Security Err-Disable state.
° dotlx-src-address—Reactivate all interfaces in the 802.1x Err-Disable state.
* acl-deny—Reactivate all interfaces in the ACL Deny Err-Disable state.

* stp-loopback-guard—Reactivate all interfaces in the STP Loopback Guard
Err-Disable state.

* loopback-detection—Reactivate all interfaces in the Loopback Detection Err-Disable
state.

° storm-control—Reactivate all interfaces in the Storm Control Shutdown state.
* link-flap—Reactivate all interfaces in the link-flap prevention Err-Disable state.

° interface interface-id—Reactivate interfaces that were configured to be active, but
were shut down by the system.

Default Configuration

None.

Command Mode

Privileged EXEC mode

Examples

Example 1—The following example reactivates interface gil:

switchxxxxxx# errdisable recovery reset interface gil

Example 2—The following example reactivates all interfaces regardless their state:
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switchxxxxxx# errdisable recovery reset all

Example 3—The following example enables all interfaces in the port security Err-Disable
state

switchxxxxxx# errdisable recovery reset port-security

16.19 show interfaces configuration

To display the configuration for all configured interfaces or for a specific interface, use the
show interfaces configuration Privileged EXEC mode command.

Syntax

show interfaces configuration /interface-id | detailed)

Parameters

° interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

® detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Default Configuration

Display all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the configuration of all configured interfaces:

switchxxxxxx# show interfaces configuration
Flow Admin Back Mdix

Port Type Duplex Speed Neg control State Pressure Mode
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gil 1G-Copper Full 1000 Enabled Off Up Disabled Off

gi2 1G-Copper Full 1000 Disabled Off Up Disabled Off

gi2 10G-Copper Full 10000 Disabled Off Up Disabled Off
Flow Admin

PO Type Speed Neg Control State

Pol Disabled Ooff Up

16.20 show interfaces status

To display the status of all interfaces or of a specific interface, use the show interfaces status
Privileged EXEC mode command.

Syntax

show interfaces status [interface-id | detailed)

Parameters

* interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Command Mode

Privileged EXEC mode

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Example

The following example displays the status of all configured interfaces.

switchxxxxxx# show interfaces status

Flow Link Back Mdix
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Port Type Duplex Speed Neg ctrl State Pressure Mode

gil 1G-Copper Full 1000 Disabled Off Up Disabled Off

gi2 1G-Copper -- -- -- - Down - -
Flow Link

PO Type Duplex Speed Neg control State

Pol 1G Full 10000 Disabled Off Up

*: The interface was suspended by the system.

16.21 show interfaces advertise

To display auto-negotiation advertisement information for all configured interfaces or for a
specific interface, use the show interfaces advertise Privileged EXEC mode command.

Syntax

show interfaces advertise [interface-id | detailed)

Parameters

° interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

® detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode
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Examples

The following examples display auto-negotiation information.

switchxxxxxx# show interfaces advertise

Port Type Neg Prefered Operational Link Advertisement
gil 1G-Copper Enable primary 1000£, 100f£, 10f, 10h

gi2 1G-Copper Enable secondary 1000f

tel 10G-Copper Enable secondary 10000f,1000f

switchxxxxxx# show interfaces advertise gil
Port:gil

Type: 1G-Copper

Link state: Up

Auto Negotiation: enabled

Preference: primary

10h 10f 100h  100f 1G 10G
Admin Local link Advertisement yes yes yes yes yes no
Oper Local link Advertisement yes yes yes yes yes no
Remote Local link Advertisement no no yes yes yes no
Priority Resolution - - - - Yes -

switchxxxxxx# show interfaces advertise gil
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Port: gil
Type: 1G-Copper
Link state: Up

Auto negotiation: disabled.

16.22 show interfaces description

To display the description for all configured interfaces or for a specific interface, use the show
interfaces description Privileged EXEC mode command.

Syntax

show interfaces description [interface-id | detailed]

Parameters

° interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Default Configuration

Display description for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode
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Example
The following example displays the description of all configured interfaces.

switchxxxxxx# show interfaces description

Port Descriptions

gil Port that should be used for management only
gi2

gi3

gid

PO Description

Pol Output

16.23 show interfaces counters

To display traffic seen by all the physical interfaces or by a specific interface, use the show
interfaces counters Privileged EXEC mode command.

Syntax

show interfaces counters [interface-id | detailed)

Parameters

* interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Default Configuration

Display counters for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode
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Example

The following example displays traffic seen by all the physical interfaces.

switchxxxxxx# show interfaces counters gil

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gil 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
gil 0 1 35 7051

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0

Transmitted Pause Frames: 0
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The following table describes the fields shown in the display.

Field Description

InOctets Number of received octets.

InUcastPkts Number of received Unicast packets.
InMcastPkts Number of received Unicast packets.
InBcastPkts Number of received broadcast packets.
OutOctets Number of transmitted octets.

OutUcastPkts Number of transmitted Unicast packets.
OutMcastPkts Nmber of transmitted Unicast packets.
OutBcastPkts Number of transmitted Broadcast packets.
FCS Errors Number of frames received that are an integral

number of octets in length but do not pass the
FCS check.

Single Collision Frames

Number of frames that are involved in a single
collision, and are subsequently transmitted
successfully.

Multiple Collision Number of frames that are involved in more

Frames than one collision and are subsequently
transmitted successfully.

SQE Test Errors Number of times that the SQE TEST ERROR

is received. The SQE TEST ERROR s set in
accordance with the rules for verification of the
SQE detection mechanism in the PLS Carrier
Sense Function as described in IEEE Std.
802.3, 2000 Edition, section 7.2.4.6.

Deferred Transmissions

Number of frames for which the first
transmission attempt is delayed because the
medium is busy.

Late Collisions

Number of times that a collision is detected
later than one slotTime into the transmission of
a packet.

Excessive Collisions

Number of frames for which transmission fails
due to excessive collisions.

Oversize Packets

Number of frames received that exceed the
maximum permitted frame size.

Internal MAC Rx Errors

Number of frames for which reception fails due
to an internal MAC sublayer receive error.
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Field Description

Received Pause Frames Number of MAC Control frames received with
an opcode indicating the PAUSE operation.

Transmitted Pause Number of MAC Control frames transmitted on
Frames this interface with an opcode indicating the
PAUSE operation.

16.24 show ports jumbo-frame

To display whether jumbo frames are enabled on the device, use the show ports jumbo-frame
Privileged EXEC mode command.

Syntax

show ports jumbo-frame

Parameters

This command has no arguments or keywords.

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays whether jumbo frames are enabled on the device.

switchxxxxxx# show ports jumbo-frame
Jumbo frames are disabled

Jumbo frames will be enabled after reset
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16.25 show link-flap prevention

To display whether link-flap prevention is enabled on the device, use the show link-flap
prevention Privileged EXEC mode command.

Syntax

show link-flap prevention

Parameters

This command has no arguments or keywords.

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays whether link-flap prevention is enabled on the device.

switchxxxxxx# show link-flap prevention

link-flap prevention is currently enabled on device

16.26 show errdisable recovery

To display the Err-Disable configuration of the device, use the show errdisable recovery
Privileged EXEC mode command.

Syntax

show errdisable recovery

Parameters

This command has no arguments or keywords.
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Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays the Err-Disable configuration.

switchxxxxxx# show errdisable recovery

Timer interval: 300 Seconds

Reason Automatic Recovery
port-security Disable
dotlx-src-address Disable

acl-deny Enable
stp-loopback-guard Disable
loop-detection Disable

storm control Disable

link-flap Disable

16.27 show errdisable interfaces

To display the Err-Disable state of all interfaces or of a specific interface, use the show
errdisable interfaces Privileged EXEC mode command.

Syntax

show errdisable interfaces [interface-id|

Parameters

* interface—(Optional) Port or port-channel number.
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Default Configuration

Display for all interfaces.

Command Mode

Privileged EXEC mode

Example

The following example displays the Err-Disable state of gil .

switchxxxxxx# show errdisable interfaces

Interface Reason Time to recovery
(sec)

gil port-security 250

gib acl-deny NA

16.28 clear switchport monitor

To clear monitored statistics on all or on a specific interface or interface list, use the clear
switchport monitor Privileged EXEC mode command.

Syntax

clear switchport monitor [interface-id-list]

Parameters

interface-id-list—(Optional) Specifies a list of interface ID. The interface ID can be one of
the following types: Ethernet port or port-channel.

Default Configuration

All monitored statistics are cleared.
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Command Mode

Privileged EXEC mode

Example

The following example clears the monitored statistics for gil.

switchxxxxxx# clear switchport monitor gil

16.29 show switchport monitor

To display the monitored statistics gathered by a specific interface, use the show switchport
monitor Privileged EXEC mode command.

Syntax

show switchport monitor interface-id {seconds | minutes | hours } [utilization | tx | rx |
frames]

show switchport monitor interface-id {days |weeks}

show switchport monitor utilization [interface-id]

Parameters

* interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

° seconds— last 20 samples, sampled every 15 seconds.

° minutes —last 60 samples, sampled every 60 seconds (every round minute according
to system time).

* hours —last 24 samples, sampled every 60 minutes (every round hour according to
system time).

° days —last 7 samples, sampled every 24 hours (midnight to midnight according to
system time).

* weeks —last 12 samples, sampled every 7 days (midnight saturday to midnight
saturday according to system time).

° utilization —shows per time frame the utilization calculated.

* rx —shows received counters statistics.
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* tx —shows sent counters statistics.

* frames —show received counters statistics collected per packet size.

Default Configuration

Display monitored statistics for an interface or all interface in case of sshow switchport
monitor utilization command.

Command Mode

Privileged EXEC mode

User Guidelines

The show switchport monitor utilization is used to show a utilization summary per interface
of the last time frame in each time frame(i.e. last minute, last hour, last day and last week).

The show switchport monitor interface-id is used to show monitored statistics samples
collected per time frame and per counter types.

Examples

Example 1—The following example displays monitored statistics utilization seen by interface
gil.

switchxxxxxx# show switchport monitor utilization gil

Interface Minutes Rx/TX Hours Rx/TX Days Rx/TX Weeks Rx/TX
utilization utilization utilization utilization
gil 95% 80% 60% 20%

Example 2—The following example displays monitored Tx statistics gathered in minutes
time frame seen by interface gi1.
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switchxxxxxx# show switchport monitor gil minutes tx

Time Unicast frames Broadcast frames Multicast frames
Sent Sent Sent

04:22:00(~) 95% 80% 60%

04:23:00 80% 70% 60%

(~) Not all samples are available.

Good

Octet

Sent
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The following table describes the fields shown in the display.

Field

Description

Time

Time stamp of the current sample in system real
time clock.

For seconds, minutes and hours format is:
hh:mm:ss.

For days and weeks format is:

<day of week> dd/mm/yy.

Good Octets Received

Number of received octets.

Good Unicast frames
Received

Number of received Unicast packets.

Good Multicast frames
Received

Number of received Unicast packets.

Good Broadcast frames
Received

Number of received broadcast packets.

Good Octets Sent

Number of transmitted octets.

Good Unicast frames
Sent

Number of transmitted Unicast packets.

Good Multicast frames
Sent

Nmber of transmitted Unicast packets.

Good Broadcast frames
Sent

Number of transmitted Broadcast packets.

Frames of 64 bytes

Number of received packets size of 64 bytes.

Frames of 65-127 bytes

Number of received packets size of 65-127
bytes.

Frames of 128-255 bytes

Number of received packets size of 128-255
bytes.

Frames of 256-511 bytes

Number of received packets size of 256-511
bytes.

Frames of 512-1023 bytes

Number of received packets size of 512-1023
bytes.

Frames of 1024-1518
bytes

Number of received packets size of 1024-1518
bytes.

Rx Error Frames

Number of frames received that are an integral

Received number of octets in length but do not pass the
FCS check.
Rx Utilization Utilization in percentage for Received frames

on the interface.
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Field Description

Tx Utilization Utilization in percentage for Sent frames on the
interface.

Rx/Tx Utilization An average of the Rx Utilization and the Tx
Utilization in percentage on the interface.
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17.1  cbd probe enable

To enable the Cisco Business Dashboard Probe operation on device, use the cbd probe enable
command in Global Configuration mode. To disable the Cisco Business Dashboard Probe
operation, use the no form of this command.

Syntax
cbd probe enable

no cbd probe enable

Parameters

N/A

Default Configuration

Cisco Business Dashboard Probe is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the command to enable the Cisco Business Dashboard Probe on the device.

Example

The following example enables the Cisco Business Dashboard Probe on the device:

switchxxxxxx (config) # cbd probe enable

This operation may take a few seconds....
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17.2  cbd address

To configure the details of the Cisco Business Dashboard, use the cbd address command in
Global Configuration mode. To remove the details of the Cisco Business Dashboard, use the
no form of this command.

Syntax
cbd address {ip-address | hostname} [port port]

no cbd address

Parameters

* address ip-address—Specifies the Cisco Business Dashboard IP address. This can be
an IPv4 address.

* address hostname — Specifies the Cisco Business Dashboard as a hostname (Range:
1-158 characters. Maximum label size of each part of the host name: 63).

* port — Specifies the TCP port used to connect to Cisco Business Dashboard. (Range:
1-65535)

Default Configuration

No address is configured. CBD port default is 443.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd address command to configure the Cisco Business Dashboard IP address and the
TCP port to use to connect to the Cisco Business Dashboard. The cbd connection enable
configuration must be removed prior to making changes to this parameter.

Examples

Example 1: The following example configures the IPv4 address of the Cisco Business
Dashboard to 1.1.1.1 and sets the TCP port to 8443.

switchxxxxxx (config)# cbd address 1.1.1.1 port 8443
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Example 2: In the following example configuration of the Cisco Business Dashboard IPv4
address fails because connection to Dashboard is enabled.

switchxxxxxx (config)# cbd address 1.1.1.1
Command failed!

Please disable connection to Cisco Business Dashboard before configuring this
command, using command "no cbd connection enable". Only after configuring all
Dashboard settings (Dashboard address, Key parameters, Organization and Network
name) re-enable connection (command "cbd connection enable") to allow Probe

connection to Cisco Business Dashboard

17.3  cbd organization name

To configure the organization name of the Cisco Business Dashboard, use the cbd
organization name command in Global Configuration mode. To remove Cisco Business
Dashboard organization name configuration, use the no form of this command.

Syntax
cbd organization name organization-name

no cbd organization name

Parameters

organization name organization-name—Specifies the Organization name of the Cisco
Business Dashboard Probe running on the device. Parameter can be specified as an
alphanumeric string, including symbols and white-spaces (Range: 1-64).

Default Configuration

CBD Organization Name is not defined.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd organization name command to configure the Cisco Business Dashboard
organization name.The cbd connection enable configuration must be removed prior to
making changes to this parameter.
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Example

The following example configures the organization name of the Cisco Business Dashboard:

switchxxxxxx (config) # cbd organization name "my organization"

17.4  cbd network name

To configure the network name of the Cisco Business Dashboard, use the cbd network name
command in Global Configuration mode. To remove Cisco Business Dashboard network name
configuration, use the no form of this command.

Syntax
cbd network name network-name

no cbd network name

Parameters

network name network-name—Specifies the site name of the Cisco Business Dashboard
Probe running on the device. Network Name can be specified as an alphanumeric string,
including symbols and white-spaces (Range: 1-64).

Default Configuration

CBD Network Name is not defined.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd network name command to configure the Cisco Business Dashboard network
name. The cbd connection enable configuration must be removed prior to making changes to
this parameter.

Example

The following example configures the network name of the Cisco Business Dashboard.

switchxxxxxx (config)# cbd network name "my network"
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17.5 cbd key

To configure the key ID and secret of the Cisco Business Dashboard, use the ¢bd key
command in Global Configuration mode. To remove Cisco Business Dashboard key ID and
secret configuration, use the no form of this command.

Syntax
cbd key id id-string secret secret-string
encrypted cbd key id id-string secret encrypted-secret-string

no chd key

Parameters

* id id-string—Specifies the key ID to use for initial authentication between the Cisco
Business Dashboard Probe running on the device and the Cisco Business Dashboard
(A string of 24 hexadecimal digits).

® secret secret-string— Specifies the secret to use for authentication, can be specified as
an alphanumeric string without white-spaces. The key can be up to 160 characters.

° secret encrypted-secret-string — Same as the secret-string parameter, but the secret is
in encrypted form.
Default Configuration

CBD key ID and secret are not defined.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd key command to configure the Cisco Business Dashboard key ID and secret. The
cbd connection enable configuration must be removed prior to making changes to this
parameter.

Example

The following example configures the key ID and secret of the Cisco Business Dashboard
used for initial authentication:

switchxxxxxx (config)# cbd key id 5cecde9f21bb450005fb790b secret

secretExamplel23
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17.6 c¢bd connection enable

To configure the probe to connect with Cisco Business Dashboard, use the cbd connection
enable command in Global Configuration mode. To disable probe connection to the Cisco
Business Dashboard, use the no form of this command.

Syntax
cbd connection enable

no cbd connection enable

Default Configuration

Probe is not enabled for connection to Cisco Business Dashboard.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd connection enable command to enable the probe to connect to the Cisco Business
Dashboard. The configuration of this command will trigger the Cisco Business Dashboard
Probe to connect to the Cisco Business Dashboard if the CBD Probe is enabled.

The cbd organization name, chd network name, cbd address and cbd key settings must be
configured for the cbd connection enable command to succeed. Use the no cbd connection
enable to disconnect the Probe from the Cisco Business Dashboard and to allow the user to
change the Cisco Business Dashboard settings mentioned above.

Examples

Example 1: The following example enables the probe to connect to the Cisco Business
Dashboard:

switchxxxxxx (config) # cbd connection enable

Example 2: In the following example the command fails because some of the Dashboard
settings needed for connection were not configured:

switchxxxxxx (config) # cbd connection enable
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Command failed. Please make sure all of the following dashboard parameters are

configured: dashboard address, organization name, network name and key;

17.7  cbd reset

To reset Cisco Business Dashboard Probe connection to the Cisco Business Dashboard use the
cbd reset command in Privileged EXEC mode.

Syntax

cbd reset

Command Mode

Privileged EXEC mode

User Guidelines

Use the cbd reset command to reset the connection to the Cisco Business Dashboard.
Applying the command will disconnect current connection with Dashboard, flush CBD probe
cached data and then attempt to reconnect to the Cisco Business Dashboard.

The command will be executed only if the Probe Agent is enabled (command cbd probe
enable) and connection to Cisco Business Dashboard is also enabled (command cbd
connection enable).

Examples

Example 1: The following example executes an attempt to reconnect using the configured key
ID and secret:

switchxxxxxx# cbd reset

Example 2: In the following example the reset command fails because Probe connection to
Network Cisco Business Dashboard is not enabled:

switchxxxxxx# cbd reset

Operation failed because Probe connection to Cisco Business Dashboard is not

enabled.
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Please enable conntection to Cisco Business Dashboard using command "cbd

connection enable".

Example 3: In the following example the reset command fails because Probe agent is not
enabled on device:

switchxxxxxx# cbd reset

Operation failed because Probe is not enabled

Please enable Probe using command "cbd probe enable".

17.8  clear cbd probe database

To clear the Cisco Business Dashboard Probe database use the clear cbd probe database
command in Privileged EXEC mode.

Syntax
clear cbd probe database

Command Mode

Privileged EXEC mode

User Guidelines
Use the clear cbd probe database to clear the Cisco Business Dashboard Probe database.

The command will be executed only if the Cisco Business Dashboard Probe Agent is disabled
(see details in command cbd probe enable command syntax).

Examples

Example 1: The following example clears the Cisco Business Dashboard Probe Database:

switchxxxxxx# clear cbd probe database

Example 2: In the following example, the clear command fails because the Cisco Business
Dashboard Probe is enabled on the switch:
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switchxxxxxx# clear cbd probe database
Operation failed because Cisco Business Dashboard Probe is enabled on the switch.

Please disable Probe on switch using command "no cbd probe enable".

17.9  show cbd

To display information about Cisco Business Dashboard Probe Configuration and status, use
the show cbd command in Privileged EXEC mode.

Syntax

show cbd

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

User Guidelines

Use the show cbd command, to display information about the Cisco Business Dashboard
Probe running on the device.

Example

The following example shows the output from the show cbd command:

switchxxxxxx# show cbd
Network Probe is enabled

Operational status: Active
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Probe version: 1.1.2.20181019

Dashboard address: 1.1.1.1

Dashboard port: 443

Key ID: MyKey

Key Secret (encrypted): 8nPzy2hzuba9pG3iiC/g0451RynUn7kg94LIWORFrRM=
Organization name: ABC Company

Network name: my network

Dashboard status: connected

The following table describes the different Cisco Business Dashboard Probe setting and
behavior and the relevant Administrative & Operational state display.

Cisco Business Dashboard Probe Administrative State ~ Operational State
Setting and Status indication indication

Cisco Business Dashboard Probe Disabled Disabled Inactive

Cisco Business Dashboard Probe Enabled and  Enabled Active

active

Cisco Business Dashboard Probe Enabled but  Enabled Fault

is not active (indicates a failure)
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18.1  File Specification

The files may be located on:
* Network: TFTP servers and/or SCP servers - Network files

* FLASH - Flash files

® mass-storage connected to a USB port - USB files. Only one mass-storage is
supported.

Uniform Resource Locators (URLs) are used to specify the location of a file or a directory.
The URL has the following syntax:

<url> = tftp://<location>/<file-path> |
sep://[<username>:<password>@]<location>/<file-path> | usb://<file-path> |
flash://<file-path> | <current-directory>[/<file-path>) | <higher-directory>[/<file-path>] |
<file-path>

<username> ::= string up to 70 characters

<password> :: = string up to 70 characters

<location> ::= <ipv4-address> | <ipv6-address> | <dns-name>
<current-directory> ::= [{usb | flash}:][.]

<higher-directory> ::= [{usb | flash}:]..

<file-path> ::= [<directories-path>/1<filename>

<directories-path> ::= <directory-name> | <directories-path>/<directory-name>
The maximum number of directories in <directories-path> is 16.
<directory-name> ::= string up to 63 characters

<filename> ::= string up to 63 characters

Filenames and directory names consist only of characters from the portable filename character
set. The set includes the following characters:
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° ABCDEFGHIJKLMNOPQRSTUVWXYZ
° abcdefghijklmnopqrstuvwxyz

° <space>

° 0123456789._ -

The last three characters are the <period>, <underscore>, and <hyphen> characters,
respectively. If an URL includes spaces it must be enclosed by the " characters.

For example:
"flash://aaa it/alpha/file 125"
The maximal length of URL is 160 characters
The following File systems are supported on USB:
*  FAT32—Full support.
* NTFS—Partially support: read only.
The switch supports the following predefined URL aliases:

° active-image—The predefined URL alias specifies the Active Image file. This file has
the following permissions:

- readable
- executable

* inactive-image—The predefined URL alias specifies the Inactive Image file. This file
has the following permissions:

- readable
- executable
* running-config—The predefined URL alias specifies the Running Configuration File.

* startup-config—The predefined URL alias specifies the Startup Configuration File.
This file has the following permissions:

- readable

* localization. The predefined URL alias specifies the Secondary Language Dictionary
files. These files have the following permissions:

- readable

Cisco CBS250 Product line - Ph. 3.1 Command Line Interface Reference Guide, v1.0 336



1 8 File System Commands

* logging. The predefined URL alias specifies the Syslog file. This file has the following
permissions:

- readable

° mirror-config. The predefined URL alias specifies the Mirror Configuration file. This
file has the following permissions:

- readable

Example

Example 1. The following example specifies a file on TFTP server using an [Pv4 address:

tftp://1.1.1.1/aaa/dat/file.txt

Example 2. The following example specifies a file on TFTP server using an [Pv6 address:

tftp://3000:1:2::11/aaa/dat/file.txt

Example 3. The following example specifies a file on TFTP server using a DNS name:

tftp://files.export.com/aaa/dat/file.txt

Example 4. The following example specifies a file on FLASH:

flash://aaa/dat/file.txt

Example 5. The following example specifies files using the current directory:

./dat/file.txt

dat/file.txt
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Example 6. The following example specifies a file using the higher directory:

../dat/file.txt

Example 7. The following example specifies a file on mass-storage device connected to the
USB port:

usb://aaa/dat/file.txt

Example 8. The following example specifies files on mass-storage device connected to the
USB port using the current directory:

usb:aaa/dat/file.txt

usb:./aaa/dat/file.txt

Example 9. The following example specifies a file on mass-storage device connected to the
USB port using the higher directory:

usb:../aaa/dat/file.txt

18.2  System Flash Files

The system files used by the switch are in the flash://system/ directory. A user cannot add,
delete, and rename the system files and directories, a user cannot create new directories under
the system directory.

The system files are divided to the following groups:

® Inner System files. The files are created by the switch itself. For example the Syslog
file.

* Files installed/Uninstalled by user. This group includes the following files:
- Active and Inactive Images

- Startup Configuration
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- Secondary Language Dictionary
The following boot commands install/uninstall these files:
* boot config
° boot localization
° Dboot system
Additionally, the following commands from previous versions can be used too:
° copy (copy running-config startup-config)
° write
Note. Reset to Factory Default removes all files from the FLASH except the following files:
® active-image
® inactive-image
° mirror-config
* localization
The flash://system/ directory contains the following directories:
* flash://system/images/—The directory contains the Active and Inactive Image files.

* flash://system/configuration/—The directory contains the Startup and Mirror
Configuration files.

* flash://system/localization/—The directory contains the Secondary Language
Dictionary files.

* flash://system/syslog/—The direc